KoHTponnep MHoropyHKUMOHaNbHbLIN
KM SHTEK E2R2(G)-5 v.4
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ITonnepxka
HTTP/HTTPS, IPv4/IPv6, IPSec, PPPoE, PPP, ICMP, SSH,
DHCP, Telnet, NTP, DNS.

Ceresele ciryx0b1 NAT, Firewall, VLAN, TinyProxy.

Ckopocts nepesaun B cetsax LTE Cat.4. (no 150 Mo6ut/cex)
TIpombinieHHbIN qrana3oH pabounx temmneparyp -40...+60°C
upoxwuii Auamna3oH nutatomux HanpsbkeHuid 10-50B DC
CranpapTHbIe IpoMbINUIeHHBIe HHTepdeiicer RS-232 u RS-485
JiBa SIM-ciora pe3epBUpOBaHUS KaHAIA CBA3U

Bo3MoxHOCTE aBTOMaTHYECKOTO NIepeKiTtoueHust Mexay Ethernet n
4G cersamu

OTkpsITas onepaunoHHas cucrema ocHoBana Ha OC OpenWrt

cereBbix mporokosoB TCP, UDP, SSL/TLS,

v' Y100HOE JIOKAJIbHOE M YIATEHHOE aJAMUHUCTPUPOBAHUE YEpe3
Web-unrepdeiic

v\ AnmaparHslff CTOPOKEBOI TalimMep

Onucanue ycrpoicrsa

KM E2R2(G)-5 v.4- UHHOBAIMOHHBIN KOHTPOJUIEp CO BCTpoeHHBIM 4G poyTepoMm,
NpeIHAa3HAUYCHHBIH I BBICOKOCKOPOCTHOTO MPOBOJHOTO ¥ OECIPOBOIHOTO
MOJKIIIOYCHUST KOMMEPYECKHX M TPOMBIIUICHHBIX OOBEKTOB K ceTH IHTepHer.
Hesamenum a1 ucnions3oBanus B cepe M2M pemrenuit, riae TpeOyercs ObicTpast u
Oe3omnacHas nepesiaya JaHHbIX 110 3aLUIICHHOMY KaHaIy.

Konrpomnep coueraer B cebe (GYHKIMH TNPOMBINIIEHHOTO KOHTpOIIEpa U
MapuIpyTU3aTopa, YTO JEJIACT €r0 yHHMBEPCAIbHBIM YCTPONCTBOM JUIS DEIICHHS
LIMPOKOIO CIEKTpa 3ajad IPOMBIIUICHHOH aBTOMAaTW3alUMd M TEICMETPUU.
BricokokadecTBeHHBIH 4G MOIyNb ¢ MIMPOKUM IHANA30HOM paboyuXx TeMIIepaTyp
obecrieunBaeT CKOPOCTHOH JocTyn K cetd MHTepHeT B Jt0OOM MecTe, IZie €CTh
MIOKPBITHE CETH OIIepaTopa, a CTaHAapTHBIE IPOMEINIIeHHEIe HHTepdeiics RS-232 n
RS-485 1mo3BONIIOT MOAKIIOYATH pa3yIMYHbIE BUABI MEPH(EPUHHBIX yCTPOUCTB.
CeTeBoe MOAKITIOUEHNE peann3yeTcs ¢ moMomsio naTepgeiica Ethernet, a Taxxe no
kananam GSM/4G.

KM E2R2(G)-5 v.4 BbIIOJHEH B MNPOYHOM QJIIOMHHUEBOM KOpIIyCe
MPOMBIIIJIEHHOTO HCIIOJHEeHUs, ocHamieH onuuM Ethernet-moprom 10/100 st
LAN/WAN mnoaxmoueHust, aByMms ciotamu it SIM-xapT, NpOMBINITIEHHBIMI
natepdeiicamun RS-232 m RS-485 m Tpemst yHUBEpCaJbHBIMH JIMHHSMH BBOJA-
BeiBoga  Opranmsammsi cuCTeMBl ympaBieHuss Ha Oaze «Enlogic», mosBomser
MaKkCUMalbHO  aBTOMATH3MPOBaTb U  YIOPOCTUTb  MPOLECC  AKCILTyaTalUu
obopynoBaHus, a  TaKxKe  OOECHeYMBAaeT  BO3MOXHOCTh  IMOJIKIIOYEHHS
JIOTIOJIHUTEIBHbIX ()YHKIIUH.

(I)yHKIII/IOHa.JIbele BO3MOXKHOCTH

Cdepa npumeHenus
© DHEPrOMOHUTOPUHT U JUCIIETYEPU3ALUS;

e YIpaBieHue pexioys3epamu 1o nporoxkoisry DNP.V3,
PTII, TII, xoTenpHBIMH, BOA03a00PHBIMU y3JIaMH U
CKBO)XMHAMU;

o Vyer QJIEKTPOIHEPTUH, BOABI, TEIJIA C BO3MOXKHOCTBIO
JIOKQJIBHOTO ¥ JUCTAHIIUOHHOT'O YIIPABJICHUA,

o ACY TII pacnpesienieHHbIX 0OBEKTOB;

o [P-BuieoHabmIoIeHNe, TIepeiada JaHHbIX C YAAIEHHBIX
00BEKTOB B pexknMe on-line;

o KOHTpOIII) J0CTyIla Ha 06T>eKTbI, MOHUTOPHUHI 06T>CKTOB;

e Cyucrembl 0€30M1aCHOCTH (CHUTHATIM3aLuUs, OXpaHa U
HaOJII0ICHNE);

¢ ACVY TII pacnpesiesieHHbIX 0OBEKTOB;

o [P-BusieoHabmIoIeHNe, Iepeiada JaHHbIX ¢ YAAIEHHBIX
00BEKTOB B pexknMe on-line;

o KOHTpOIII) J0CTyIla Ha 06T>eKTbI, MOHUTOPHUHI 06T>CKTOB;

o [Ipo3pauHblii JOCTYH K LU(PPOBHIM JAHHBIM C
ucnons3zoBanueM I10 mpousBogureneii;

o KOHTpOJIb HCIPaBHOCTH 000PYyIOBAHUS.

e  VuukansHo# ocobernocTbio KM E2R2(G)-5 v.4 siBisiercs MOLHAsi OTKPBITAsl OIEpallMOHHas CHCTeMa Ha siape Linux, 4To Aenaet KOHTPOJLIIep

ruOKoil mporpaMMHO# miathopMoit it paboThl Mo anroputMmam mojb3oBareis. Cuctema EnLogic mo3Bosser ¢ moMouipio yA00HBIX CPEACTB
HACTPOUKN KOH(QUTYpPHUPOBAaTh KOHTPOJUIEP NMPAKTHYECKH MOX JIIOObIE 3aJadd OT cOopa JaHHBIX IO YYeTy JHEPropecypcoB, O YIPaBIECHHS
MOIITHOCTBIO B 3aBUCHMOCTH OT CJIOXKHBIX MOJIb30BaTENBCKHIX CIEHAPHEB M BHEIIHUX YCIOBUH. DTO MO3BOJISIET 0OECIICUHTH JIETKYIO HHTETPALIIIO
B CHCTEMBI yIIPaBJICHUS JI000r0 Macmraba U Jerko afanTHpoBaTh 000pyIOBaHNE 110]{ KOHKPETHEIE 3a{adl.

Bo3moxxnoctn EnLogic mo3BoisioT peann3oBaTh OOJBIIOE KONMYECTBO MPOTOKOJIOB OOOPYNOBaHUSI M YCTPOHMCTB, OOECHEUHTH pPa3INIHEBIC
CroCOOBI MOJKIIOYEHMS], MapLUIPyTH3AMK U BapUAHTOB TyHHEJIHPOBAaHMA TpaduKa, Iepe/iaBaTh JaHHbIC HAa HECKOJIBKO aJpEcoB, MOIKIIOYATH
JIOKAJIbHYIO CETh, CO3/1aBaTh 0€30IacHbIC BUPTyalbHbIE YAaCTHBIE CETH, CTPOUTH 3allMIEHHbIC KaHaibl nepepaun uHdopmanuu. Konrpomiep
OCHaIlleH BCTPOSHHBIM OpaHIMaydpoM, 00ecIeunBalOIUM BEICOKYIO CTEIICHb 0E30MacHOCTH IepelaBacMbIX JaHHBIX, MOJJICPIKUBAIOT pa3HbIE
TIPOTOKOJIBI 3aIIUTHI U mu¢ppoBanus cetn, texuonornn DHCP, NAT, pacumpennyro HacTpoiky mpasmit QoS u T. 1.

Hanuuue Heckospkux cinotoB st SIM-kapt obecriedunBaeT HaA&KHYI0 paboTy KOHTPOJUIepa B CHCTEMaX, TPeOYIOIINX Pe3epBUPOBAHIS KaHAIa
cBs13U. JlOTMOTHUTENBHO MOANEPKHBACTCSI HACTPOIKa aBTOMATHYECKOTO MEPEKTIOUEHHs Ha OECNpOBOAHYIO CETh MPU Pa3pblBE MPOBOJHOTO
COEIUHEHNSI.

Kontpomnep paboraer B mIMpoKoM Tuana3oHe BXOIHbIX Hampspkeruit 10-50 B.

Jlnst moBBIIeHNS HAIEKHOCTH PaboTHI B IPUOOP BCTPOCH CTOpOskeBoi Taiimep WatchDog

KoHnTposiep noanepuBaet JOKIBHYIO U yIanéHHYI0 KOHGUTYpaLKIo, B TOM 4ucie, yepe3 Web-unrepdeiic u nmo npotokory SSH.
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BCTPOEHHAS TEXHOJIOI'MYECKASA CUCTEMA ENLOGIC

EnLogic BcTpoeHHas cucTtema [Uisi MOCTPOCHUSI KOMMYHHKAI[MOHHBIX pelIeHHH 1Mo cOOpy M KOHCOJIMAAUMu LU(poBod HHOpMaImy,
npeoOpa3oBaHUIO MPOTOKOJIOB M JAaHHBIX. [10IepIKUBAIOTCSL OTEpaTHBHBIC apXHBbI, (popMHpyeMble Ha OCHOBE OINEPAaTHBHO ONpPAIINBAEMbIX
JaHHBIX, U UCTOPUYCCKUE apXMBBI, GOpMHpyeMBble U3 apXUBOB BHEUIHUX YCTPOMCTB — IPHOOPOB ydeTa MOAyJel BBOAA/BBIBOJA, PA3THIHBIX
IUPPOBBIX YCTPOHCTB. ISl OTKPBITHIX U CTaHAAPTHBIX MpoTokoJaoB Modbus RTU, Modbus TCP, M3OK 870-5-101/103/104, MOK-61850 MMS,
DNPv3.

SoftLogic-cuctema EnLogic

® TexHOJIOTHYECKHe AJITOPUTMBI 10JIb30BATEIIS

o OB/] — GpyHKIHOHATBHBIE OJIOKOBBIE HArpaMMBI
o CKPHITOBBIC AITOPHTMBI
© O6paboTKa JaHHBIX (CYMMHpPOBaHHE, MacIITAOMPOBAHHUE)

o KOHTpOJIb U pEryIupoBaHUE MOIIHOCTH

o OHepaTI/IBHI)Ie 6HOKI/Ip0BKI/I

o [Ipo3paunslii focTyn (IUTIO30BaHUE) K yCTPOHCTBAM,
MOIKITIOYeHHBIM K HHTep(deiicam RS485, RS232

XAPAKTEPUCTHUKH KM E2R2(G)-5v.4

INAPAMETPbI GSM PA3BEMBbI 1 UHTEP®ENCBI
GSM MO YJIb 4G (LTE Cat.4) Ethernet (1) LAN/WAN 10/100 M6wut/c), RJ-45
GSM/GPRS/EDGE B3/BS, .
Jinanazomsi, Mt UMTS/HSDPA/HSPA+ B1/B5/BS, FDD-LTE USB Host (1) 1 x USB Device, type A
B1/B3/B5/B7/B8/B20, TDD-LTE B38/B40/B41 .
RS-232 (1) 1 x RS-232 Hen3oi. - KIIEMMHHUK 5-pin
CKopocTs meperadn 4G (LTE CatA)i\fgan?geid(Ggf/)ceK (DL), no 50 RS-485 (1) 1 x RS-485 u3011. - — KIIEMMHEK 3-pin
x3 (I01-103), pexuMbl: H3MEPEHHE HATPSKCHHS
INAPAMETPBI AIIIIAPATHOM IVIAT®OPMbI 110 60 B (ot 0 10 4 B - HHAUKATOPHBII PEKUM,
ot 4 10 60 B — m3MepeHne HanpsDKEHN);
Ipoueccop ARM Cortex-A7 (1.3 TT) 1/0 (GPI1O) YIpaBJIeHUE HArpy3Kou (BBIXOA «OTKPBITBIN
’ KOJUIEKTODY ),
OneparuBHast 256 M6 (00bEM TOCTYITHOMN OTIEPAaTHBHON MaMSITH — MaKc. TOK Ha OIMH KaHal - 60 MA; BXOJ «CyXoit
naMsiTh 40 M6) KOHTaKT»
Flash-nmamsTs 256 M6 (00b€M mocTynHOM HamsT — 60 M6) Aurenmi (2) 2 x SMA-f
Ethernet, Mout/cex x1, LAN/WAN 10/100 M6wut/cek, RJ-45 .
SIM (2) 2 x mini-SIM (2FF)
‘Wi-Fi OIIMOHAILHO
EKTPHYECKHE TAPAMETPBI Bxox nuranus (2) &ﬁ%gl?f&%iﬁ;ﬁ;%’fg‘l gm’ (11{,{,2,’}{12’)‘
NMAPAMETPbI OITEPAIIMOHHOM CUCTEMbI
H;‘g)‘: ’gxe“"e THTaHus1 10-50B DC (Power Jack, Passive PoE-In) a '
snpo OpenWrt-based (Linux 3.18.20)
Makec.
norpeodsisieMast 10
MOUIHOCTH, BT TCP, UDP, SSL/TLS, HTTP/HTTPS, IPv4/IPv6,
MEXAHHYECKHIE THAPAMETPEI IP-ciry:k0bl IPSec, PPPoE, PPP, ICMP, SSH, DHCP, Telnet,
NTP, DNS
Bec, rp He 6onee 190
MarepuaJj kopmyca CILJIaB aJIFOMHHHMS, K1acc 3ammuThl — [P30

Taéapursbl Kopimyca ® Web-unrepdeiic LuCl
(I x I'.)I.l x B) SMy 98 x 82 x 36 MM (¢ y4eToM pa3bEMOB) AIMHMHHCTPHPOBaHHE ® Uepe3s KOMaH/IHYIO CTPOKY
? 1o npoTtokoixy SSH.

TI'apanTus, aer 1

Pabounii e VPN

TeMIlepaTypHbIi -40...60 Be3onacHocTh o Firewall IPRoute

auanason, °C o Ounprpanus mo IP/MAC-aapecy
OTHOoCUTeNbLHaA

TR O 10 90, npu Temnepartype 20
! e PWR — uHAMKaTOp NMUTaHUSA

® NET — uHIuKaTOp COCAMHEHHS
o ACT — uHIMKAaTOp HapaMeTpoOB, HA3HAUCHHBIX MOJIb30BATEICM
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