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8.0.2024.11.01

1) Cepsep
e [lobaBneH HOBbIU popmar coxpaHeHua B bl uctopuu — BLOB, HO 6e3 MCMOb30BaHUA XPAaHUMbIX
npoueayp (6ubnnotekn UDF). [aHHbi popmaT coxpaHeHMA MOXKHO MCNo/ab30BaTb Npu paboTe c
cepBepom Firebird 3, B Windows u Linux. Takxe Aana pgaHHoro <¢opmaTta peannsoBaHbl
AONONHUTENbHbIe GYHKLUWU: He coxpaHsaeTca cnucok ID napameTtpos B B[ (coxpaHAeTcs TONbKO
MAEHTUOUKATOP CMNUCKA); BO3MOMKHOCTb HE COXPaHATb MHAMBUAYaNbHblEe BPEMEHHblE METKU
napameTpoB (pekomeHayeTca ucnonb3osaTb Ana b ¢ nepnoanyeckon 3anucoto). Hosbli popmat
No3BOJIAET 3HAYMTE/IbHO YMEHbLLNTL 06beM COXPAaHAEMbIX AAHHbIX.
o [lpyu dopMMpOBaHMM aNnapmoB, eCn y nacrnopTta BbiCTaBieH 6uUT SB (NnogmeHeHHoe 3HauyeHue), K
TEKCTY 3HaYeHus napameTpa Aobasnaetcs okoHYaHue (SB).
2) Busyanmsauma (o6wme byHKUMM)

o [lna obbekta Purypa nobasneH HOBbIM TUM NPUBA3KM YeTbipe ¢uUrypbl — [ONOAHUTENbHAA
HaCTpoOlMKa Ansa 4eTsepToi GUrypbl, oToOpaXKaeMol B C/yvyae, KOrda NpuWBA3Ka K MapameTpy He
HalaeH. B nogobHoON cuTyauuu ana Apyrux TUNOB MPUBA3KM (o4Ha, ABe, Tpu ¢urypbl) éurypa
CKpbiBaeTca. [aHHblli GyHKUMOHaN BocTpeboBaH Ha MHeMOCXemax, GopMUpyeMbIX U3 WABAOHHbIX
CXem, Korga y npomnsBogHON MHEMOCXEMbI HE BCE MPUBA3KKU K MapameTpam noayvyaeTca onpesennTb
aBTOMATMYECKU B pexkmMme paboTbl.

o [lpM HanMuMKM KpaTKocpouHon B nctopumn npm nHTepsane 3anpoca 6oblie 1 Yaca aBTOMATUYECKU
NPOUCXOANT NepeKoYEHME 3aNpoca AaHHbIX Ha A0ArOCpoYHYto b,

3) Bwusyanusauma (ana Linux)

o [lobaBneHa ¢yHKLUMA YCTAHOBKWU MJIAKATOB /1A 3/IEKTPOTEXHMYECKUX OBBEKTOB (MO aHanoruu c
moaynem susyanusauum gna Windows).

e [lna obbekTa 3HayeHMe NapameTpa MNoAAepKaHbl CUrHanusuMpyowme uBeTa Ana ¢oHa u gns
WwpndTa, M peanmsoBaHa noaneprkka yHkuumn PyyHoro Beoaa.

4) ENLOGIC

e PeanusoBaH MexaHW3M apbutpaska KomaHg TY (TeneynpaBfieHus) Yyepes HaCcTPOWMKK npoTokona K
M>3K-104, 4To cUAbHO yNpOLLAeT NPOLECC HACTPOMKN MexaHM3Ma apbuTpaxka.

e PeanunsoBaH y4yeT apbutparka TY npu 3anmMcm aHanorosblx 3HaYEHUN B KOHTPOINEP.

e HeratmBHoe noATBep)KAeHMe npuema KomaHabl Gl (obuwero onpoca), ecam 6bin nepegaH CAA
(obwmin agpec ASDU), 4na KOTOPOro B KOHTPO/IEPE HET HM O4HOTO Tera.

e MexaHusm ayTeHTMdUKaumm — gobasneHbl cobbiTUA O BXOAe/BbIXOAe MO/b30BaTeNA MPU CMeHe
no/sib3oBaTens.

e HacTpoiika anapmoB — aobasneHa BO3MOMKHOCTb BbiBoAUTb LUndp nnm HanmeHosaHune B aepese
napameTposB.

e HacTpolika anapmoB — gobasneHa ¢punbTpaums B gnanore PunbTp gobasnaembix Teros.

o ACKY3 - nopgaep»aH onpoc YCINa MUP MK-01.



8.0.2024.07.10

1) Bwusyanusaumsa ana Linux

e PeannsoBaHbl MHOTOOKOHHbDIN 1 MHOFO MOHUTOPHbDIN pPeXnUMbl paboTbl.
e [lopaboTaHbl NOSIHO3KPAHHbI U Pa3BEPHYTLIN PEXMMbI.
e B nONHO3KpaHHOM pexume BBMAY OTCYTCTBMA 3arosoBKa OKHa MpuM  MacwTabupoBaHuM
MHEMOCXEMbI BbIBOAMTCA HEGObLLIOE OKOLIKO C MOACKA3KOM MO TEKYLLEMY 3HAYEHMIO MacLuTaba.
e [1na o6bekTa 3HaueHUe napametpa f06aBNEH AMaNOr S5 USMEHEHMWA YCTABOK.
e [lna pa3bopa BONPOCOB Ha CTOPOHe Moab3oBaTesen f06aBAeHO NOKaNbHOE normposaHue paboTsbl
npunoxeHus s dainn.
2) ENLOGIC
o [lpou3BeaeHa 3aMeHa TECTOBOM KOMaHApl ping -t Ha ping -n, 4Tobbl AaHHas ¢yHKLMA paboTana npu
3anycke yepes Wine.
e [lepegenaH mexaHM3M MMNOPTA KOHTpoanepa u3 dana XLS — B Wine He paboTtana ¢yHKUMA
MMnopTa onucaHma o6bekTa B B/ moayna CnpaBoYHUKM.
e BBeaeHbl XECTKMEe TpeboBaHMA K NAapO/It0 TPETLETO YPOBHA.
3) Npouee
e B cocras auctpubytmea gna Windows pobasneHa HoBas Bepcus REST-cepsepa (aHanorMyHO Tomy,
4TO MCNo/b3yeTcA B Bepcun ana Linux).

8.0.2024.05.15

1) Ansa Linux
e B coctaB ycTaHOBOYHOrO KOMMJIEKTa A1 ONEpauMoHHbIX cucTtem Linux BKAOYEHbl Heobxoaumble
UCMNosiHAEMble U KOHOUIypaumoHHble ¢anabl AAA BO3MOMHOCTM WMCMNONb30BAaHMA B MPOEKTax
aBTOMaTM3aLMM HOBOFO MOAYAA BU3yanu3aLMKU, NpeacTaBasowero coboii HaTMBHOE NMPUIOKEHUe
ana Linux.
2) Cepsep cbopa AaHHbIX

e Bce noKanbHble NOAKNIOUYEHUS MOAYAA BU3Yann3auMmM K cepBepy cbopa AaHHbIX (3anyck cepeepa U
BM3YaM3aLUMM HA OAHOM KOMMbOTEPE) TEMEPb CYUTAOTCA JINLEH3UPOBAHHLIMU (HE YYUTbIBAOTCA B
noacyeTe AULEH3UIA).

3) Bwusyanusaums

e [lob6aBneH HoOBbIM TMN 0b6bekTa TpaHcdopmaTop — ABTOTpaHchopmartop. PeannsoBaHbl BapuaHThbl
OTpUCOBKKN ABTOTpaHCchopmaTtopa c 1, 2, 3 u 4 06MOTKamMM, B 4X HaNpPaBAEHUAX OPUEHTALMMN.

o [lpu oTobpaxKeHNM MHEMOCXEMbI-AMAN0ra ynpasaeHma gns ob6bekTos rpynnol KommyTauMoHHbIe
annapatbl go6aBfeHa 3anuMcb Ha3BaHUA oOObeKTa ynpaBneHWa B r106asbHY0 MepemeHHYIo
HasBaHme ob6beKra Agpa moayna Bu3yanu3aumm AAA NOCAEAYIOWEro WCMNOAb30BaHWUA Npwu
bOpMMPOBAHMM COOBLLEHMI N3 KHOMOK YNPAaBAeHWA (3aNMUCKU 3HaUYEHWIA).

e O6bekT KHONKa AUCKpEeTHOro ynpas/ieHUa — 3anucb B 6a3y cobbiTUil Tenepb NPOM3BOANTCA BCeraa.
HacTtpoitika 3anucb B B[, cobbituit nepenmeHoBaHa B CO6GCTBEeHHble HAaCTpOiKM 3anucu B B[
cobbiTnin. Tanouka MoaTBepKAEHUA Ternepb BK/AOYEHA A8 HOBbIX OOBLEKTOB WM 3aNOJHEH TEKCT
cobbITMA No ymonvaHuio. PeannsoBaHa noAcTaHOBKa wabnoHa %k B TekcTe noATBepKAEHUA U B
TeKcTe cobbiTUA Ha 3HaYeHMe rnobanbHoOM NnepemeHHoi Ha3BaHue o6beKTa.

e [1na o6bekTa CNncoK cobbiTuin nobasneHa 3aknaaka MapameTpbl B HACTPOMKax 06bEKTa U B NaHeu
dunbTpauum — gna GuAbTpaLmUmM B AepeBe N0Nb30BaTe/IbCKOro NpeAcTaBaeHNAa napameTpos. KHoMKa
®unbTp yaaneHa us BepxHen naHenu.

4) ENLOGIC

e [lob6aBnieH 3KCNopT KoHTponepa B paiin MS Excel.

e lcnpaBneHa MHOronoTo4Hasa pabota KaneHta SNMP.

e [pu peTpaHcaaumm M3IK-104 oT KOHTPO/Iepa He YyUYMTbIBAICA MHOXUTENb Npu obliem onpoce —
ncnpasaeHo.



e [lobaBneHO pacuBeuYnmBaHMe 3HaAYeHU AMCKPETHbIX CUrHaNoB (0AHO- M ABYXMNO3ULMUOHHLIX) B
Tabanue HTML-anarHocTukM paboTbl KOHTPONEPA.
5) Npouee
e WebGIS - npousBegeHa aKkTyanmsauma cO6oOpKM M aganTaums noh AByxbalToBbIM agpec
KOHTpO/Iepa B HacTponKax npoekta SCADA.
e Anapmbl — B WabaoH popmmpyembix coobLueHunit AobaBeHbl HOBblE NOACTAHOBKM:
i. %r—nepeBog CTPOKM (419 OTCbIIKM 3N1EKTPOHHOM noyTbl  CMC)
ii. %d — pata ¥ Bpema (ONA WMCNONb30BaHUA [AaTbl-BpeMeHW B TeKcTe $GopmUpyemoro
coobueHus).

8.0.2024.01.15

1) Cepsep cbopa AaHHbIX

o CepBepHble CKpUNTbl Lua - No/ab30BaTe/IbCKME CKPUNTLI A5 06paboTKM NapaMeTpoB Ha CTOPOHE
cepBepa cbopa faHHbIX, pa3pabaTbiBaeMble Ha A3bIKe NPOrpammupoBaHua Lua.

e [lobaBneHa ¢yHKUMA TY (ynpasneHus) ona oH6HEKTOB C TUNOM KaHana CBA3W 4Yepe3 MexaHM3Mm
Konnektop M3K.

2) Bwusyanusauma

o [ina o6bektoB KommyTauuOHHble anmapaTtbl B HaCTPOMKM p[obaBieHa MpMBA3KA K ABYM
AOMNOJIHUTENbHbIM MapameTpaM A4S  peanusauumM  OUHAMUYecKon OKpacku (HanpsaskeHue w
3azemneHo).

e B okHe Hactpoiikm npoekta (F12) pobaBneHa 3aknaaka OwMOKKM AnA BM3yaNbHOW HACTPOMKM
OTOOparKaemoro TEKCTa B C/ly4ae oWMOBOK 3HAYEHMIA NapameTPOB.

e [lna obbekTa Tabnauua napameTpoB yaaneHa HacTpoMKka Ans Tekcta npu OLU43 (HepocTtoBepHoe
3HayeHue). 3HayeHUs Tenepb BbIBOAATCA Oenbim WpPUPTOM NpPU HEJOCTOBEPHOM 3HAYEHUU
napameTpa, 1 ronybbim LBETOM MpPU BbiCTaBNeHHOM daare pyvyHoro pexknuma (dnar SB B npoTtokose
M23K-104).

o (O6beKT 3HauyeHue napameTpa Tenepb BbIBOAMT 3HAYeHWe 6esbim WpnudToM Npu HeZ0CTOBEPHOM
3HAaYeHMM NapameTpa, 1 ronybbIM LLBETOM NPW BbICTaBAEHHOM dnare py4yHoOro pexmnma.

e Ha TpeHpax He oTobpaxKanucb AaHHble U3 KpaTKocpoyHon B[, npoctoro ¢opmata ¢ Tabanuamm Ha
Kakabl OeHb.

o [na obbekta KHonKa ¢opmupoBaHua panopta fobasneHa HacTpoilka 3aKpbiBaTb Bce
BN/bIBaloLWMe MHemocxembl. CBOMCTBO MO YMOHAHUIO BKAKOYEHO.

e Peann3oBaH MexaHU3M nNepekaveHnsA Ha pe3epsHyto b, napameTpos.

3) ENLOGIC

e ENLOGIC IDE — B pexume oTnafku gobasBneHa BO3MOXKHOCTb 3aMMCK 3HAYEHUIM ABYXNO3ULMOHHbIX
CUTHANOB (B KOHTpOINEpax Ans atoro Tpebyercs 06HOBAEHME BEPCUM UCNOTHUTEIbHOM CUCTEMBI).

e (CBobogHoe (py4Hoe) dopmupoBaHME JepeBa TeroB W Tpynn BHYTpU moayns (CBOMCTBO
AllowCustomConfig B daitnax |0) Tenepb aBTOMaTUYECKN BKAKOYEHO AN BCEX MOAYNEN, Y KOTOPbIX
OHO B ABHOM BuJe He byaeT 3anpelueHo B ¢panne 10 (3agaHo AllowCustomConfig = false).

e B cBolictBax M3K-104 KoHTponnepa npusHak BbictaBnatb BL npu Hannumm SB pasgenéH Ha aga —
otaenbHo ana TCu ana TU.

o HoBasa peanusauma 418 UCMOHUTENbHOM CUCTEMbl GYHKLMN COXPAHEHUA 3HaYeHUU NnapameTpoB B
3HeproHe3aBUCHMMOIA namaATU (Retain),  cMHXpOHU3aLMSA Retain-nepemeHHbIX  mexay
pe3epBUPOBAHHBIMW KOHTPOI1IEPaMM.

e [lepegaya OT WCMNONHUTENBHON CUCTEMbI BO BpemeHHoM meTke M3IK-104 npusHaka |V
(HepoOCTOBEPHOCTb BPpeMEHM) B C/lydae Haanuums B KOHQUrypauuu KOHTPOJIEpa 334auyu KAMEHTA
SNTP un otcytctemna ceasn ¢ NTP-cepsepom MAM NOAYYEHUA NPU3HAKA HEOLOCTOBEPHOCTM BPEMEHMU
NTP (Leap Indicator = 3 — clock not synchronized).

4) CnpaBOYHUKM



e [lobaBneHa o¢yHKUMA MHTerpaunm c cuctemoit NextGIS Web — KHonKa npsmoro nepexoga Ha
HYKHbI 06bEKT Ha KapTe (dopmuposaHue 1 BbizoB URL Hy*KHoro dopmara).

e B REST-cepBepe pobaBneHbl 3anpocbl AnA nonydeHus Beb-cTpaHMU, Ha ocHOBe AaHHbIX M3 b/l
CnpaBOYHUKMU, U GYHKUMA CUHXPOHM3aumMKM 3anucelt b, CnpaBoyHuKKM u ob6bekTos MNC.

e PaspabotaH moaynb npeobpasoBaHMA TPEKMHra MOJIOXKEHUA OOBEKTOB Ha KapTe U3 cepsepa
CMUCTEMbI MOHUTOPWHTA aBTOTpaHcnopTa BuanoH B TMC NextGIS Web.

8.0.2023.08.08

1)

5)

7)
8)

CepBep cbopa AaHHbLIX — HOBasA peanM3aums B BUAE KOHCONLHOTO MPUIOXKEHMA Tenepb MOJHOCTbIO
3aMeHuNa cTapyto peanusaumio B Buage GUI-npunoxkeHua. Ona onepauymoHHon cuctembl Windows cbopka
cepBepa npounssoantca komnuaatopom GCC sepcum 13 gna 32-6UTHOM apxXUTEKTYpPbI, Aas Linux — Bepcuamm
KomnunaTopoB GCC cOOTBETCTBYOWMMMN KarKaoMy ANCTpMOyTMBY Linux ans 64-6UTHOM apXMUTEKTYPSI.

B HoBOM cepBepe cbopa AaHHbIX NpeKpalieHa noaaep KKa y3na ycrapeswero tuna WKLOGIC. Ecaum Takol
y3€en UCMONb3YeTCcA B NPOEKTE, TO NPU Nepexoae Ha HOBYIO BEPCUIO ero HYXKHO npeobpasosaTb B TN None-
target, HacTpouTb nepegadyy nNapamMeTpoB MO W3MEHEHWIO, M 3arpysuTb B BUPTYaNbHbI KOHTpOANeEp,
3anyLeHHbIN KaK OTAEeNbHbIN npouecc (rak NpuUIOXKeHne unu cnyxba, dann
Bin\EnLogicSoftPLC\EnLogicSoftPLC.exe). Jlanee nepepaya AaHHbIX C 3TOr0 BUPTYa/NbHOrO KOHTPOJNEpa
6yaet nponcxoautb B SCADA ctaHgapTHbIM 06pasom no npotokony M3K 60870-5-104.

CepBep SCADA ana Linux n HoBas Bepcusi cepBepa ana Windows no3BosAOT yKasbiBaTb B COCTaBe
CepPBEPHOM NNLLEH3NM HEOBXOANMMOE KOIMYECTBO KNIMEHTCKUX KOHKYPEHTHbIX uueH3uin gns APM SCADA. B
CBA3M C 3TON A0paboTKoW Tenepb Mpu NpuobpeTeHUn AuueHsnit Ha APM He Tpebyetca npuobpeTteHue
annapaTtHbIX Kao4yen 3awmtbl ana camux APM. Mpu 3TomMm COXpaHeHa COBMECTMMOCTb C CYLLECTBYHOLLUMMU
anueHsmamu gna APM — ecnm y APMa ecTb CBOM MHAMBUAYAAbHbIN KoY 3aWmThbl, TO cepBep SCADA byaet
0ThaBaTb AaHHble Takomy APMy BHe 3aBUCMMOCTU OT KOANYeCTBa AnueH3sui ana APM Ha sTom cepsepe.
UcnonHntenbHaa cuctema ENLOGIC:

e HoBaA peanusauma BUPTYaNbHOIO KOHTPOJ/epa B BUAE KOHCONbHOIO NPUIOXKeHUs. PacnonaraeTca 8
KaTasnore Bin\EnLogicSoftPLC (8 Windows). Tenepb 1CNo/ib3yeT eANHYIO NOAUTUKY NMLEH3NPOBAHUA
coBmecTHO ¢ cepsepom SCADA B 4acTu KoN-Ba KaHa/10B BBOAA-BbIBOAA.

e [lobaBneHa ¢yHKLMOHaNbHOCTb KAaneHTa OPC UA.

e [lobaBneH HOBbIM BUA Tabauubl peTpaHcaaumMm M3K ¢ BO3MOMXKHOCTbIO 3a43aHUS MHAVMBUAYANbHOTO
3HaAYeHUA anepTypbl 405 KAXKA0ro napamerpa.

Busyanusauyma:

e [lo6aBsieH HOBbI BM3YasibHbI 0OBbEKT 3aABUIKKA C yNpaBaAeHUeM.

e PasnnyHble [0pPabOTKM MexaHM3Ma LWab/oOHHbIX MHEMOCXeM MO BbIABAEHHbIM 3aMeyaHuAM W
npeanoxeHuaAM.

e KHonKa ¢opmupoBaHMA OT4YeTa NepeBefeHa HA TEXHOJIOFMI0 3anycka MoAyNA OTYETOB 4epes
KOMaHZHYl0 CTPOKY (paHee ucnonb3oBanacb TexHosorna COM) — Tenepb 3Ta QyHKUMA yCMeELWHO
paborTaet B Linux.

Moacucrema ACKY3:

e [lo6aBneHa BO3MOXHOCTb 3aJaHNA pa3NYHbIX UCNONHUTeNeN 3adaHunit ACKY3 (cbopLimKos), B BuAE
BHELLHMX UCMONHAEeMbIX GainioB, B 3aBUCMMOCTU OT Tna YCIM uam Tmna cyeTyumka.

o lNopaeprkaHo YCMNA SM160.

MNoacucrema ayTeHTUOMKAUUM — NoAAEPHKAHO Ucnosib3oBaHMe LDAP.

HoBbIlh semoHcTpaumoHHbii npoekt SCADADemo. CTapbiii MPOEKT J0BO/IbHO CUAILHO MOPA/bHO yCTapen, U3
HEro WCKAYUAM CTapble HEaKTyasibHble MHEMOCXeMbl, [006aBUAM MHOFO HOBbIX M3 APYrMX TecTOBblX,
OEeMOHCTPALMOHHBIX, U AaXKe HEKOTOPbIX peasibHbIX NPOEKTOB.

7.0.2023.03.21

1)

Busyanusauua:



HoBaa rpynna Bu3yasnbHbix 0ObeKTOB KomMMyTauuoHHble annapatbl AAs CO34aHUA MPOEKTOB
aBTOMATM3aLMN SNEKTPUYECKUX ceTell. B cocTaB BXoAAT creaytowme ob6beKTbl: Bolkawoyamens,
PaszveduHumens, 3azemaarowuli Hoxc, BoikamHasas menexcka KPY c ewsikawvyamesnem, BoikamHas
menexka KPY 6e3 soikarovyamerns. NopobHble 06beKTbI paHee yKe OblavM NpeacTaBieHbl B rpynne
OODBEKTOB DNIEKTPUYECKME CETU, U COXPAHAIOTCA TaM. HoBble OBBEKTbI MMEIOT TOXKEe HasHauyeHue,
NOXOXy0 GopMy OTOOPAXKEHUA Ha MHEMOCXEME, HO OT/IMYAIOTCA HACTPOMKaMM U MOBeLEHMEM B
pabouem pexume. Knioyesoe OTAMUME HOBbIX OOBEKTOB — ANA HUX AMANOr ynpas/eHus,
BbI3bIBAEMbI/ MPU  HaXKaTUM HA OOBEKT, CO3[AETCA WHMKEHEePOM CAaMOCTOATENbHO B BUAE
MHEMOCXeMbl (He ABNAETCA BCTPOEHHbIM (GUKCUMPOBAHHbIM OKHOM), B TOM u4ucie B BuUge
NpPOn3BOAHON MHEMOCXEMbI, CO3aHHOMN Ha OCHOBe WaboHa.

Ona npousBoAHON MHEMOCXeMbl, CO34aHHON M3 Wab/IoOHHOM MHemMocxXembl, Tenepb MMeeTca
BO3MOHOCTb 33aBaTb CO6GCTBEHHble HACTPOUKM A1 BCeX OOBEKTOB MHEMOCXEMbI, OT/INYHbIE OT
HacTpoek 06bEKTOB B WABJOHHON MHEMOCXEME (KpOME CBOMCTB pa3smepa W MNoJIoXKeHMA obbeKkTa).
PyHKUMA [OCTYNHa B KOHTEKCTHOM MeHI0 Ha BKIaake O6beKTbl B gepeBe MNpoeKkTa MoAy/s
BMU3yanumsaumuu (knasuwa F3).

KoppeKTUPOBKN O KOPPEKTHOM pPaboTbl Moayns BU3yanmsauMum Ha 33a4aHHOM MOHMTOpPe Mpwu
3anycke B Linux.

BcnsbiBatowme MHEMOCXeMbl TeMEPb MOKa3blBAOTCA B pPEXMMeE MOZAasbHbIX — 6€3 BO3MOMKHOCTU
[0CTyNa K OCHOBHOM CXeMe MOKa Bbl3BaHa BCM/bIBAOLWAA CXEMA.

HemHoro nsmeHeHo nosegeHve obbektos ®Purypa n UHpopmauua o napamerpe — OHU Tenepb
CKpbIBatOTCA B paboyem pexmnme, eciv He HaAeHa NpPUBA3Ka K BbiIbpaHHOMY napameTpy.

Ona obbekta 3HaueHuMe napameTpa aobasneHa HACTPOMKA ANA NPUHYAMTENbHOro Bblbopa Kak
OTODOpaXkaTb 3HaYeHWEe — KaK OUCKPETHOE WM aHaNoroBoe (CTafio HeobXOAMMO B HacCTpoiiKe
WabIOHHBIX MHEMOCXEM).

Ons obbekTa 3HaueHue napameTpa fobaBieHa BO3MOXHOCTb BbIBECTM TEKCT B 3aBUMCMMOCTM OT
HaNMYMA UAN OTCYTCTBUA Y 3HAUYEHMA MPU3HAKA PYYHOW BBOJ (NOgMEHEHHOe 3HaYeHue, NpusHak SB
B npoTokone M3K 60870-5-104).

7.0.2022.12.12

1)

2)

3)

MpousseseH nepesosd Bcex moaynein SCADA-cMcTEMbI Ha CTPYKTYPY agpecauum napameTpos ¢ 2 6antamu

ONA agpeca KOHTpoanepa. BHMMmaHue: 3To 03HayaeT, YTO NPOEKTbl, CO34aBaemMble B HOBOM BEPCUN, He GVAYT

NONHOCTbKD COBMECTMMbI C npeabiaywmmm Bepcuamn SCADA-cuctembl. O6paTHas COBMECTMMOCTb —

MCNo/b30BaHMe NPOEKTOB OT NPeablayLLMX BEPCUIA B HOBOWM BEPCUM — COXPaHAETCA.

Bce moaynu SCADA-cuctembl, paboTatowme ¢ 6asamu OaHHbIX, Tenepb KOPPEKTHO 06pabaTbiBaloT NyTHU K

6a3am, 3anncaHHble B dopmaTe NyTen a4na onepauMoHHON cuctembl Linux.
Busyanumsauua:

JobaBneHa HoBaa ¢yHKUMOHanbHOCTb LLabnoHHble MHemocxembl. Ha ocHoBe WabA0HHOM
MHEMOCXEMbI CO34aeTCA MPOU3BOJIbHOE YNC/IO YHACEA0BaHHbIX MHEMOCXEM, COAEPHKALMX MONHbIN
AM3aiH  WabnoHHOW MHemocxembl. [na  wabnoHHOW MHEeMOCXeMbl HacTpauBaeTcs CBOM
COOCTBEHHbIA BUPTYaNbHbIA  CNUCOK MEPEeMEHHbIX, K KOTOpPbIM MNPUBA3bIBAOTCA OODBEKTDI
BM3yanM3aumm WabNOHHOM MHemocxembl. B yHacnegoBaHHbIX MHEMOCXeMax MpPouCXoguT
HACTpOlMKa accoumaumii BUMPTYanbHbIX MEPEeMEHHbIX Ha peanbHble MapameTpbl npoekta SCADA.
[aHHaa ¢yHKUMA npefHasHayeHa B MepBYyl0 ovepedp A1A peanv3aumm pasHoobpPasHbIX TUMOBbIX
BCMN/IbIBAIOLLMX OKOH YNPaBAEHMA KOMMYTALMOHHbIMKM annapaTtamu, CUCTEMaMM aBTOMATUKK, OKOH
ANATHOCTUKU U T.N.

[JobaBneHa HoBasa QyHKUMOHANbHOCTL MHemocxema HaBurauum. MHemocxema, BblbpaHHas B
KayecTBe HaBMIaLLMOHHOM, aBTOMaTUYECKM CO3AeTCA KaK BCTPOEHHas NaHe b Ha KaXKA0W OCHOBHOM
MHemocxeme (He BcnabiBatowmx). [aHHas ¢yHKUMA npegHasHayeHa B MepByl0 odepedb A4S



peanusaunmn rnobanbHbIX MEHK HaBUrauMm W MHAMKaAuMK. BblbOop MHEMOCXembl HaBurauum
OCYLLECTB/IAETCA B OKHE HAaCTPOEK NapamMeTpoB NpoekKTa (ropadan Knasuwwa F12).

HacTpoika Bbibopa CTapToBOM MHEMOCXeMbl NepeHeceHa B OKHO HAaCTPOEK MapameTpoB NpoekKTa
(ropavas knasuia F12), 3 ceolicte MHemocxem onuua CTapToBas yaaneHa.

Bbi30B BCM/bIBAOWMX MHEMOCXEM MNepeBedeH B PEeXMM MOAANIbHOTO OKHa (3a WCKAKYeHMEM
BCM/IbIBAIOLLIMX MHEMOCXEM C BK/AOYEHHOW ONnuMel 3anpeTta 3aKkpbiTva).

4) Cepsep cbopa AaHHbIX:

BcTpoeHHbiit HTML/REST API nepeBeaeH Ha ucnonb3oBaHue 6ubnmotekn CivetWeb, 3aBncumoctb
oT 6ubnmnotekun Indy nonHocTbio ybpaHa.

CpenaHa nocnegosaTenbHasa nocbinka Gl no pasHbim ASDU gna Konnektopa. PaHee nocblnanacb
ofHa KomaHaa Gl no wupokoBewaTensHoMy agpecy 65535 (ceituac Toxke nocblnaercsa).

5) ENLOGIC IDE:

MN3meHeHbl 3HaYeHUA MO YMOYAHUIO A5 BCEX BHOBb A00aBAseMbIX TEFOB 414 NOAen aBapUMHbIX U
npenaBapuinHbIX YCTaBOK — Tenepb Npu co34aHMM OHM OCTAOTCA MYCTbIMU.

Mpn YTeHMWM KOHPUrypauuKu, ecnnm BCe BEPXHWE TpaHWUbl PaBHbl, Aefaem rpaHuubl BAY wn BIY
nycTbiMn. ECnn BCe HUMKHME TPpaHULLbl PaBHbI, genaem rpaHuubl HAY n HIY nyctoimun. CaenaHo ana
aBTOMATMYECKOrO WCKAIOYEHMA CUTyauuu, Korga ObliM  COXpaHeHbl BCE TPaHULbl C OAHUM
3HAYEHUEM.

PeannsoBaH MexaHU3M [006aBNEeHUA OTAE/bHbIX OMNUMIA  NULLEH3MPOBAHUA  UCMONHUTENbHOM
cuctembl ENLOGIC.

[JobaBneHbl TpM BapmaHTa HacTpolKku IP-agpecoB mactepoB asia petpaHcaaumm B8 MIK-104 — oanH
agpec, AnanasoH afpecos, CMUCOK afpecos.

JobaBneHa ¢yHKUMSA aBTOMATUYECKOTO MOMCKA OOHOBAEHHbIX BEPCUA UCMOJIHUTEIbHOM CUCTEMBbI
ENLOGIC ansa KOHTpoOANepoB Ha nopTase paspaboTynka.

Bce ¢yHKUMM, ucnonb3oBaBlumne paHee OLE Excel ans napcuHra m cospaHua ¢ainnos XLSX,
nepesegeHbl Ha 6MbaMoTeKy, paboTatowyto ¢ painamm Hanpamyro, NO3TOMY AAA 3TUX GYHKUMIA
b6onblle He TpebyeTcA YyCTaHOBAEHHOTO NpuaoKeHma Excel. B cBsA3M ¢ 3TUM TaKKe yaanéH mexaHusm
€034aHuA i0-$palinoB 1 3aTem CpaBHEHMA MX NO AaTe nNpu napcuHre Excel-dainos. Kaxapii pas npu
fobasneHnn/ypaneHmm kaHanos Excel-pain napcuTcs 3aHOBO — Tenepb 3TO NPOUCXOAMT BbICTPO.

B Tabnvue cnucka KoHTponnepos (KHomnka F3) gobaBneHa BOSMOXKHOCTb AS1A FPYMNNOBOro 3afaHus
obuiero agpeca ASDU.

7.0.2022.02.02

1) Bwusyanusaums:

Job6asneH HoBbIN 06bEKT PeakTop B rpynne 3neKTpuYeckue cetu.

Y obbekta TpaHcpopmaTop (HanpsxKeHusa/ToKa) NoABMAacb BO3SMOMKHOCTb MCMNOJ/b30BaHUA TOJIbKO
0AHOM 0OMOTKM.

O6beKkT MynbTu-u3obpakeHne — pacliMpeHa noageprkka rpaduyecknx GopmaTtoB M30b6parkeHui
(PNG n ap.), paHee 06beKT paboTan TonbKo ¢ popmaTom GIF.

2) Cepsep cbopa AaHHbIX:

dopmunpoBaHue CnMcKa NMOTOKOB BHYTPU cepBepa, BblBOA, CMMCKa Ha cTpaHuuy HTML, BBeaeHue
bYHKUMM CTOPOXKEBOTO TaliMepa A5 KOHTPOS 3aBMCaHMA NOTOKOB.

CKOppeKTMpOBaHO Bpema OoTcyeTa TalimayTa T2, 4Tobbl JI0rMKa COOTBETCTBOBAsIAa MEXKAYHAaPO4HOMY
CTaHZapTy (HOBas NorMKa He NPOTUBOPEYUT POCCUIMCKOMY CTaHZAPTY).

Job6aBneHa onuus NOCbIAKKM No npoTokony M3K-104 KomaHAbl Onpoca CYETYMKOB — BMeECTe C
KomaHgol obuwero onpoca INTERROGATION <100> Takke nocbinatb KomaHay onpoca COUNTER
INTERROGATION <101>.

MapameTpbl C BpEMEHHOW METKOM M3 NpoLlaoro tenepb HepyTcA Bcerga, Kpome mnapameTpoB C
MeTKOM rnybrKe Tekyulero spemeHn Ha 5000000 mmnHyT (okono 9.5 net). NapameTpbl C BpeMeHHOoM



3)

4)

5)

6)

MeTKOMN M3 Byayuiero, ecan NpUXoaAT ¢ BpemeHeM, HonbliMM BpeMeHU cepsepa Ha 1 vac, To mx
BPEeMEeHHas MeTKa 3aMeHAETCA Ha TeKyLliee BpemMs cepsepa.

o YBeanyeHo makc Yncno KoHHektos no HTTP go 50. MNpu goctukeHmnn 3HadeHma 50 u ero yaepxaHmu
6onee 5 MMH MHULUUUPYETCA PECTApPT cepBepa.

e  daiinbl nora DAServer.log Tenepb coxpaHAKOTCA Bce, He yaanatotca. [pu ctapte npeaplaywmn dain
nora nepeumeHoBbiBaeTcs B ¢ann  Buaga DAServer.log 2022-01-19_16-50-13 (paTa-Bpems
nepeMmMeHOBaHUA).

ENLOGIC IDE:

e PacwwupeH BbINaAaloWMn CNUCOK ANA CTAaHUUA, K UMEHAM CTaHLMIA B 3TOM CNUCKe A06aBneHbl MX
naeHTMdMKaTopbI.

e PAgom c anemeHTOM pefakTMpoBaHus IP-agpeca fobasneHa KHOMKa ANA 3aMyCcKa KOMaHAbl ping no
yKasaHHomy IP-agpecy.

e 13 HaCTPOEK CBA3M C KOHTPOJIEPOM yAaneHa rpynna Hactpoek RS-232 n GSM-mogema. Hactpolika
nepuoaa onpoca M NoTepu onpoca nepeHeceHbl B Ananor Hactpoiku M3K-104.

e PasoM C CUCTEMHbIM aZPECOM KOHTpoAepa BbiBedeH obwmin agpec ASDU B pexkume TosibKo A
yTeHMA — aNAa BbICTPOro KOHTPOA AAHHOMO NapameTpa.

o [lob6baBneHa GyHKUMA NPOBEPKN KOPPEKTHOCTU BBEAEHHbIX IP-agpecoB KOHTpoiepa (MpomsBoanTca
npu NOCTPOEHUN KOHOUTypaLmm). MpoBepKa NPOU3BOAUTCA TONIBKO A1 KOHTPONNEPOB C PEKUMOM
cBA3n OAMHOYHbLIA UK Pe3epBMPOBaHHbLIA. Ecan npu nocTpoeHun KoHdurypauum obHapy»KeHbl
OLNBKM, BbIBOAUTCA coobLyeHMe 06 owmnbKax, M KOHOUTYpaLUsa KOHTPOAEPA HE CTPOUTCA.

o [lpn owwnbKkax B KOHOMUIypauuM KOHTpPOAAEepa He COXPaHAeTcA Ternepb He ToAbKo bin-daiin
KoHuUrypaumm, Ho n xml-daitn gns BepxHero ypoBHA TOXKe.

e B auanor HacTpoiku cBszm no MIK-104 pobasneHa ranoyka MocbiiaTb KOMaHAY ONpPoOca CHETYMKOB.

e [106aB/fIEHO OKHO C pacLIMPEHHOM MHPOPMaLMA MO YAANEHHbIM TEraM NPU CUHXPOHU3ALUMU B OKHe
HACTPOMKN pPeTpaHCAALUNN.

e [lobasneHa yHKLMS SKCNOPTa KapTbl agpecos KoHTpoanepa B JSON B popmate ana OwenCloud.

MNoacrcTtema agMUHUCTPUPOBAHMA:

e Ecnm B KavectBe cepBepa bJl nosb3oBaTesielt yKasaHa CTaHUMA M3 MPOEKTa, TO MOAKAOYEHUue
npoucxoaut no IP-agpecy ons KNneHTa, a He gNA cepBepa.
CnpaBoOYHUKM:
e Ecnu B KauecTBe cepBepa B/l yKasaHa cTaHUMA U3 NPOEKTa, TO CHayana npobyem NoAKAHOYMUTLCA NO
€€ ocHoBHOMY IP, n ecnn He nony4vaeTca — To No pe3epBHomy IP.
Noacucrema ACKY3:

e [oapeprkaHa ¢pyHKuma MNaponb B ASCIl ana cuétumkos Mepkypuir.

7.0.2021.10.07

1)

[obasneHa GYyHKUMA KOHTPOAA MPOXOXMAEHUA KOMaHA TeseynpasieHMs Ha OCHOBE HACTPOMKM MapHOro
M3K-agpeca AMCKpeTHOro napameTpa. a4 AMCKPETHbIX CMrHanoB fobaBseHa HAacTPOMKa ANA KOHTPOAA
NPOXOXKAEHUA KOMaHAbl 3anucK. MpU3HAK KHEMPOXOXKAEHMA» KOMaHAbl ynpasneHua GopmMmnpyeTcs, ecamn B
OTBET Ha MOBTOPHYIO KOMaHAY He MPOUCXOAUT MOAYYEHUA U3MEHEHMA COCTOAHMA MO 3aJaHHOMY NapHOMy
M3K-agpecy. TpU3HaK «HEMNPOXOMKAEHMA» KOMaHAbl AOCTyneH Mpu 3anpoce COCTOAHMA 0b6bekTa
(koHTponnepa) uepes REST-3anpoc Buga http://127.0.0.1:25927/daserver/state/ID y cepsepa cbopa

OaHHbIX.

B coctaB Aauctpubytmuea BKAoYeH Moayab REST-cepBepa RESTapi32.exe, npeaHasHauyeHHbIn Aans
opraHusaunmn REST API K 6a3e aaHHbix uctopumn SCADA. B coctaB AncTpMbyTMBa BKIOUYEHA BEPCUA MOAYNA,
ncnosb3yowasa He 3awmweHHoe TCP-coeanHeHue (He TLS), n npeaHasHayeHHas aaa paboTbl B 3aKPbITOM
JIOKanbHOW ceTeBOM MHPPACTPYKTYpE.


http://127.0.0.1:25927/daserver/state/ID

7.0.2021.09.09

1) ENLOGIC IDE:
e PeannsoBaHbl MexaHM3Mbl A1A HACTPOMKM NPOM3BOSIbLHON KapTbl MIK-agpecos npu peTpaHCcAALUK
AaHHbIX OT KoHTpoAanepa ¢ MC ENLOGIC no npotokonam M3K 60870-5-101/104.
e [lobaBieH mexaHW3M 3arpy3Kkn B KOHTPOIEP NPOU3BOIbHbIX Tabaul B popmate CSV ana peweHus
Pas3/INYHbIX 33434 BHYTPU KOHTPOIIEPA HA OCHOBE Tab/IMYHbIX AAHHbIX.
2) Cepsep cbopa AaHHbIX:

e [lonHOCTbIO NepeaenaH MmexaHu3m B3auMoAeNCTBUS MEXKAY OCHOBHbIM M Pe3ePBHbIM CEPBEPOM NpU
pesepBUpPOBaHMM CEPBEPOB. Tenepb pe3epBHbIN cepBep NepMoLMYECKM MOCbINAET 3anpocbl K
OCHOBHOMY cepBepy no npotokony UDP, peanusauma caenaHa Hanpamylo Ha 6ase coketoB. MNpwu
OOCTUKEHMM MAKCUMAJIbHOTO KONMYECTBA OLWMOOK pe3epBHbI cepBep NPUHMMAET pelleHne 4To
OCHOBHOW He Ha CBA3M, M 3aMycKaeT B paboTy npoueccbl cbopa AaHHbIX.

e [obaBneHa Hactpoika (B ENLOGIC IDE) n peanvsoBaH anroputm BO3BPALLEHWS K OCHOBHOMY
KoHTponnepy (IP-agpecy) npu HacTpoWKax pe3epBUPOBaAHMA KOHTpoOA/Iepa (MNM KaHana cBA3M —
OCHOBHOro M pesepBHoro |P-agpeca). [Ona BO3BpalWeHUAs Ha OCHOBHOM IP-agpec npoucxoauTt
nepuogmyeckan NpoBepKa AOCTYNHOCTU COeAMHEHMUA C KOHTPOIZIEPOM MO 3TOMY ajpecy.

3) Noacuctema ACKY3:
e Peanu3oBaHa BO3MOXHOCTb npamoro (6e3 YCM/A) onpoca cueTunkos no npotokoay COA3C.

e [lp¥ nonyyeHUm AaHHbIX OT c4ETYMKOB No MQTT (npoTokon Mepkypuii LPWAN) nacnopTta c4éTymkoBs
Tenepb coxpaHstoTca B daknbl. Ecam ecTb cyulectsyrowmin gann, To NacnopT CYMTLIBAETCA U3 HEro,
YTO YCKOpAET npoueaypy npvemMa JAaHHbIX OT CYETYMKOB M M3baBaseT oT HeobxoaMmocTu
NOBTOPHOTrO 3anpoca nacnopTa cyeTynKa. Ecnm nacnopTa AnA cyeTYMKa HET, TO OTMNPaBAAETCA 3anpoc
Ha noay4yeHMe nacnopTa.

7.0.2021.06.07

1) MoAcucTema CUrHaAU3aUnu:

e B mogyne HacTpolikm anapmoB pobasneHa ¢yHKUMA YNPaBAATb CUCTEMHbIM MapameTpom C
BbIODOPOM CUCTEMHOTO MapameTpa KOHTpossiepa (MOKa B HEM TO/IBKO OAMH 3nemeHT - "Hanunune
HanpskeHus"). @DyHKUMA npegHasHayeHa A1 BO3MOXKHOCTM BO3AEWCTBMA Ha COCTOAHUE
BHYTPEHHUX (CUCTEMHbIX) NepemeHHble cepBepa cbopa AaHHbIX C MCMNO/b30BAaHUEM MEXAHW3MA
curHanusaumm. CocTosiHMe CUCTEMHbIX NePEeMEHHbIX MCMOb3YeTCA NPU 3anpoce COCTOAHUA 06beKTa
yepes REST-api.

e B cepBepe cbopa faHHbIX Aob6aBneH cnyxebHbin Ter "Hannumne HanpsxeHua".

e 3HauyeHMe cucTeMHoro napametpa "Hanmume HanpaxeHus" Bblgaétca B coctaBe JSON npwu 3anpoce
COCTOAIHUA KOHTpOAIepa.

2) ENLOGIC IDE:

o [lpu 3arpyske MOAHON KOHOUrypaumm B KOHTponnep Tenepb 6€3yCNOBHO AOMNONHUTENBHO
ocyllecTBnAeTcA 3arpyska xml-datna pesynbtata NOCTPOEHMA  KOHOMUIypauuu, KOTOPbIM
MUCNONb3YyeTcA Kak UcxoaHbin dann GopmMpoBaHMA aepeBa NapameTpoB KoHTponnepa. Pain byaet
ucnonb3oBaTbcs B byaywmx Bepcua MC ENLOGIC ans  dopmuposaHus WEB-uHTepdeiica
KOHTPO/1EPOB.

e PaszsimyHble 4OPabOTKM NO yny4yweHUto GyHKUMOHANBHOCTM OKOH HAcTPOlKu mogenun cepsepa MIK
61850-8-1 n knneHTa.

3) 3aBeplieHa paboTa no noaaepKke SQL-cepsepa Firebird 3 — noaaep!kaHa BO3MOXKHOCTb MPOCMOTPA AaHHbIX
Ha TPeHAax B MoAy/ie BU3yannsaumm.
4) KymynatueHoe oO6HOBAEHME MO pe3yaAbTaTam UCMPABAEHUI N 3aMeYaHMUA.

7.0.2021.04.28

1) Cepsep cbopa AaHHbIX:




2)

BBegeH HOBbIA MeXxaHW3M MNONYyYeHMA AaHHbIX No npoTtokosy M3K 60870-5-104 OT MUCTOYHWKOB,
nepegaroLLmMx NOTOK TeleMeTpumM C MHOXKecTBeHHbIMK agpecamn ASDU B ogHOM KOHHeKkTe MIK-104
(0bbluHO Mcnonb3yeTcA Npu nepepayve OaHHbIX B OAHOM COEAMHEHMM OT pPasHbiX OOBLEKTOB
aBTomatmsaumm). B cpepe Hactpolikm ENLOGIC IDE anAa noAKkntoYeHWs TaKUX UCTOYHUKOB
TenemeTpun BBeAeH HOBbIM TUN y31a Konnektop M3K-104. 3agaya KonneKkTopa — YCTaHOBUTb OAHO
coegmHeHne M3K-104 ¢ UCTOYHUKOM TeNeMETPUN, NPUHMMATb BECb NPUXOAALWMIA NOTOK AaHHbIX, U
pacKnaabiBaTb npuxoaslimMe paHHble B gpyrue (npuemHble) y3nbl ENLOGIC. [Ona HacTpoliku
NPUEeMHOro y3/1a BBeLEH HOBbIM PeXXMM CBA3K — CBA3b Yepe3 KonneKTop, B STOMy c/iy4ae NPUEMHbI
y3en ENLOGIC He nmeeT HenocpeacTBEHHO HACTPOEK CBA3W C yAaNeHHbIM 06bEKTOM, U paKTUYECKHU
ABNAETCA KOHTEMHEPOM ANA XPAaHEHMA NPUHMMAEMbIX AaHHbIX U NpeacTaBaeHns obbeKTa B Aepese
napameTpos SCADA-cuctemol Kak otaenbHoro y3na ENLOGIC. Ona pacnpegeneHma npuHMMaemMmoro
NoTOKa TenemeTpumn B cooteetcTaytowme y3abl ENLOGIC npeaycmaTpmBatoTca 4Ba MeXaHU3MA:

i. ABTOMATMYecKoe pacnpeneneHue AaHHbIX HAQ OCHOBaHWU COOTBETCTBUA BXOAALLUX afpECcoB
ASDU n cuctemHbix agpecos y3nos ENLOGIC — gaHHble ¢ BxogAawmm agpecom ASDU=12345
nonaayTt B y3en ENLOGIC c cuctemHbim agpecom 12345,

ii. Bpy4yHyto HacTpamBaemas Tabaumua COOTBETCTBUA MexAy Bxogawmmum agpecamm ASDU um
KOHeyHbImM y3namu ENLOGIC (Ha ocHOBaHUM CUCTEMHOIO HOMEpa).

B mexaHu3m peTpaHCcAauMM AaHHbIX OT cepsBepa no npotokony M3K-104 pgobasneHa ¢yHKUMA
"PeTpaHcanpoBatb noTepto cBasn'. COOTBETCTBYOWAA HACTPOMKa AobaBneHa B OKHE HACTPOMKU
peTpaHcaaumMmn gaHHbix B moaysne ENLOGIC IDE. Mpu BKAOYEHMM 3TOWN HacTpoliku cepsep SCADA npwm
nponagaHnmn CBA3KU C yaaneHHbIM 06bEKTOM napameTpbl 3Toro obbekTa byaeT BblgaBaTb B NOTOK
peTpaHCcAALMM C MPU3HAKOM Hea0CTOBEepPHOCTU. be3 BK/IOYEHUA 3TOM HAaCTPOMKKU MPU aHaNOTMYHOM
CMTyauuMn cepsep nepecTaeT BblAaBaTb B NOTOK PETPAHCAALMU TeNeMeTpPUIo No AaHHOMY 06beKTy
(kpome cny»kebHbix Teros CBA3b 1 ApP.).

Job6asnenus B HTTP-uHtepdelic cepsepa:

i. HTML-3anpoc ans BbiBoga Tabnauubl napametpoB (M3K-agpeca, HasBaHWA, 3Ha4YeHUs,
BPEMEHHble METKM) /1A 334aHHOro KOHTpoAepa B dopmaTte BM3yasbHOM CTpaHuMLbl HTML —
3anpoc Buaa http://127.0.0.1:25927/daserver/obj/ID/table. [Ona Bbi3oBa Tabaul,
napameTpoB Mo cAe/laHbl aBTOMaTUYECKME CCbINKM B 0OLWeN TabanLe CNMCKa KOHTPOINEPOB.

ii. REST-3anpoc gna BblBOAA COCTOAHMA KOHTpoanepa (Hanuuve cBA3M, BPems Noc/iesHero
noay4yeHun LaHHbIX 7 ap.) B dopmare JSON - 3anpoc BUAA
http://127.0.0.1:25927/daserver/state/ID.

iii. REST-3anpoc gns BbiBOAAa CMMUCKA NapameTpPoB A/a 3aAaHHOro KoHtponnepa (M3K-agpec,

Ha3BaHWe napameTpa, HasBaHuMe rpynnbl) B ¢opmate JSON — 3anpoc BuAa
http://127.0.0.1:25927/daserver/obj/ID/params.
iv. REST-3anpoc ana BbiBO4A CNUCKA 3HAYeHUM O/1A 3a4aHHOro KoHTponnepa (M3K-agpec,

3HayeHwue, KayecTso, BpemeHHas MeTKa) B dopmarte JSON
http://127.0.0.1:25927/daserver/obj/ID/values.

ENLOGIC IDE:

B OKHe HacTpoOMKKM peTpaHCcAsuMuM npu aobaBneHUM o06bBEeKTa B peTpaHCAAUMIO NosBMAACh
BO3MOXHOCTb Cpa3y 3a4aTb cobcTBeHHbIM agpec ASDU gnsa pobasnsemown rpynnbl U BO3MOMKHOCTb
ucnonb3oBaHua M>IK-agpecoB ucTouyHunka (y3na ENLOGIC) B KadectBe M3IK-agpecos Aans
peTpaHcaaumMn. TaKKe B 3TOM Auanore U B AWanore CBOWCTB FPYNMbl PeTPaHCAsUUM Tenepb
NPOM3BOAMTCA KOHTPOJIb YHUKA/IbHOCTM 3a4aBaeMoro cobcTeseHHoro agpeca ASDU ana rpynnbi.

B HacTpoWMKax CBA3W C KOHTPOANEPOM yaanéH pexum "OybnmpoBaHHbIN", [o06aBAEHbl PeXUMbI
Konnektop M3K-104 (onucaHue npusegeHo Bbiwe) U1 MQTT ENTT (peanusaums pexkuma MQTT
6yaeT AOCTynHa B c/ieaytolLelt Bepcum).

JobaBneHa HacTpolika 3a6n10KMpPOBaTb ONPOC KOHTPOANEpPA, KOHTPOA/epbl C 3a6/10KMPOBaHHbIM
OMPOCOM BbIAENAIOTCA CEPbIM LLBETOM.


http://127.0.0.1:25927/daserver/obj/ID/table
http://127.0.0.1:25927/daserver/state/ID
http://127.0.0.1:25927/daserver/obj/ID/params
http://127.0.0.1:25927/daserver/obj/ID/values

3) PeanusoBaHa nogaeprkka SQL-cepsepa Firebird 3. WcnonbsoBaHue 6ubnuotekn rtp_udf.dll cBepeHo K
MMHUMYMY — OHa HY)Ha TONbKO Npu Mcnonb3oBaHuu bl nctopumn ¢ nonsmu tuna BLOB, gaHHasa ¢yHKuuA
AO0CTyNHa ToAbKo Npu paboTe ¢ SQL-cepsepom Firebird 2.5. Mpu ncnonbsosaHum SQL-cepsepa Firebird 3 Tnn
B4 c nonamn BLOB He nogaep:kuBaercs, HET HEOBXOAMMOCTU MUCMOb30BaTb 6ubanotery rtp_udf.dll gns
pacwmpeHuna ¢yHkumin SQL-cepsepa Firebird. Moaaep»Ka Firebird 3 peannsoBaHa NoKa TO/IbKO B 4acTu
COXPAHEHUA [aHHbIX, BO3MOMHOCTb MPOCMOTPA [AaHHbIX Ha TpeHAax B MoAy/e Bu3yanusauuu byaet
[OCTYMNHa B CNeayoLLei BepCUM.

4) MoanduumpoBaHbl HAcTPOWKKM B, MCTOpMM B pamKax MpoBeAeHHOW pPaboTbl MO MogAep:KKke cepsepa U
pedaKTopMHra MNPOrpPamMMHOIO KoZa W MWCKAOYEHWA YCTapeBLMX Henoagep:kusaemblx ¢opmaTos b/,
ncropuu.

5) MobunbHbiii APM cuctembl ACKYD — nobasneHa Bknazaka Uctopua Ans BbIMUTKU NOObIX apXMBHbBIX AaHHbIX

no TOYKaM y4yeTa, AN BO3MOMKHOCTM 3anpoca u3 YCMO gaHHbIx nobol nepuoanyHoctu (He Tonbko 30-Tu
MUWHYTHbIE).

7.0.2021.01.25

1) Cepsep cb6opa AaHHbIX — USMEHEHUA B MeXaHU3Me PeTPaHCAALUMN AaHHbIX OT cepsepa LMIMC no npotokony

M>3K-104. Tenepb B NOTOK PETPAHCAALUN yXOAAT TO/IbKO PeasibHO Nojyvyaemble C yAaNeHHbIX 06BbEKTOB
AaHHble. DTO O3HA4YaeT TO, YTO:

o [lpn crapte cepsepa LUMMC Bce pgaHHble BHYTPU CcepBepa MNEepPBOHAYANIbHO ABAAKOTCA He
WHULUMANN3MPOBAHHBbIMUK, A0 Tex MNOoKa He OyayT YCTaHOB/AEHbl COEAMHEHMA C yAaneHHbIMU
obbeKkTamu. MoKa coeguHeHUA ¢ 06 BEKTOM HET — laHHble Mo NapameTpam 3Toro o6bekTa He byayT
Bbl4aBaTbCA B PETPAHCAALMIO, AaXKe N0 KoMaHA4e obLero onpoca (byayT TONbKO Cy»KebHble Teru).

e [lpu nponagaHUuM yaaneHHOro obbekTa CO CBA3W MapameTpbl MO 3TOMY OBBLEKTY BHYTPU cepBepa
LMNC crtaHOBATCA HE MHULMANU3MPOBAHHbLIMK, MU MepecTatoT NOCTynaTb B NMOTOK peTpaHCAAuuMu.
BHeLWHM NpUeMHUK AaHHbIX NepecTaHeT NoayyaTb 3HaYEHMA NO NapameTpamM Takoro 06beKTa aaxe
no KomaHzae obuiero onpoca.

2) CepBep cbopa AaHHbIX — BBEAEHA BO3MOXHOCTb NapamMeTpbl, Nojlyyaemble OT yAa/eHHbIX KOHTPOINEPOB,

BHYTpu cepaepa LMMC nepeBoanTb B py4HOIl pexxum:

o [lepeBecTy NapameTp B PYYHOMN PeXnUm MOXKHO M KOrga AaHHble NPUXo4AT OT yAaseHHOro o6bekKTa,
W KOrAa AaHHbIX HET (HeT cBA3K ¢ 0O bEKTOM).

o  ODyHKUMIO NepeBofa NapameTpa B PYYHON PEXMM MOXKHO MCMOIb30BaTb s Lesel TeCTMpoBaHuA
peTpaHcaAumMM AaHHbix oT cepBepa LUMNMNC, gna BpemeHHON 3ameHbl NOCTYMNAOWMX HEeAOCTOBEPHbIX
3HaYeHul u ap.

e CoCTOAHME PYYHOro peXKMma He COXpaHAeTCA, ecnm NponcxoanT nepesanyck cepsepa LUMMC.

e B peTpaHcaaumto no npotokony M3K-104 ot cepsepa LMMNC napameTpbl, nepeBeaeHHbIe B PyYHOM
PEXMM, BblAAOTCA C YCTAHOBNIEHHbIM BUTOM SB — substitute, 3ameHeHHOe 3HaYeHuMe.

o [1nA yCTAaHOBKM W CHATUS PYYHOTO pPEXKMMA NapameTpa HeobxoaMmo MCNosib30BaTb 06bEKT [epeBo
napameTpoB — AM60 cam O06bEKT Ha MHemocxeme, MO0 HOBOe aBTOMaTMYECKOEe BCM/blBatoLLEee
OKHO y 0b6bekTa Tabanua MOHUTOPUHIA (NYHKT Ne4 paHHbIX HoBOCTel). [nA ynpaBaeHuUs pyyHbimM
PEXKMMOM UCMOJIb3YETCA KOHTEKCTHOE MEHIO Y BbIDPaHHOIo napameTpa (NpaBas KHOMKa Mbiwwn). Ans
napameTpoB, NepeBeAeHHbIX B Py4YHOM PeXMM, B lepeBe 0TOOparkaeTca AONOAHUTENbHbIA CUMBOJ B
BUAE PYKMU.

3) Busyanusaums — gns obbekTa durypa npomsseseHa 3aMeHa OTPUCOBKM OCHOBHbLIX MCMO/Ab3yeMbIX TUMOB
¢éuryp Ha TexHonoruto GDI+. Bnarofapa sToMy 06bEKTbI PUCYHOTCA CrIAXKEHHBIMU IMHUAMM.

4) Busyanusaumsa — Ana obobekta Tabauua MOHUTOPUHra 06aB/eHa BO3MOMKHOCTb BblBOZA BCM/IbIBAOLLENO
DepeBa napameTpoB B OTAE/IbHOM OKHE A5 BblAENeHHON CTPOKKU Tabnumubl MOHUTOPUMHIA. OTobparkaeTca
bparmeHT oepeBO NapamMeTpoB, Ha KOTOPbIM Npou3BefeHa MPUBA3KA 3TOW CTPOKM, Hanpumep — AepeBo
napameTpoB AAaHHOIO KOHTpo1epa.



5)

6)

Busyanmsauma — ana obbekta Tabnmua MOHMTOPUHra Ana CTONOLOB, MCTOYHMKOM AaHHbIX KOTOPbIX
ABNAETCA NapaMeTp WAN €ero BPeMeHHaa MeTKa, MNOABM/IACb BO3MOXHOCTb 33a4aBaTb MNPUBA3KY K
oTobpaxkaemomy B 3TOM CTONOLLE MapamMeTpy He TOJIbKO MO CTPOKEe C Ha3BaHMEM MapameTpa, HO M MO ero
naeHtnoumkatopy B ENLOGIC IDE (npuemHomy M>3IK-agpecy). ®opmat 3agaHua: #id, npumep: #123 —
BbIBOAUTb B cTONOUE napameTp ¢ agpecom 123. OcHOBHOe Ha3HayeHue AaHHON GYHKUMM — BbiBOA, B
TabmMuy MOHUTOPUHIA 3HAYEHWUI MO KOHTPO//EpPam C TUMOBOM KOHdUrypaumnen kaptoel MIK-napameTpos,
HO NPM 3TOM CTPOKM C NOJIHbIM HAa3BaHWEM NAPAMETPa BHYTPU KAXKA0ro KOHTPO1epa MOTYT Pas3nmMyaThbes.
ENLOGIC IDE — B Tynbap aepeBa KOHTPOANEPOB A0OaBAEHBI MKOHKKU A1A NepemMeLLeEHMA 3N1eMeHTOB AepeBa
(KOHTpONINEpPbI, NMPOTOKO/bI, MOAY/M) BBEPX W BHU3 (paHee 3TU AencTBMA OblIM [OCTYMNHbI TOJILKO MO
ropaunMm Knasuwam). [MyHKT meHio Hactpoilka MIK Ha cepBepe nepesmeHoBaHa B HacTpoika
peTpaHcaauun.

ENLOGIC IDE — ans KaHanos, cbopmupoBaHHbIX U3 Tabauy B Excel, Bxoabl-BbixoAbl TeNnepb CO34a0TCA C
3afaHHbIM  Monb3oBateNbCKUM HauMMeHOBaHMEM BMeCTO npocto HaumeHoBaHuA, T.K. NPOCTO
HanmeHOBaHMA He COXPaHALOTCA B COCTaBe KOHOUIypaL MM KoHTpoanepa (Hacnegytotca us |0-daitnos).

7.0.2020.12.11

1)

Busyanusauma — pobaBneHa HoBaa rpynna ob6bektoB Tpybbl M emKocTM ans yaobHoro cosgaHua
MHEMOCXEM B NMPOEKTax aBTOMaTU3aL MM CUCTEM BOAOCHabXKeHWs, ra3ocHabXeHna u ap.

ENLOGIC IDE — B Tabnmuy KoHTpoanepos (F3) gobasneH ctonbeu Mopt gaa MIK-104.

ENLOGIC IDE — yganeHa BO3MOXKHOCTb 334aBaTb MWUAIUCEKYHAbI U CEKYHAbI ANA NEepUoamMyYeckoro onpoca
KOHTponnepa (MMHMMaNbHO BO3MOMHOE 3HadeHue 1 muHyTa). B Tabauue KowTponnepos (F3) nepuop
Tenepb oTOOpaXKaeTca B MUHYTAX.

7.0.2020.12.03

1)

2)

ENLOGIC IDE — pa3nuyHble 4opaboTKM 31eMEHTOB BU3yasibHOro MHTepdelica No/ib3oBaTeNs No 3amedyaHmam
B pe3y/ibTaTe aKCMnayaTaunu.

ENLOGIC — ana 3agaum KN M3K pgobasneH moaynb Tabnuua petpaHcaauun. Moaynb npegHasHayeH ans
dbopmuMpoBaHMUA BbIXOAHOM KapTbl M3K-agpecoB KoHTponnepa ¢ ucnoaHutenoHon cucremoit ENLOGIC,
He3aBUCUMMOW OT BHYTPeEHHel agpecaumm nepemeHHbix B ENLOGIC. Ucnonb3oBaHum Tabanupl peTpaHcaaumm
nossosseT chopmmpoBaTtb oTAenbHble KapTbl M3K-agpecoB aona nepefayn AaHHbIX NO npoTtokony M3IK
60870-5-104 HAMBUAYaNbHO ONA KaXKA0ro HanpasieHus (pasHbiM KaMeHTam). Ha yposHe ENLOGIC IDE ans
dbopmupoBaHma Tabauubl peTpaHcnsumm ucnonb3yetca ¢ann Excel. Jna noapepkm B KOHTpoanepe c
ncnonHuTenbHo cuctemoir ENLOGIC HeobxoanMMo 06HOBUTb MCMOJIHUTENBbHYKO CUCTEMY, BK/OYAIOLWYO B
cebs peannsaunio anropmtma Tabanubl peTpaHcaaLmu.

B CepBsepe cbopa AaHHbIX CKOPPEKTUPOBAHbI NpaBuaa 06paboTKM AaHHbLIX, MPUHMMAEMbIX MO NPOTOKOAY
M>3K 60870-5-104:

e Ecnun B ENLOGIC IDE TMn KoHTpoanepa 3aaaH Kak KM M3K 60870-5-104, To npn npueme gaHHbIX OT
3TOro 06beKTa NPUHUMAIOTCA TO/IbKO NakeTbl ¢ agpecom ASDU, paBHbIM 3a4aHHbIM B KOHOUIypauum
aToro y3na B ENLOGIC IDE (ocTasibHble MaKeTbl UFHOPUPYIOTCA). TaKKe afpec mMoxKeT 6biTb 3aJaH
paBHbIM 65535 — Toraa cepsep 6yaeT NPUHUMATL OT KOHTPOIepa NaKkeTbl ¢ tobbim aapecom ASDU,
He NpoBepsAs ero Ha paBeHCTBO agpecy B KoHourypaumum ENLOGIC IDE.

e Ecnm B ENLOGIC IDE T1n KoHTpoAnepa 3agaH Kak ntoboit apyroit Tun, Kpome KN M3IK 60870-5-104,
TO cepBep He nposepseT agpec ASDU B nmpuMHMMaeMbiXx MakeTax AaHHbIX, U OepeT AaHHble OT
nakeToB c tlobbim agpecom ASDU.

7.0.2020.11.11

4)

bonblie 255 KOHTPOANEPOB B paMKax O4HOM CTaHLUMW — OCHOBHaA A0paboTKa Ana AaHHOW Bepcuun. Tenepb
BO3MOXHO B rpaHuLax oaHoi ctaHumm SCADA co3pnaBaTb 6onee 255 y3nos ENLOGIC. AnAa peweHus aaHHOM
3aflauM B cucteme 6bla Npom3BeseHa TOTa/lbHaA MOAEPHU3ALMA BHYTPEHHEW apXUTEKTYPbl, CBA3AHHAA C
yBe/IMYEHMEM PA3MEPHOCTM BHYTPEHHEro nonsa gns upgeHtudukatopa ysna ENLOGIC po asyx 6ainT. 3T0



5)

6)

9)

Nno3BOJIAET B NEpCrneKkTMBe co3aaBaTb B OAHOM cTaHuuu Ao 65535 y3nos ENLOGIC (B HacToswee Bpems
BBEAEHO NPUHYyaAUTeNbHOE orpaHudyeHne Ha 10000 y3nos). [lopaboTka 3aTpoHyna Bce moayau SCADA, u
nepes BbiMYCKOM PeIM3HON BepCUMM NPOM3BOAMNOCL TECTUPOBAHWE B PeasibHbIX YCNOBUAX B TEYEHWUU
HECKONbKNX MecALEeB.

PacwupeHne nona pna wpeHtudukatopa ysna ENLOGIC po asyx 6aiiT npuseno K HeobxogumocTtu
MOAEPHM3aLMN NpOoTOKoNa obmeHa mexay Cepsepom cbopa gaHHbiXx SCADA U KAMEHTCKUM MoAynem
BM3yanu3aunn. Bemay atoro B HOBOM BepcuMM He obecneunmBaeTcsi COBMECTMMOCTb Ha YPOBHE NPOTOKOANa
obmeHa mexay cepsepom SCADA u knneHtom SCADA c npeaplayliein Bepcueir — KAWeHTbl npeablaylieit
BEPCMM HE CMOTYT NOAIY4aTb AaHHbIE OT cepBepa HOBOWM BEPCUM, KIMEHTbI HOBOM BEPCMM HE CMOTYT NOYYaTb
[AaHHble OT cepBepa npeablayLLein Bepcum.

Ona pabotbl ¢ 6onabwum KonuvectBom ys3noB ENLOGIC pobasneHa BO3MOXKHOCTb MPOWM3BOLHOIMO
rpynnmMpoBaHMUA KOHTPOJIJIEPOB B APEBOBUAHYIO CTPYKTYPY. BO3MOXKHO co3aaHMe Aepesa C NPOM3BOJIbHbIM
ypoBHem rpynn. [peBoBMAHaA CTPYKTypa, CO3A4aHHaA Mpu HacTpoWke B moayne KoHTposnepbl, ganee
ncnoab3syetca Bo Bcex moaynax SCADA.

ENLOGIC IDE — moanduKkauma pexxmma FobanbHbIA onpoc. TOT peXknMm UCNoNb3yeTcA A1 TeCTMPOBaHUA
onpoca KoHTpoanepa no npotokony M3K-104. PaHee 3ta GyHKUMA UCNONb30BaNa ycTapesLwyto 6ubnmoreky
DLL, B npouecce mogepHu3aummn bbina npomssegeHa 3ameHa GYHKUUM Ha 3amnyCcK BHELUHEeM nporpammbl
EnLogicTest — npuno)KeHWe 3anycKaeTcAa C NapameTpamu KOMAHAHOW CTPOKW, coaepikalieir nytb K xml-
danny KoHPUrypauum KOHTpOAEepa, CYMTbIBAET CMMCOK MapameTpoB U3 3Toro ¢ainna u cpasy 3anyckaer
onpoc. [MpunoxeHne EnlLogicTest npeactaBnser coboit MOLEPHUIMPOBAHHYIO BEPCUID  TECTOBOTO
npunoxeHus IEC60870Master (MIK-TecTep), BXoAUT B COCTaB ANCTPUOYTUBA, U MOKET TaK¥Ke UCMNO0J1b30BaTb
CaMOCTOATENbHO 414 TeCTUPOBAHMA onpoca No npotokoay M3K-104.

ENLOGIC IDE — B okHe Hactpoiika MIK Ha cepBepe npu aBTOMaTU4YecKOM HasHadeHun MIK-agpecos
napameTpoB Tenepb MOABUAACb BO3MOXHOCTb OTAENbHO 3afaBaTb HayanbHble M3K-agpeca panA
napameTpos c pasgeneHnem no tunam —TC, TN, TY.

ENLOGIC IDE — no6aBnieH nyHKT r1aBHoro meHio ®ann->Mposepka->IP-agpeca KOHTPONEPOB BCEX CTaHL UM
ONA Noucka cosnagarowmx IP-aapecoB Mo BCEM KOHTPO1IEpPaM BCEX CTAHLMM.

10) Ananor Bbibopa napameTpa — Ao06aB/eH BbiNagatowmii CUCOK CTaHLMMA.

11) Auanor Bbibopa napameTpa — Ao6aBNEeH NOUCK KOHTPO//1IEPOB MO Ha3BaHMIO.

12) Ananor Bbibopa NapameTpa/KOHTPOANEPA — 3HAUMTE/IbHO YCKOPEH NOMCK NapameTpa/KoHTpoanepa.

13) Busyanusaumsa — gnia obbekta [JepeBo napameTpoB Tenepb MOXHO 334aTtb (MM OTPEAAKTMPOBaTb) MMA

rpynnbl BpyyHyto (ybpaHo ceoicto ReadOnly y afiemeHTa peakTMpOBaHUA AN UMeHU rpynnbl). PaHee 310
66110 AOCTYNHO TONBKO Yepes3 Auanor Bbibopa rpynmnbl, U B HOBOM Bepcuu Nponasa BO3MOXKHOCTb Bbl6opa
Le/IMKOM CTaHLMK1, NOTOMY UTO 371emeHTa CTaHuuA B ananore Bbibopa napameTpa Tenepb 60/blue HeT.

14) Noacuctema ACKY3 — peanusoBaH onpoc cyetumkos LID92726A / L32727A ¢ mogemamm LoRaWAN

cobcTBeHHOro npounssoacTtsa (He Bera-Abconior).

15) Noacuctema ACKYD — noaaepraHbl cyeTunku PuM 384,



6.0.2020.06.29

1)
2)

3)

4)

ENLOGIC IDE — npobaBneHa pyHKLMA NOUCKA U 3aMeHbl NOACTPOK B Ha3BaHUAX (Lundpax) napameTpos.
ENLOGIC IDE — npowusBegeHa mogepHusauma okHa Hactpoitkm MIK Ha cepBepe (peTpaHcnsaummu),
A06aBneHbl HoBble CTONOLbI, CKOPPEKTUPOBAH 3KcnopT B CSV, oTpaboTKa 3amedaHuii.

ENLOGIC IDE — npousBedeHa MOAEPHU3AUMA OKHA HAaCTPOMKM KapTbl M3IK-agpecoB KOHTpoanepa,
NnosiBUAAaCb BOSMOXHOCTb 419 0TObpakeHUs/cKpbITUA CBOBOAHbIX aiPecoB.

ENLOGIC IDE — pobaBneH HOBbIW Ananor Ans TabaMYHOro OTOBparKeHMA CNMCKa KOHTPOo/NepoB (ropsyas
knasuwa F3), B Hem peannsoBaHbl GYHKUMM COPTUPOBKM KOHTPOAIEpOB No Aobomy cTonbuy, MOMCK
KOHTPOA/IEPOB, 3KCMNOPT CMMUCKa KoHTpoanepos B CSV, rpynnoBoro 3agaHuA nepuoga obuwiero onpoca u
nepmMoaa CUHXPOHMU3ALLUM BPEMEHN.

ENLOGIC IDE — B OKHe TabanyHOro oTobpa)KeHUs CrNMcKa KOHTPOANepoB AobaBAeHa BO3MOXKHOCTb A
NMPOBEPKU HANMUMA 3anucer C MNPUBASKOM K KOHTPOAJEepam B JKypHane o06bekToB B 6ase AaHHbIX
CnpaBOYHUKM, A TaKKe BO3MOXKHOCTb A06aBUTb HegocTatowme 3anncu B 6asy JaHHbIX.

ENLOGIC IDE — npu mmnopTe KOHTpoa/epa U3 nacnopTa onucaHua B daiine Excel nosasmaacb BO3MOXKHOCTb
aBTOMaTMyeckn [ob6aBnAaTb ero B 6asy gaHHbix CnpaBOYHWMKM (Ha OCHOBE WMMelOLLeroca AN KypHana
O6beKTbl WabnoHa, onncaHHoro B ini-daiine).

CnpaBoYHUKM — nosie TMNa "Mpynna napameTpos" Tenepb ONEPUPYET C 3aKOAMPOBAHHLIM MYTEM K rpynne
napametpoB (Bnga St5\Cn22\...), yTo6bl NepenMmeHOBaHWE CTAHLMMU MW KOHTPOA/JEpPA He NPUBOAWUNIO K
noTtepe NpmBA3KM.

HacTpoilika cTaHUMI — nNpu coxpaHeHUM aBTomaTuuyeckn cosgaétca ¢ain Configurator\Stations.html co
CMUCKOM BCEX CTAHLMI M CCblIKaMM BbI30Ba Beb-CTpaHWML, AMAarHOCTMKM OCHOBHOTO M pe3epBHOro cepeepa.
Moacuctema ACKYD — peanusoBaH nNpuvem [AaHHbIX W yNpaB/ieHUMe Harpyskom ana  undposbix
aneKkTpoaHeprum MepKypumii no TexHonormm LoRaWAN c ncnosb3oBaHMeM 061a4HOIO cepBMca KoOmMNaHuu
JNlaptex.

10) Noacucrema ACKYD — mogepHM3auma 1 paclumpeHune GyHKLMIA MexaHM3Ma npuema AaHHbIX U ynpaB/ieHus

HarpysKol 4/1a cCHeTYMKOB 3N1EKTPO3Heprun MepKypuii no npotokony LPWAN.

11) Moacuctema ACKYD — moaepHM3auma U paclumpeHne GyHKLUMIN MexaHM3mMa Npuema AaHHbIX U ynpasieHus

Harpyskon ana undpoBbIX CYETYMKOB INEKTPO3IHeprun no TexHosormn LoRaWAN ¢ ucnonb3oBaHueMm
0bopyaoBaHuA KomnaHuu Bera-A6contor.

12) KymynatmusHoe 06HOBNEHWE NO pe3ynbTaTaM UCNPABAEHWI, 3aMeYaHnii U BONbLIOTO YNCNA HE3HAUUTEIbHBIX

nopaboTok.

6.0.2020.03.20

1)

2)

CepBep cbopa AaHHbIX — paclIMpPeHME MeXaHU3Ma AMarHoCTUKM cbopa AaHHbIX C yAaNEHHbIX Yy3/10B U
peTpaHcaaummn no npotokony M3K-104.

Moacuctema ACKY3 — peanvsoBaH Npuem AaHHbIX U ynpaBieHWe Harpyskom Ana umdpoBbIX CHETYMKOB
3NeKTPo3Heprnmn no TexHonormm LoRaWAN c ncnosnb3oBaHnem ob6opyaoBaHusa KomnaHuu Bera-A6contor.

6.0.2020.03.03

1)

2)

4)

CepBep cbopa faHHbIX — BHEAPEH HOBbIA MEXaHWU3M AMArHOCTUKKM cbopa AaHHbIX C YAANEHHbIX Y3/10B U
peTpaHcaauMM no npotokony M3IK-104. B cepBepe cbopa gaHHbIX Tenepb ecTb MHTErpuMpoBaHHbIA HTTP-
cepBep, cpeacTBaMm KOTOPOro oTobpaxkaoTca AnarHocTmyeckue ctpanHmubl HTML.

CepBep cbopa AaHHbIX — 3HAYUTENIbHO PACLUMPEHbl BO3MOMKHOCTM aHaamn3a paboTbl npoTokona M3K-104 ans
onpoca ypaneHHbix obbekToB W peTpaHcnaumm. C HTML-CTpaHWL, AMArHOCTUKM MOMKHO BK/OYATb
nogpobHoe nornposaHue B dalinbl npotokona M3K-104 nHaMBMAYabHO MO KaxKAOMY OObEKTY onpoca, U
norvposaHue B $painbl Npouecca peTpaHcaALmK.

Mogaynb HaCTPOlKM uctopun — obasneH BbINaAOWMIA CNNUCOK CO CTAHUMAMMW. 3arpy3ka napameTtpos B u
AepeBa TErosB NPOUCXo4MT TeENepb He A8 BCeX CTaHLMIM cpasy, a TONIbKO 411 Bbl6paHHOMN.

Moayb HacTPOMKKM anapmMmoB — f06aBAEH BbINAAAIOWMI CIMCOK CO CTaHUMSAMM. 3arpysKa afapmoB U gepesa
TEroB NPOMCXOAMT TeNepb He ANA BCEX CTAHLMIM Cpa3y, a TONIbKO A/1A BblIOpaHHOM.



5) CnpaBOYHMKM — B KOHTEKCTHOE MEHH0 3anucel KypHana fob6aBneH NyHKT gaa MMmnopTa 3anucu u3 daina
Excel Ha ocHOBe paHee co3aaHHOrO WAbB/0HA. B KOHTEKCTHOE MEHH KypHana [obasneH NyHKT gns
C034aHuA WwabnoHa Ana umnopTa 3anucu 13 Excel.

6) CnpaBo4YHMKM — B OKHe MeuyaTHble popMbl NOABUAACE BO3MOMXKHOCTb MMMOPTA M 3KCNopTa WwabsoHa B dain
(&nA nepeHoca CNOXKHbIX NeYaTHbIX GOPM MeXKAY NPoeKTamm).

7) EnLogic IDE — nobaBneHa BO3MOXHOCTb MMnopTa y31a ENLOGIC (KoHTponnepa) us daiina Excel (MyHKT meHto
MpaBKa->MmnopTnpoBaTb KoHTpoanep un3 Excel): aBTomaTnueckn aobasnsertca ysen tuna KM M3IK 60870-5-
104, supTyanbHaa rpynna un moaynob Kapra M3K-104 us Excel.

8) Enlogic IDE — B okHe Hactpoitka MIK Ha cepBepe pno6aBneHa BO3MOMKHOCTb 3KCNOPTA CMMCKa
TesienapameTpoB peTpaHcasaumm B popmat Tabaumy, OUK Cucren.

9) Enlogic IDE — peann3oBaHa HOBas BO3MOXHOCTb CBOHOAHOIO KOHPUIYPUPOBaHMA AepeBa TEFOB y Moay/iei,
ana kotopbix B 10-daine B onncaHMmM moayna yctaHosneHo csoicteo AllowCustomConfig. Paspeluaetcs
cBobOAHOE penaKkTMpoBaHWe Teros M rpynn, AobasneHne M peaakTMpoBaHMe HasBaHMMK. Mpumepbl TakMx
Mmoayner MoXHo ysmaeTb B pannax iec-none-vendor.io, virtual.io u ap.

10) EnlLogic IDE, cepBep cbopa agaHHbIx — gobaBneHbl cnyebHblie Tern YposeHb GSM-curdana u Bepcua UC.
MonyyeHne MHPoOpPMaLMM NO HUM MPOUCXOANT TONBKO €C/IM UCTOYHUKOM [aHHbIX ABAAETCA KOHTpoAsep C
ncnonHuTenbHon cuctemoit ENLOGIC.

11) EnlLogic IDE, cepBep cbopa AaHHbIX — gobaBneH cnyxebHbi Ter CBA3b C KOHTPOJJIEPOM (C 3aAeprKKoi).
3HauyeHue Tera false npu paspbiBe coeanHeHns M3IK-104 ¢ yaaneHHbIM y310m GOPMUPYETCA C 3a€PHKKOM B
5 MUHYT OTHOCUTENBHO CTaHAapTHOro Tera CBA3b.

12) EnlLogic IDE, cepBep cbopa gaHHbIX — BeTKa Cny»KebHble napameTpbl Tenepb BCcerga nNpucyTCTBYeT B AepeBse
KOHTpoANepoB. PeannsoBaHa HacTpoiKa peTpaHcaaummn CnyxkebHbIX NapameTpoB NyTem nepeTackMBaHuA B
OKHO Hactpoitka M3K Ha cepBepe.

13) EnLogic IDE — npu uTeHUM onucaHus moaynei u3 dannos |0 pgobasneHa NpoBepKa Ha YHUKaNbHOCTb
naeHTMdumKkaTopa moayns. Ecnm maeHTUdMKaTop yKe 3aHAT, TO BbIBOAUTCA coobuieHue 06 owmnbKe U
moaynb He obaBAAETCA B CMUCOK AOCTYMHbIX.

14) Busyanusauma — B obbekte Tabauua MOHMTOPUHra MNosiBUIAcb BO3MOMKHOCTb OTOOpaKaTb BPeMEHHYHO
MEeTKy NapameTpa M 3aaBaTb CTONbeL, A1° COPTUPOBKM NO YMOSIYaHUIO (NpK 3arpyske Tabaunua cpasy byaer
OTCOPTUPOBaAHa Mo 3Tomy cToNbLy).

15) Busyanusauma — peannsoBaHa BO3MOXKHOCTb BblBOAA MHEMOCXEMbl Ha BCE MMEIOLLMECS MOHWUTOPLI B
NONHO3KPaAHHOM pexkMme (Ha NoNHbIN pabounit cton).

16) Busyanusauma — gobasneH HoBbi 06bekT MHAUMKaTop 033 ana oTobpakeHuA MHAMKATOPOB KOPOTKOro
3aMbIKaHUA.

17) Busyanusauma — aBTo3arpy>kaembli 06beKT CNUCOK aNapMoB M HaCTPOMKM CUTHANM3aLMU TeNepb MOXKHO
HacTpPamBaTb A4/1A Pa3HbIX CTAHUMIA MHANBUAYANbHO.

18) Nopcucrema ACKY3 — peanr3oBaH npMem AaHHbIX M yNpPaBAeHUe HAarpy3Kom A5 CHETYMKOB SNEKTPOIHEPTUM
MepKypuit no npotokony LPWAN. MpoToKkon ncnosb3yeTca npu nepegaye AaHHbIX no TexHosornm NB-loT.

19) KymynatueHoe 06HOB/IEHWE NO pe3y/ibTaTam UCNPaBAEHUI, 3aMedaHnii U 6ObLIOTO YMCIA HE3HAYUTE/IbHBIX
nopaboTok.

6.0.2019.07.25

1) B cocTtaB cTaHAAPTHOIO AMCTPUOYTMBA BKAOYEHa nogaeprkka ¢dyHkumui kKameHta MIK 61850-8-1 (MMS). B
coctaBe AMCTpubyTMBa GYHKUMA KaneHTa MIK 61850-8-1 peanunsyetcs B pamKax BMPTYasibHOMO
KoHTponnepa gns Windows, 3anyckaemMoro Kak amynatop Mau Kak cnysk6a ENLOGIC (Tun KoHTponnepa
None-target). BHUMAHME: ana ucnonb3oBaHua TpebyeTca Hainume A0NONHUTENBHON ONLMU B IMLLEH3UN.

2) B kartanore Bin\EnLogicPLC npou3BeaeHa 3aMeHa UCNOIHUTENbHbIX GalNoB ANA SMYAATOPa KOHTposepa:
moaynb EnLogicEmul.exe 3ameHeH Ha EmulatorForPLClib.exe, moaynb EnlLogicSvc.exe 3ameHeH Ha
EnLogicSvcForPLClib.exe. HoBble Bepcun amynaTopa v cyxkobl obecneumBatoT nogaepKy GyHKUMIA KIMeHTa
M>3K 61850-8-1.



3)

5)

B coctaB gucTpmbyTtmBa BKAtodeH KomnaekKT MQTT-6pokepa Mosquitto for Windows, pacnonaraetcs B
KaTanore Bin\mosquitto. Bpokep Mosquitto ncnonb3yertca AN pasanUHbIX Leael, B YacTHOCTU — AnA paboTbl
MeXaHM3Ma U3MEHEHMA aBapUIHbIX U NPeaaBapUMHbIX TPAHWUL, MAaPaMETPOB B PEKMME «paHTarim».

B moayne Busyanusaumm gns obbvekta "Tabanua MoHUTOpPUHra" gobaBfeHa BO3MOMKHOCTb A/1A KaKaoM
CTPOKW HaCTPOMKM Nepexoaa Ha MHANBUAYANbHYIO MHEMOCXeMY 06beKTa.

Ona  moaynsa BM3yanusaumMm  peann3oBaH  OMUMOHANbHbLIA  MexaHM3M aBTOMATMYECKOrO  BbIXOAa
Nno/sb30BaTeNA C NMEPEXOAOM Ha CTAapTOBYHD MHeMocxemy. BkatoueHWe n HacTpolika BpemeHu AutolLogOut
3a/laeTcA B OKHe oOWMX HACcTpoeK MoAyns Bu3yanusaumu (ropsyas Knasuwa F12, Bknagka Hactpoliku
NpoekKTa).

Ona moayna BM3yanusaumm BBeAEH HOBbIM MapaMeTp 3anycka B KOMaHAHoOM cTpoke: -SilentAlarms. Mpwu
Ha/IM4MM TaKOro napameTpa MoAy/b Bu3yanmsaumm o6pabaTtbiBaeT NOCTyNaloWyl CUrHaaAu3aumioo A
dbopMmnpoBaHMA CBETOBOFO OMOBELLEHMA Y O6BEKTOB (MopraHue M np.), HO He GOpPMUPYET 3BYKOBOE
onoseweHue. [lapameTp npegHasHavyeH A[AA MUCNOAb30BaHMA Ha APM C MHOMO MOHWUTOPHBIMU
KOHPUrypaumsamm gns 3anycka HECKOJbKMX SK3eMMNAAPOB MOAYNA BU3yaamM3aumm.

EnlLogic IDE, EnLogicMngr — pacluMpeHo NOrrMpoBaHne KOMaHZ 3anucu, gobasneHbl HOBble HACTPOMKK AN
obbekTa: "[ByXCTyneH4yaTas KOMaHAA ynpasaeHus" — 44A TMOCbIJIKM  KOMaHA —Teseynpas/eHus
nocneposatenbHocTblo SELECT-EXECUTE; "O6wmin agpec ASDU" — ana BO3MOXKHOCTM 3agaHuA agpeca ASDU
OT/MYatoLLLeroca ot cuctemHoro agpeca y3na ENLOGIC B KoHOUrypauum npoekta SCADA-cuctembl.

EnLogic IDE — oTob6parkeHue nosb3oBaTeNnbCKMX WKdpoB napameTpos B gepese "M3IK Ha cepsepe.

Ona cepsepa cbopa AaHHbIX A0OaBsieHbl HOBble MapamMeTpPbl 3amnycka B KOMaHAHOW CTPOKe AAs uenemn
oTnagku: LogParamChangedRead — BK/lO4YaeT BbIBOA, BCEX MPUXOAALLMX B CEpPBEP AaHHbIX B nor-dann B
yntabenoHom Buae; LogParamChangedCSV— BKntouaeT BbIBOA, BCEX MPUXOAALMX B CEPBEP AAHHbIX B JIOr-
¢daiin B popmate CSV.

10) CKkoppeKTUpoBaHa AnoOrMKa wucnonb3oBaHus 6utoB IV (HemoctoBepHocTb) M NT (HeaKTyanbHOCTb) B

mcnonHutenoHon cncteme ENLOGIC n cepsepe SCADA-cucTeMbl:

e KoHTponnep ¢ ucnoanutenoHom cuctemont ENLOGIC nocne 3anycKa, Ao Tex Nop NOKa peanbHO He
NONYYUT LAHHbLIX OT YCTPOMCTB HUMKHEro YpPOBHA, nepegaeT AaHHble no npotokony M3K-104 ¢
yCcTaHoBAEHHbIMM 61Ta IV 1 NT, 4TO O3HaYaeT — HeAOCTOBEPHbIE, HEAKTya ibHble JaHHbIE.

e Koraa KOHTpossiep TepseT CBA3b C UCTOYHMKOM AAHHbIX — MoAy/b € npoTokosom Modbus, M3K
60870, M3K 61850 1 T.4. — OH AO/IKEH BbICTaBMUTb BCE 3HAYEHMA NO rpynne napameTpoB AAHHOro
moayna B npusHakm IV n NT — HegocTOBepHble, HeaKTyasibHble JaHHbIE.

e OtgenbHo 6uUT IV uMcnonb3yeTca TOMbKO B CUTYyaUMWM, KOrga MCTOYHMK AaHHbIX Cam  Bblgan
HeobxoAMMoe 3HaYEeHUI yKe ¢ NpU3HAKom IV — KOHTponep ocywecTBAseT peTpaHcasumo 6uta IV
Ha BbILIECTOALLNIN YPOBEHb.

e CepBep SCADA-cuctemMbl He MCMOAb3yeT 3HAYEHUA C YCTaHOBAEHHbiMmu 6utamu IV n NT gna
dopmuposaHuma aBapuitHbIX COBbITUIA U 3anucK B 6a3y AaHHbIX UCTOPUMN.

11) B HacTpolikax ¢popmMMpoBaHMA aBapuit U coobuieHnit (anapmbl) gobaBneHa BO3MOMKHOCTb HacCTpauBaTb

anapmbl Npu nepexoze napameTpa B HegoctoBepHoe coctosiHue (IV). Anapm cpabatbiBaeT npu Haanuum
6uTta TonbKo IV (Npy Hannumm gononHuTenbHo 6uta NT anapm He dopmupyeTcs).

12) NMNoacuctema ACKY3 — ans cYeTYMKOB MmMNyAbcoB [Mynbcap, UCNONb3yeMbiX AN yYeTa 3/IEKTPOIHEepruu,

Tenepb cuyuTaetcA, 4yto lynbcap BblAaeT AaHHble — HAKOMJIEHHble MOKa3aHMA MO KaHajlam — B eAMHULAX
nsmepeHua BatT*yac, M nepen coxpaHeHMeMm 3HayeHW B 6a3y AaHHbIX NPOUCXOAUT nepeBos B KBT*y —
AeneHune nosy4eHHoro 3HaveHmna Ha 1000.

Bepcusa 5.0.2019.03.15

1)

BHeapeH MexaHW3M M3MeHeHUs aBapUIiHbIX M NPeaaBapUiHbIX FPaHWUL, NAapameTPOB B PEXKMUME «PaHTaiM» —
6e3 Heob6x0AMMOCTM nepesarpysku cepsepa cbopa AaHHbIX. [AA NOAAEP)KKM OaHHOTO ¢yHKUMOHana
ncnonbsyetca eamHana 6asa AaHHbIX NapameTpoB cucTembl, popmupyemas mogynem «KoHdurypaTop
cepBepan.



2)

KymynatusHoe ob6HOBAEHME NO pe3yanbTaTam UCMPABAEHUI, 3amMmedaHmnii U 6ONbLIONO YMCNa HE3HAUUTENbHbIX
A0pPaboToK.

Bepcus 5.0.2018.11.29

1)

8)

B Habop wucnonHaembix ¢aiinos gobaBneH HOBbIM MoAaynb Nog pabouynm HasBaHMem «KoHourypatop
cepsepa», wucnonHaemblt daiin  ServerCfg.exe. Mogaynb npegHasHadeH paa  GopmupoBaHua w
penaKkTMpoBaHUA eauHOM 6a3bl NapaMeTPoB MPOEKTA, BO3SMOMKHOCTU BBEAEHWA MPOU3BOJIbLHOIO Habopa
No/sb30BaTeNIbCKMX aTPMOYTOB MNAapaMeTPOB M MOJIb30BATE/NbCKOrO MPeACTaBNeHUA AepeBa NapameTpos
NPOEeKTa Ha OCHOBE MexaHW3ma ¢uabTpaumm no atpnbytam. Moaynb noka He ByaeT BbIBOAUTLCA B 06LLytO
naHenb 3anycka MPUIOXKEHWUN, HO ero MOXHO WMCMO/b30BaTb, €CAN 3aMyCTUTb CTAHAAPTHbIM criocobom,
nepesas B NepBOM MapaMeTpe KOMAHAHOW CTPOKM NOAHbBIN NyTb K daliny npoekTa. MepBUYHbIA GYHKLMOHAN
3TOr0 MOAYNA — BO3MOXHOCTb MCMOAb30BAHUA 3HAYEHUN NONb30BATENBCKUX aTPUOYTOB U PUABTPOB — yiKe
BO3MOXHO WCMO/b30BaTb B 0ObEKTe MOAYAA BWU3yanusaumu, npeAHasHAYeHHOM AnA oTobpaxkeHus
KYpPHanoB cobbITUIA.

PeTpaHcnaumMs gaHHbIX OT cepBepa no npoTtokony M3K 6070-5-104 — gobasneHa BO3MOMKHOCTb 3a4aHUS
AByx6airToBoro obuiero agpeca ASDU ans uHAMBUAYaAbHbIX TPYNN TETOB.

B moayne anapmoB Ans pasHbiX TUMOB aNapmoB (Ha BKIOYEHWE, Ha OTKAKOYEHME M Mp.) peasnv3oBaHa
BO3MOXHOCTb 3afaBaTb CBOW HACTPOMKM ANA Ka)KOOro Tmna. ITo NO3BOJIAET pa3Hble TUMbl ajnapmoB Mo
oAHOMY NapameTpy o6pabaTbiBaTb C Pa3HbIMM NPUOPUTETOM, UCK/HOYATb HEHYXKHbIE TUMbl U3 06PaboTKM.

B moayne npocmoTpa cobbiTnin AobaBneHa HOBasA BKAAAKA AN GUAbTPaLMKM cobbliTuit No ob6bekTam ACKY3.
B moayne Busyanusaumm pobasneHa paboTa c pesepBHoi B 3HakoB 6esonacHoctn (cekuma DBR B
Signs.xml). YTeHMe 3HAKOB W COCTOAHMI Npou3BOAUTCA M3 AOCTynHoi B[], 3anucb ocyuiecteasieTca B
OCHOBHYIO U B pe3epBHYyto B/.

B moayne Bu3yanusauuu gns anemeHTa «Bbikntoyatenb» gobasneHa BO3MOMKHOCTb Nepexona Ha 3aZaHHyto
MHEMOCXEMY MO K/IMKY Ha 0ObeKTe.

B cocTaB  AEMOHCTPaUMOHHOro  npoekta  SmartGridRES  BKAlOYEH  NpUMep  UCMONb30BaHMA
MHOTodyHKLMOHaNbLHOTO 06beKTa BU3yanmnsauumn «Tabanua MOHUTOPUHIa» (onMcaHne B HOBOCTU K BepCcUn
5.0.2018.04.20).

KymynatmsHoe o6HOB/IEHWE NO pe3y/ibTaTaM UCNPABAEHUIN U 3aMeYaHUIA.

Bepcus 5.0.2018.07.25

1)

2)

4)

5)

7)

8)

B ucnonHutenoHyto cuctemy gobasneHa noagep:kka npoTokona SNMP Kak KnveHTa — 41a NosyyYeHus
AaHHbIX oT areHToB SNMP.

B MCNONHUTENbHON CUCTEME ecn B CBOWCTBO «[BYXMO3UUMOHHbLIA TC» AMCKPETHOro Tera 3anucaHo
3HayeHme 65535, TO OH wM3Ha4yanbHO noOcC/Ae CcTapTa KOHTpoOAiepa cpasy nepenaérTca HaBepx Kak
OBYXMNO3UUMOHHbBIN TC. OyHKLMA NpegHasHavyeHa g8 cy4vaes, Korga AByxnosunumoHHble TC nocTtynatoT ot
BHELUHEero UCTOYHWKA AaHHbIX No npoTokonam M3K 60870-5 n M3K 61850.

B moayne susyanmsaumm ana obbekta "KHonka" gobasneH HoBbIM TUN aelicteua — "lMepexos K BbiIbpaHHOMY
06BbEKTY MHEMOCXEMbI".

B mopgyne Busyanusaumm B Tabauuy anapmos fobasneHa HacTpoWKa ugeTa ¢oHa 418 aslapMOB PaAsHOro
npuopuTeTa.

Ona moayna Bu3yanusaumm obasseHa HacTpoiKa Aaa paspelleHUs aBTOMATMYECKOro Pa3BOpayvMBaHUS
OKHa npw anapme.

B moayne Bu3yanusaumm B Tabamue oTobparkeHuUs )ypHana cobbiTUiA B KOHTEKCTHOE MeHI0 A06aBNEH NYHKT
nepexoaa Ha MHEMOCXeMY A1A 3a4aHHOM 30Hbl.

B mopgyne anapmos gob6assieH HOBbIM WABMOH A41a TeKCTa cooblueHuin (%gl - %g9 - rpynna) gns BbiBo4a B
TEKCT a/1TapMOB UMEH POANTE/IbCKUX TPYNN U3 AepeBa aflapMoB.

KymynatmusHoe o6HOB/IEHWE NO pe3y/ibTaTaM UCNPABAEHUI U 3aMeYaHWIA.



Bepcus 5.0.2018.06.06

1)

2)

6)

MpoTtokon MY M3K 60870-5-104 B cocTtaBe MCNONHUTENbHOM cuctembl EnlLogic — aobaBneHa HacTpoiKa
CMELLEHMA BPEMEHU Y NPUXOLALLNX BPEMEHHbIX METOK. AHaNOrMYHbIA QyHKUMOHan aobasneH n Ana ysna
EnLogic Tvna KN M3K 60870-5-104.

B mexaHu3ame BepeHusA 6a3 [aHHbIX UCTOPUMM BHEAPEHA BO3MOXKHOCTb BeAEHWA KPaTKOCPO4HbIX B/,
npefHasHaYeHHbIX AN COXPAHEHUA UCTOPUM C HebOoAbLWON ryBMHOM M ManbiMm nepuodom 3anucu. MNpu
YTEeHWW AaHHbIX B C/lyyae, ecnun KpaTKocpouHasa bl nokpbiBaeT MHTepBan 3anpoca, AaHHble BblYMTbIBAOTCA
n3 Heé, MHaye n3 0bblYHOM (gonrocpoyHoit) BA.

[na 06beKTOB BU3YaIM3aUMKN IIEKTPUYECKMX ceTer fo6aBneHa BO3MOMXKHOCTb PYYHOrO 3aZaHUA COCTOAHMA
0O6DBEKTOB, HE MPUBA3AHHbLIX K MapameTpam, a TaK¥Ke BO3MOXKHOCTb MEPEKAOYEHME Ha PYYHON pPeXUM U
06paTHO A1 06BEKTOB, MPUBA3AHHbIX K NapameTpam.

Ana anekTpuuecknx ob6bekToB LUnHa//IMHMA fobaBneHa BO3MOMKHOCTb PYYHOrO YNpPaB/JEHUS COCTOSHUEM
Mopa HanpsaxeHuem, OTKAOYEHO, 3a3eMNeHO, C BblaeNeHMeM COOTBETCTBYIOLWMM LBETOM.

MNpousBeseHa ONTUMM3AUMA COCTaBa HACTPoOeK AN1A OOBEKTOB 3NEKTPUYECKUX CETEW, 3HAYUTENbHO
COKpalLeHO Hencnoblyemoe MHAMBUAYyabHOe KOJIMYEeCTBO HacTpoeK.

KymynatmsHoe o6HOB/EHWE NO pe3y/ibTaTaM UCNPABAEHUIN U 3aMeYaHUIA.

Bepcusa 5.0.2018.04.20

1)

HoBbli1 MHOrOQYyHKUMOHAbHbLIA O0ObEKT B moayne Bulyanusaumm "Tabanua moHuTOopuHra". Mossosser
co3aaBaTb TabAnLbl Ha MHEMOCXEMAX C NPOM3BOJIbHbIM Habopom cToN6LOB. B KauecTBe MCXOAHbIX AAHHbIX
Ana  ctonbuoB BbICTynaloT 3anucu m3  moayns CrnpaBoOYHUKM, [aHHble peasibHOTO BPEMEHU U3
TUNU3NPOBAHHbBIX TPYNM NepemeHHbIX (TpexdasHble U3MepUTeNbHbIN Npubopbl, 6J10KN penerHol 3aluThbl,
peKknoysepsbl), BbluMcAfemble CcToNbUbl. WmetloTca  QYHKUMKM  COPTUMPOBKKM, GUALTPALUK, YCAOBHOMO
dbopmaTMpoBaHMUA (MOACBEYMBAHMSA) AYEEK.

[JopaboTKn B MexaHM3Me YCTaHOBKM N/1aKaTOB M 3HAKOB Ha MHEMOCXeMaXx B YacCTu yyylleHus 103abunnti u
AN aBTOMATUYECKOro 06HOB/IEHWUA COCTOAHMA MPU UCNOJIb30BAHWUM HECKO/IbKUX KJAMEHTOB WAWU Moaynei
BM3yasiM3aunmn.

Ona obbekTa BM3yanusauMm oTobparkeHua crnmncka cobblitmin pobaBieHa BO3IMOXKHOCTb GUAbTPaLMM MO
roynnam w3 AepesBa anapMoB, TaKXKe MNPOM3BEAEHbl Pas3/vyHble yaydweHua B YHKLMOHANAbHOCTU €ero
paboTbl.

B cepBep cbopa AaHHbIX A06aBAEH MEXaHU3M KOHTPOJIA 3aBMCAHUA OTAENbHbIX BHYTPEHHUX KPUTUYECKUX
npoueayp, YTO MOT/I0 B HEKOTOPbIX creunduyecknx cuTyaumax NpuBOAWUTb K 3aBMCaHUIO cepsepa. Mpu
0b6HapyKeHNN TaKoM CUTyauuu cepBep aBTOMATUYECKM NepesanyCcKaeTcs CaMoCToATeNIbHO (ec/u 3anyweH
KaK MPUI0NKEHME), UM ONEPALLMOHHOM CUCTEMO (€C/M 3anyLUEH KaK cnyxkba).

OnNTUMM3aUMA MOAYNA HACTPOWKM aNapMoOB M MOAYNA HACTPOMKM 6a3 UCTOPMM: 3HAUUTE/IbHOE YCKOPEHUE
3anycKa 4/1a MNpPOeKToB € 60/blUMM KO/IMYECTBOM TEroB; nepeaenaHa peanusaums auanora GuabTpaumm
napameTpoB, KOTOPbIM BbIBOAMTCA MPU MepeTackUBaHUKM MapameTpoB B AepeBo (bonblie HEeT [oAroro
oXnaaHua npu aobasneHnn B ciydyae 60NbLLONO YMCAA NAPAMETPOB B NPOEKTE).

B cpeny KoHourypuposaHusa EnlLogic sobaBneHa GyHKLMA IKCMOPTA CNMCKA KOHTPOIEPOB C HAaCTPOMKamMu B
Buae CSV-¢aiina n peannsoBaHO KOPPEKTHOe oTobparkeHWe 3HayeHuit DP-cMrHanoB B pasHbIX pexmnmax
onpoca KOHTPO/IEepPOB.

Bepcusa 5.0.2018.02.02

1)

2)

3)

B mogyne Bu3yanusauum pobaBneHa BO3MOMKHOCTb A5 OOBEKTOB M3 TPynnbl «D/EKTPUYECKME CEeTU»
YCTaHaBAMBaATb NaKaTbl U 3HAKM HAa MHEMOCXeMe B paboyem pexnme Moayns BU3yanmsaLuu.

B moayne Bu3yanmsauum UCNpaBaeHO MNO3ULMOHMPOBAHME MOAANbHbBIX OKOH MPU UCNOb30BaHMM Ha APM
HECKO/IbKMX MOHUTOPOB.

B moayne cbopa aaHHbix ACKYD cobbiTna no onpocy ob6bektoB no COM-nopTam 3anucbiBalOTCA, KaK U
paHblue, B OTAEAbHbIE rPynmbl.



6)

7)

8)

Onsa nopgcucrembl ACKYD pgobaBneHa nogfeprkka MHOMBWAYaNbHbIX YaCOBbIX MNOACOB A1 OOBEKTOB AAs
KOPPEKTHOM CUHXPOHW3ALMN BPEMEHM B CUTyauMMU, Koraga cepsep cbopa M 06beKTbl HAXOAATCA B Pa3HbIX
4acoBbIX NOACAX.

KoppeKTUpoBKM B anroputme reHepauumn TeneuMsMepeHuit ana amynsTopa peknoysepa PBA/TEL ans
npuaaHua «bonblue AOCTOBEPHOCTUY.

Ona obbekToB MoaynAa Bulyanusaummn "PasbeamHutenn'" u "3asemnAalowmin HOXK" NONOXKEHWe Kao4va no
YMONYAHUIO OTPUCOBBIBAETCA TENEPDL U B PEXKMME HACTPOMKN.

Mogaynb Busyanusauum — peannsoBaHO NPUHYAMUTENbHOE pPa3BOpPAYMBAHME CKPbITOrO MPUIONKEHUA MNpPU
BO3HWKHOBEHWUWN CUTHANM3aLUuKM (anapma).

KymynaTusHoe 06HOB/IeHWE MO pe3ynbTaTaM UCMPaBAEHUA U 3aMeYaHui.

Bepcus 5.0.2017.12.14

1)

MopaepHU3aLna MexaHU3Ma pernctTpaumnmn cobolTnii B YacTm coxpaHeHma bydepa cobbITUM NOKaNbHO Ha AUCK
B C/ly4yae nponajaHus cBsA3M C cepBepom 6a3 AaHHbIX M NOCAEAYIOWEro BOCCTAHOBAEHMA COOLITUA K3
6ydepa B 6asy AaHHbIX, 415 KaXKA0r0 NPUIOXKEHUA Tenepb BeAeTcs CBOW OTAEe/NbHbIN dalifioBbin bydep.

Bepcusa 5.0.2017.11.15

1)

3)

Ona moaynsa Buayanusauma paspaboTaHbl HOBble 0O6BEKTbI M3 TPyMnbl «INEKTpuyeckne cetu» (6biBlias
roynna 3dnekTpoobopypoBaHue): 3asemaalWMin HOX (3H), orpaHuumTens nepeHanpsxeHus (OMH),
pa3pagHuK, TpaHchopmaTopHasa noactaHums (TN, HeckonbKo BUAOB oTobpaxkeHus). [pousseseHa
KOMJIEKCHasA KOPPEKTUPOBKA 0O6BEKTOB M3 Tpynibl DNEKTPUYECKME CeTU (OTKa3 OT CraXKMBaHUA r4e 3TO He
TpebyeTca, yHUPMKauma Habopa CBOMCTB 06BHEKTOB, HE3HAUNUTENbHbIE KOPPEKTUPOBKM Pasmepa HEKOTOPbIX
06bEKTOB).

MogaepHusauma agpa moayns Busyanusaumm — 3HauMTeIbHOE YMEHbLUEHWE BPEMEHW Mepexosa B PeXkmm
HaCTPOWMKN U BPEMEHWN BCTAaBKM HOBbIX 06bEKTOB NPpY 60/1bLLIOM KON-Be 06BEKTOB HA MHEMOCXEME.
KymynatueHoe obHOB/IEHWE NO pe3y/ibTaTaM UCNPaBIEHUI U 3aMeYaHNiA.

Bepcusa 5.0.2017.08.01

1)
2)

3)

B SHeproaHanus nobasseH HOBbIV BUA oT4eTa - HOpmupoBaHHbIe 06beMbI pecypcos.

KoppeKTnpoBKK B HeKoTopbix dainax |0, gobasneHne daina iec-none-vendor.io — onucaHne 0606LiLeHHOro
KOHTpO/INEpa TesemexaHuku ana avenkn KPY 6/10/20 kB, npotokon obmeHa M3K 60870-5-101, 6e3
NPUBA3KN K KOHKPETHOMY MPOU3BOANUTENIO.

KymynaTueHoe 06HOB/IEHWE NO pe3ynbTaTaM UCMPaBAEHUIA U 3aMeYaHU.

Bepcus 5.0.2017.07.24

1)

UcnpasneHns B KapTe nepemeHHbix DNP3 pgns onpoca KPY Etalon — noggep)kka 3HauyeHUA WMHOEKCOB
napameTtposB DNP3 pasmepom 6onblie 1 6aiiT.

Bepcus 5.0.2017.07.05

1)

[obaBneHa nogaepskka 6s10KkoB ynpasneHua KPY Etalon (TaBpuAa DNeKTPUK), KOPPEKTUPOBKA B 4YacTu
nogaep:kkn PBA SMART35 (TaBpuaa dnekTpuK). B npoekT «Smart Grid POC» gobasneHbl TUNOBbIE NpUMepbI
TenemexaHunsauum obbekTos Ha 6a3e KPY Etalon u PBA SMART35.

Bepcusa 5.0.2017.06.26

1)

2)

CepBep cbopa gaHHbix noacuctembl ACKY3 — peannsoBaH mexaHM3M MHOrosafavyHoro cbopa AaHHbIX.
PaHee ana napannenbHoro onpoca 06bEeKTOB HeobxoAMMO 6bin0 3anycKaTb HECKObKO 3K3eMMniApoB
cepsepa cbopa AaHHbIX — MO KOJIMYECTBY Kenaemblx napannesbHbix onpocos. Ceiyac oaMH 3anyLLeHHbIN
cepBep ACKYD BbINOMHAET OAHOBPEMEHHO MHOro 3agaHuit. Ko/iMyecTBO OOHOBPEMEHHbIX 3afaHui
HacTpauaetca B onumax ACKYD moayna CnpaBoYHMKM.

[JobaBneHa noaaeprKka pacxoJomepa-cyeTumKa rasa yabTpassykosoro Turbo Flow UFG-F.



3) Mogynb BM3yanusaLmm — HOBble CBOMCTBA Y BCMJIbIBAIOLLMX MHEMOCXEM A1 BO3SMOXHOCTU OTOOparKeHUA
MHeMOCXeMbl 6€3 OKOHHbIX PaMOK M 3aro/IoBKa, U € BO3MOXHOCTbIO YKa3aHUA GUKCUPOBAHHOIO MONOMKEHMA.
dDyHKUMOHAN CcAeNaH C Lenblo co34aHuns Ha 6a3e TakMX MHEMOCXEM MaHene HaBuraumm u ctaTyca.

4) Mogaynb BM3yanM3auMn — HOBble KAOYA 3anycKa B KOMaHAHOW CTpPOKe ANA NPUHYAMTENbHOro 3anycka
MoAyANsA B NMOJHO3KPAHHOM pexxunme, 6e3 3arpysku naHener paclMpeHus, M 3anycka Ha onpeaeneHHom
MOHUTOPE NPU MHOTOMOHUTOPHOM KOHOUIYpaumm paboyero mecta nonb3oBaTens.

5) Mogynb anapmoB — HOBble WabaoHbI Ans GOPMMPOBAHMA TEKCTA afapMOB A/1A NOACTAaHOBKM Ha3BaHWA
MOAYANsA, Ha3BaHMA MPOTOKOA, Ha3BaHMA 1I0OOro BbILECTOALWEro YPOBHSA MO AepPeBy TEroB.

6) Cpeama KOHOUIypUpPOBAHUA KOHTpoAnepoB — gobasBneHa BO3MOMKHOCTb BBOAMTbL MNOJIb30BATENbCKME
HAaMMEHOBAHMA TPYNN B MOAYAAX B MPOTOKO/AX OOMeHa, YTO MO3BOJIMT NpU HEOobBXOAMMOCTU MEHATb
BM3Ya/ibHble HAMMEHOBAHMA 3/IEMEHTOB AepeBa (Mo aHaNorMK € NoJIb30BaTeIbCKUMU LWMdPaAMM TETOB).

7) Cpepa KOHOUrypuMpoBaHWA KOHTpoanepoB — B ¢annax |0 B CTpOKax ONMUCAHWA TeroB Tenepb MOXKHO
MCMNO/Ib30BaTb OMUMIO A1A YKasaHUA kenaemoro MIK-agpeca Tera B KOHPUrypauum KoHTpoanepa. Takxke
npeaycMoTpeH MeXaHW3M FpynnoBOro nepemeleHuns (CMelleHus) aapecoB TEroB y mMoay/siei B obluei
KOHUIypaumm KoHTpoanepa.

8) MNopaep:kka cbopa AaHHbIX ¢ ycTpoiictea YM-31 RTU.

9) YTtuauta umnopta AaHHbIX ACKYD 13 BHelwHUX ¢aiinioB — AobaBneHa BO3MOMXKHOCTb noayvyeHua $ainos c
AAHHbIMM HaNPSMYHO U3 3/IEKTPOHHbIX MOYTOBbIX COOOLEHWNI M3 MOYTOBOIO ALLMKA.

Bepcus 5.0.2017.04.14

1) B npoekte «Smart Grid P9C» B cocTtaBe KOHOUIypaUMM KOHTPOAIEPOB ANA YNPABAEHUA PEKNOY3epamu
PBA/TEL BKkntoueHa onuua 6ydpepusaumm curHanos TC Ha CTOPOHE KOHTPOJIIepa Mpu OTCYTCTBUM CBA3U C
BEPXHUM yPOBHEM, /1A Nocaeaytowen nepesaym 6ydpepa TC nocne BOCCTaHOBAEHMA KaHANA CBA3M.

Bepcus 5.0.2017.04.10

1) KoppeKTUpoBKM B mexaHU3me obpaboTkM anapmoB Cepsepa cbopa AaHHbIX ANA KOPPEKTHOM perncrpauum
cobbITUIA MO MapameTpam, NPUXOAALMM U3 HakonsieHHoro bydepa TC MCTOYHMKOB AAHHbIX B MPOTOKO/E
M>3K-104 (B Tom uncne ana koHTponnepos IHTEK).

2) B moayne «CnpaBOYHWKM» NOSABWUIACb BO3MOMHOCTb paccbinku e-mail n  SMS-yBegomneHuii o
£06aBNeHUN/N3MEeHEeHNM 3anuceit B KypHanax.

3) BseageHbl TOYKM pacyeTa NoTepb 39 € UCNO/Ib30BAHMEM NPOTPAMMHOIO KomnaeKkca «PTM3».,

4) [ob6aBneH HOBbI 06bEKT BU3yanusaumm «banaHc 29».

5) [Oopab6oTtaH moaynb « WEB-KabuHeT»: 0TobparkatoTcs NoKasaHMA CYETUNKOB BOAbI M Tena.

6) [opaboTaHbl popMbl OTYETOB AN SHEProcbbITOBLIX KOMNaHWUN, AobaBneH oTYET «KapTa cbopa».

7) Dopa6otaH MY M3K-104 gna onpoca PBA yepes koHsepTep M3K-101/M3K-104.

8) BBepeHa HacTpoiKa TalM-ayTa NPU Nepexoae C OCHOBHOIO KaHa/a onpoca Ha pe3epBHbIi.

9) MNopaaepKaHbl CYETUMKN 3N1eKTpoaHeprin HEBA-124 n HEBA-323.

10) UcnpaBneHbl ownbKM KoHBepTaummn b 13 MS SQL B Firebird.
11) KymynatueHoe 0H6HOB/IEHWE MO Pe3y/ibTaTaM UCMPABAEHUN U 3aMeYaHNi.

Bepcus 5.0.2017.01.27

1)

2)

3)

3HauMTenbHaa QJopaboTKa B MexaHM3Me pesepBuMpoBaHMA cepBepoB SCADA: obecrneyeH MOAHbIN
GYHKLMOHaN No B3aMMOAENCTBUIO [BYX CEPBEPOB B PEKMMAX OCHOBHOM-pE3EpBHbIN C npoueaypamu
3anycka M OCTaHOBa ONpPoOCa YyAaneHHbIX OODBLEKTOB, CUHXPOHM3ALMW aNapMOB MeXAay cepBepamu,
perucTpaummn cobbITUit 1 UCTopUM.

[na sHepreTnyecknx ob6bEKTOB B Moayne Busyanusaumsa nobasnieH eguHbll yHUOULMPOBAHHbIA MeXaHMU3M
ANHaMMUYECKOW PacKpacku no ycnosmam — 3asemneHo, Ectb HanpsaxeHue, Asapws, MpeaynpexaeHue.

Onsa nnatdopmbl EnLogic nobaBneH HOBbIM TUN y3na (KoHTpoanepa) — KM M3K 60870-5-104. 3ToT TMn y3na
NO3BO/IAET NPeACTaBNATb BHEWHME CTOPOHHME WUCTOYHUKM AaHHbIX C npoTokosom M3K 60870-5-104 Kak
oTaenbHble y3nbl Enlogic, a He Kak moaynu BBOAa-BbiBOoAa. [aHHOe npeacTaBneHue yaobHo ana
CTPYKTYpHOTO BblaeneHns ob6bekToB B SCADA, HacTpoiike n dunbtpaumm cobbitnii no obbekTam.



5)
6)

JobaBneHa nopaeprkka Koppektopa JIOTMKA CMNI761, npeaHasHayeHHOro Ana U3MepeHWs napameTpoB
NPMPOAHOro rasa U NocneayLero BbluMcaeHUA pacxoda n obbema rasa. JopaboTtaHa noacucrema ACKY —
[obasneH HOBbIA BMA 3HepropecypcoB A3, npeaycMmoTpeHbl oT4yeTHble ¢opmbl ana GopmuMpoBaHMA
OTYETOB.

PasnunyHble gopaboTkm B mogyvm SHeproAHanm3 B 4actu GopMMPOBaAHMA OTHETHOM AOKYMEHTALMMN.
KymynatusHoe o6HOBAEHME NO pe3yabTaTaM UCMPABAEHUI U 3aMEYaHUA.

Bepcusa 4.0.2016.11.22

1)

B cocTaB cucTembl BKAOYEH HOBbIM Moaynb - WEB-KabuHet, npeaoctaBnstowmii 4ocTyn K AaHHbIM yyYeTa
3/1eKTpo3Heprum yepes Web-6paysep.

B AMUC noasmnacb BO3MOXKHOCTb BBOAUTb TOYKM IMYAALMU NOTPEBNEHNA SNEKTPOSHEPTUN.

PaspabotaH moaynb WebGIS, nossonsawowmii Ha 6asze Web TMC «NextGIS» opraHuM3oBaTb oTobpakeHue
CNPaBOYHON U onepaTUBHOM MHPOPMALMKN O COCTOAHNKN 06BEKTOB Y4éTa I3 B Web-6pay3epe ¢ npmBA3KOM K
KapTe.

MoapepskaH ONpoC PasNUYHbIX BUOOB CYETYMKOB 3SNEKTPUYECKOW 3Hepruu, yctpoicts P3A u apyroro
obopynosaHus.

BBegeHa BO3MOXHOCTb BbIMUTKM U3 CYETYMKOB DI MMKOB MOLLHOCTM W SHEPTUI Ha HaYaa MecCALLEB.

B SCADA-cucteme pobasneH cnykebHoli Ter "Bpema nocneaHux AaHHbIX', B KOTOPbIA XpaHUT Bpems
nocseAHero yaAayHoro onpoca KOHTpoanepa.

B noacucteme ayTeHTMOMKauMM  MNONb30BaTesneld  BBEAEHA MPOBEPKA  CAOXHOCTM  Mapona U
NPOTOKO/IMPOBAHME BCEX MOMbITOK BXO4A NO/Ab30BaTENA B CUCTEMY.

B noacucteme anapmos BBeAeHa CUTHaIM3auma no AsyXno3nunoHHbim TC.

BHeceHbl pa3finyHble HE3HAYUTENIbHbIE USMEHEHUA N AONOJHEHWA, UCNPaBAeHbl OOHapyKeHHbIe OLNOKM.

Bepcus 4.0.2015.02.16

1)
2)

KymynatTnesHoe o6HOBNAEHME NO pe3ybTaTamM UCNPaBAEHUN.
JonosiHeHUs B CNpaBOYHOM CUCTEME M PYKOBOACTBE MNMO/b30oBaTens — pasgenbl KoHTponnepbl (onvcaHue
npotokonoB KM M3K) n dHeproaHanms.

Bepcus 4.0.2014.09.15

1)

2)

B mexaHu3m ayTeHTMdMKALMKN Nosb3oBaTenen f06aBaeHa BOSMOMXKHOCTb MCMO/b30BaHWNA NOAb30BaTeNein U3
AomeHa Active Directory.
N3meHeHMA B noacMcTeMe reHepauymn n o6paboTKM aflapMoB U COOBLLEHMIA:

e [lo6aBneHa BO3MOXHOCTb 418 FPYNMbl aHA/I0rOBbIX a/laPMOB PYYHOTO 3aZaHWs 3HAYEHUA KOHTPONA
BEPXHUX U HUMKHUX aBapUIHbIX U NpeaaBapuiHbIX rpaHuL,. PaHee mMmenacb BO3MOMKHOCTb BpaTb
AaHHble TPaHuLbl TONbKO MHAMBUAYANbHO NO Ka*KAOMY NapameTpy U3 ero CKOHOUrypmpoBaHHbIX
CBOWCTB.

e Peructpauma anapmoB U COODOLEHUI Tenepb OCYLLECTBAAETCA B OTAe/bHble rpynnbl cobbITUA B
COOTBETCTBMM C WX NpuopuTeToM. PaHee Bce anapmbl pPerucTpMpoBanncb B OAHY rpynnbl, BCe
coobLeHus - B gpyryto rpynny.

o  MogepHU3npoBaH MexaHn3m obpaboTKM anapmoB B Moay/e BM3yanM3aumm ¢ y4eToM npuopuTeTa
aflapMOB U AOMONAHUTENbHBIMU HACTPOMKaMM NEPUOANYHOCTM MOBTOPEHUA. BHUMaHUe - dyHKLMA
reHepaLMy 3BYKOBOFO OMOBELLEHWA OCTaB/ieHA TO/IbKO ANA NaHenu paclMpeHus anapmos, A
06BbEKTa KHOMKa UM CMIMCOK alapMOB Ha MHEMOCXEME 3Ta QYHKLUMA OTK/IOYEHa.

Bepcus 4.0.2014.07.04

1)
2)

3)

KymynatusHoe obHOBAEHWE NO pe3ynbTaTaM UCNPABAEHUIA.

MoaneprkaH onNpoc CYETYMKOB 3aneKkTpuyeckon sHeprin KACKAA-200MT u KACKAA-310MT (4yepes w03
M2M MUPT).

Peann3oBaHo ynpaBieHMe Harpy3Kom 1 3arpy3ka TapueHOro pacnmcaHma AnA HEKOTOPbIX TUMOB CHETYMKOB.



4)

PaspaboTaHa yTuaMTa Aaa YCTAHOBKM TPAH3UTHOIO COEAMHEHUA C YCTPOMCTBAMM, MOAKNHOYAOLWMMUCA K
KOMMYHWKaunoHHoMy cepsepy (EnTransit).

Bepcus 4.0.2013.12.04

1)
2)
3)
4)

5)

KymynatusHoe obHOBAEHWE NO pe3yabTaTaM UCNPABAEHWUNA.

HoBble popmbl OTYETHOCTM B MOAye DHEPrOAHANN3 A1 KOHTPOA NONHOTbI CObopa MHPOPMALLUN.
CoxpaHeHue cobbITnin popmmpoBaHMa oT4eToB IHeproAHam3a B 6asy cobbITUiA.

B Moayne 3JHeproAHanu3 nosBuaacb OYHKUMA ObICTPOrO Bbi30BA pPaHEe COXpaHeHHbIx ¢ainnos
npeaBapuTe/ibHO HAaCTPOEHHbIX OTYETOB.

Mogaynb «Onpoc YCMNA v cyeTynMKoB» AOMNOAHEH GYHKUMOHANAbHOCTbIO «MobuabHbin APM». ®yHKumA
CBA3aHa C BO3MOMHOCTbIO OMPOCa [AaHHbIX MO TOYKaM y4yeTa M MNOC/AeAyHLero 3Kcnoprta cobpaHHOM
nHbopmauum (Tekywme gaHHble, NPOGUIKN, apXMUBbI U3MEpPEHU, cobbiTuA) B dainbl. anee sTn dpalinbl mory
6bITb NepeHeceHbl HA CEPBEP, U AaHHble U3 HUX MMMNOPTUPOBaHbI B 6a3y ACKY3. OyHKLMA npegHasHavaeTcs
ana Tex cnayyaes, Korga y cepsepa ACKYD HeT BO3MOKHOCTM OMpawmMBaTb AaHHble CaMOCTOATE/IbHO
(oTcyTcTBME CBA3M € 06BEKTOM, BbIXxoa M3 cTpoa YCIJ v HeobxogMMOCTb NPAMOFO OMpocCa CYETYMKOB).
IKCNOPT-UMMNOPT AAHHbLIX NPOUCXOANUT HA OCHOBE MAEHTUDMKALMM NO 3aBOACKOMY HOMEpPY CYETUMKA.

Bepcusa 4.0.2013.09.01

1)
2)

KymynatneHoe o6HOBNEHME NO pe3yabTaTam UCNPaBIEHUN.

B noacucteme ACKY3 (CnpaBouHMKM, DHeproAHanus, moaynb cbopa Ans cepsepa) peanv3oBaH HOBbIM
MEXaHM3M TMNAHOB oOnpoca. Ternepb BO3MOXHO C€034aBaTb MHOIO MJIAHOB OMNPOCa C  PA3/INYHbIMU
HacTpolKamn (nepuoa uAn Bpema onpoca, Habop 3anpaliMBaemblX AaHHbIX U Mp.), MU 3aTeM Ha3HauaTb
WHAMBUAYA/IbHbIE NAaHbl ONpoca ANA 06BbEKTOB (He As KaxKaol Touku yyeTa). CTapble HAaCTPOMKK onpoca
ACKYD (CnpaBo4HMKK->ACKYI->HacTtpoitkn ACKY3) paccmaTpuBaloTcs Tenepb Kak naaH onpoca no
YMOJIYaHUIO, UCMOIb3YEMbIN AN OOBEKTOB B C/ly4Yae, eC/In AN HUX He HasHayeHbl UHAMBUAYaNbHbIE MaHbl.
B ucnonHutenbHon cucteme Enlogic peanvsoBaHa nogdepykKa ABYXNo3nUMOHHbIX TC. [ns HacCTpPOMKKU B
cpeae KoHourypmuposaHus EnlLogic IDE oanH 13 TC cumTaeTca r1aBHbIM, U ON1A HEro yKasblBaeTca ajpec
napHoro TC. B coctaB AucTpMbyTMBa BKAOYEHA UCMONHUTENbHAsA cucTema ans Windows ¢ noaaeprkkou
AaHHOro PpyHKUMOHana (amynaTop v cny:kba). Ans noayyeHua obHOBAEHHON UCMONHUTENbHOM CUCTEMbI ANA
peanbHbIX KOHTPOIEPOB HEOBXOAMMO 0BPATUTLCA B TEXNOAAEPHKKY.

MoaepHU3npoBaHbl 06bEKTbI BU3yanM3aUnmM A1a OTOBpPaKeHUs COCTOAHUA 3/IEKTPOTEXHUUYECKUX 0ObEKTOB
(Auyeiika, pasbeguHUTENb) NPU UCMONb30BAHUM B KayecTBe MCTOYHMKA CUrHana AByxnosuumoHHoro TC —
npueeaeHbl B COOTBeTCTBME € TpeboBaHUAMM PCK.

Bepcus 4.0.2013.06.30

1)
2)

KymynatmsHoe obHOB/IEHWE NO pe3yabTaTaM UCNPABAEHWUNA.

B moayne CnpaBoyHUKM AobaBneHa BO3MOXKHOCTb HacTpamBaTb «TUxuMil yac» npu onpoce. PaHee oH 6bin
6e3ycnoBHbIM € 23:45 oo 00:45.

B moayne KoHTponnepbl pobaBneHa ¢yHKUMA 3arpyskM B KOHTpoasiep peaaktupyemoint  (XML)
KOHOUIypaumm, M BO3MOXKHOCTb MOCNEeAYIOWEero MMNOPTa paHee 3arpyeHHOW KoHourypauuu. Pexunm
noAAep KMBAETCA TONIbKO 4/19 HOBbIX BEPCUIA NPorpaMmHoro obecnevenus YCNA,.

B pasgen AoKymeHTaummn gobaBnieHbl onucaTesibHble CTaTbM NPO CO34aHUE KIMEHTCKMX Paboumx MecT 1 npo
HACTPOMKY NpoekTa Ansa cbopa NoayvacoBbix Npoduaen MOLIHOCTU M 3KCMOPTa AaHHbIX B dpopmat XML
80020.

Bepcus 4.0.2013.01.02

1)

BHep,peHa cncrema 1mMueH3npoBaHMA NporpaMmmHoOro obecneyeHuns ¢ UCNONb30BaHMEM annapaTtHbIX Kntoue
3awmTbl. B coctas noaHoOro ,CI,MCTpVI6yTMBa BKJ/THOYEHDI ApaﬁBepbl KNtOYEN.

Bepcusa 4.0.2012.10.27

1)

B coctas ANCTpnBYTMBA BKAKOYEH KOMMYHUKALIMOHHbIN cepBep Ana Bxoaaimx TCP-coeguHeHNN.



3)

4)

5)

HoBsble popmbl OTYUETHOWN AOKYMEHTaLMK B Moaysie IHeproAHanus, skcnopt 8 XML 80020.

Bce moaynu (Kpome noacucTembl MpaB MNosib3oBaTesiei) nepeBedeHbl Ha WMCMONb30BaHWE 6GUGAMOTEK
noctyna AnyDAC (paHee 6bina IBX), B CBSI3M C YemM MMeeTCs BO3MOXHOCTb MCNOb30BaTh cepsep MS SQL ans
BefeHua 6a3 UCTopmmn, COBbITUIM U CNPABOYHMKOB.

PacwupeHa ¢yHKUMOHANbHOCTb moayna ACKY3-naint B yactu yaobctea paboTbl C NOy4acoBbIMU Cpe3amu,
AobasneH akcnopt 8 XML 80020.

PeanvsoBaHa BO3MOXHOCTb 334aHNA UHANBUAYANbHOMN FYyBUHbBI XpaHEHMA cOBbITUI NO Fpynnam.

Bepcua 4.0.2012.04.19

1)

AKTMBMpPOBAHa ONUMA MOMYYEeHUs TMNOKa3aHWn B pexume PLC+ (paHee nakeTbl C JaHHbimM PLC+
BbIUMTbIBAZINCb W OTOOpaXanucCb B J/IOre OMNpoca, HO pPeasibHO MOKa3aHUMA W3 3TUX MaKeToB He
MCMNO/Ib30BaNNCh K Bblaaye). B HacTpoikax 06beKTa BBeAeHa cneumnanbHaa onuua PLC+: npu ee BrAtoYeHUMU
AaHHble 6epyTca n3 naketos Tuna PLC+, aaHHble 13 naketos PLC urHopupytotca. Mpu OTKAOYEHHOM onumm
PLC+ paHHble 6epyTtca TonbKo u3 naketoB PLC, n3 PLC+ nrHopupytotcs (HO BbIBOAATCA B /JIOr onpoca Ans
nHbopmauyum).

Bepcua 4.0.2012.04.08

1)

Job6aBneHa BO3MOXHOCTb YTEHMA M 3aMUCU KOHPUIypauMM CYETYMKOB B 4YacTu OYHKUMIA ynpasBiaeHus
(TERyLwee coCTOAHUE, 3HAYEHUA IMMUTOB), U HEMOCPEACTBEHHO NOAAYa KOMAHZ, YNpaBaeHUA — BKIOYEHUA U
OTKAtOYEeHMA. B gaHHOM Bepcnmn GyHKLMM NPOTECTUPOBAHDLI NMPU UCMO/b30BAHUN CYETYMKOB CO BCTPOEHHBIM
pene Mepkypuii 233 npu npamom coeamHeHun (KaHanbl cBasu TCP, COM, GSM), 1 Ana Tex ke CYETYMKOB
npu ux onpoce vyepes KoHueHTpaTop PLC-II.

BeeseH mexaHW3M MHAMBUAYAZIbHOFO MO TOYKaM y4yeTa GOPMMPOBAHMA 3aMNpPOCOB Ha YTEHWUA AaHHbIX, B
OT/INYMeE OT paHee NpMmeHstoLLero cnocoba ynpasaeHna LESAMKOM MO 06bEKTaM.

B mogyne 3SHeproaHanus pobasneHa ¢JyHKUMS yAaneHUs [aHHbIX. YAaneHue OcCyLLecTBNAeTCA U3
TabanyHOro npeacTaBieHMA BbIDOPKKM AaHHbIX. YAaneHWe BO3MOMKHO TONbKO B C/y4ae MCMOJIb30BaHMA
XpaHunuwa aaHHbix ACKYD (B[ mctopuun) B HoBOM «nnockom» popmaTte. KoHBepTauma B[] moskeT 6biTb
OCYLLECTB/IEHA M3 MOAYNA HAaCTPOMKKN Bl Yepe3 KOHTEKCTHOE MeHI0 6a3bl AaHHbIX.

YHuomumpoBaHa popma Hactpoiikm csoncts ACKYD obbeKkTa. Tenepb HAcTpPoOMKa YETKO pasgensercs Ha
YKa3aHue TMna KOMMyHUKaTopa — npaman csAsb, wno3 M-228, YCMA SHTEK v np., u Ha yKasaHue Tuna
KaHana csasn — COM, GSM, IP un gp.

Job6aBneH HOBbIM TN KaHa/a CBA3M — KOMMYHUKaLMOHHbIN cepBep. MpumeHsaeTca Npu peanmsaumm cuctem
cbopa p[aHHbIX € Nyb6AMYHbIMM - KaHanamm  GPRS ¢ «cepoii» IP-agpecaumeir Ha 0ObeKTax.
KoMMyHUKaUMOHHBIN cepBep obecneunBaeT npuem TCP-coegMHEHN OT 0OBEKTOB M yNpaBieHWe NOTOKaMu
OaHHbIX AN gocTyna K obObeKkTam co CTOPOHbI MPUKNagHoro cepeepa cbopa AaHHbix DHTEK. Cam
KOMMYHMKaLMOHHbIN cepBep NOoKa B AUCTPUOYTUB He BKAOYEH, MOXKeT ObiTb NpesocTaB/ieH No 3anpocy.
Cpepna pa3paboTkm EnLogic — BO3MOXHOCTb MCMO/1b30BAHMA B KAYECTBE KapTbl MepPeMEHHbIX 4/1A NPOTOKON0B
Modbus n M3K 60870-5-101/104 pokymeHTa Excel. Mpumepbl BKAOUYEHblI B ANCTPUBYTUB, OTPasKeHO B
CNpaBoOYHOM cucTeme.



