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1)

Cepsep

[JobaBneH HoBbIii popmaTt coxpaHeHua B B[, ncropum — BLOB, Ho 6e3 MCNONb30BaAHMA XPaHMUMbIX
npoueayp (6ubnnotekn UDF). [aHHbi popmaT coxpaHeHMA MOXKHO MCNo/ab30BaTb Npu paboTe c
cepBepom Firebird 3, B Windows u Linux. Takxe Aana pgaHHoro <¢opmaTta peannsoBaHbl
AONONHUTENbHbIe GYHKLUWU: He coxpaHsaeTca cnucok ID napameTtpos B B[ (coxpaHAeTcs TONbKO
MAEHTUOUKATOP CMNUCKA); BO3MOMKHOCTb HE COXPaHATb MHAMBUAYaNbHblEe BPEMEHHblE METKU
napameTpoB (pekomeHayeTca ucnonb3osaTb Ana b ¢ nepnoanyeckon 3anucoto). Hosbli popmat
No3BOJIAET 3HAYMTE/IbHO YMEHbLLNTL 06beM COXPAaHAEMbIX AAHHbIX.

Mpn dopmMpoOBaHMM aNapmoB, CIN Yy NacnopTta BbicTaB/leH 6UT SB (NnogmeHeHHoe 3HauyeHue), K
TEKCTY 3HaYeHus napameTpa Aobasnaetcs okoHYaHue (SB).

2) Bwusyanusauusa

Ona obbekta Purypa pobasneH HOBbIM TUM NpuBA3KM YeTbipe GUrypbl — LOMNOJAHUTENbHAA
HaCTpoOlMKa Ansa 4eTsepToi GUrypbl, oToOpaXKaeMol B C/yvyae, KOrda NpuWBA3Ka K MapameTpy He
HalaeH. B nogobHoON cuTyauuu ana Apyrux TUNOB MPUBA3KM (o4Ha, ABe, Tpu ¢urypbl) éurypa
CKpbiBaeTca. [aHHblli GyHKUMOHaN BocTpeboBaH Ha MHeMOCXemax, GopMUpyeMbIX U3 WABAOHHbIX
CXem, Korga y npomnsBogHON MHEMOCXEMbI HE BCE MPUBA3KKU K MapameTpam noayvyaeTca onpesennTb
aBTOMATMYECKU B pexkmMme paboTbl.

Mpwn Hanuumm KpaTKkocpoyHon Bl uctopum npm MHTEpBane 3anpoca 6osble 1 Yaca aBTOMATUYECKU
NPOUCXOANT NepeKoYEHME 3aNpoca AaHHbIX Ha A0ArOCpoYHYto b,

3) Npouee
o MexaHusm ayTeHTUdUKaumm — gobasneHbl cobbiTA O BXxoAe/BbIXxo4e NOMb30BATENA MPU CMEHe
nosib3oBaTens.
e HacTtpoika anapmos — gobaBieHa BO3MOXHOCTb BblBOAUTb LUndp nanm HammeHoBaHue B aepese
napameTpos.
e HacTtpoiKa anapmos — fobasneHa ¢punbTpaums B guanore Punbrp gob6asnsembix Teros.
o ACKY3 —nopgaep»xaH onpoc YCINAa MUP MK-01.
2024.07.10
1) Bwusyanmsauma ana Linux
e PeannsoBaHbl MHOTOOKOHHbIW 1 MHOFO MOHUTOPHbIN pPeXUMbl paboTbl.
o [lopaboTaHbl NOJHO3KPAHHbIN M PA3BEPHYTbIN PeXUMbI.
e B nonHo3KpaHHOM pexume BBUAY OTCYTCTBMA 3aro/ioBKa OKHa MpyM  MacwTabupoBaHuMM
MHEMOCXeMbl BbIBOAMTCA HEGO/IbLLOE OKOLLKO C NOACKA3KOM Mo TEKYLLLEMY 3HAYEHMI0 MacLuTaba.
o [1na obbekTa 3HaYeHUe napametpa fob6aBAeH AManor s USMEHEHMA YCTaBOK.
e [lna pa3bopa BONPOCOB Ha CTOPOHe Moab3oBaTenein fo06aBAeHO NOKaNbHOE normposaHue paboTbl
NpUAOXKeHUA B Gainn.
2) [Mpouee

B coctae guctpmbytnea ana Windows nobaesneHa HoBas Bepcua REST-cepsepa (aHanorMyHo tomy,
4TO UCMO/b3YeTCA B Bepcum gna Linux).



2024.05.15

1) Cepsep cbopa AaHHbIX

e Bce N0Ka/bHble NOAKAOYEHMA MOAYNA BM3yannsaumu K cepepy cbopa AaHHbIX (3anyck cepsBepa U
BM3yanM3aunmM Ha O4HOM KOMMbIOTEPE) TEMEPb CYMUTAOTCS INLEH3NPOBAHHbIMK (HE YYMTbIBAOTCS B
noacyeTe AULEH3NIM).

2) Bwusyanusauma

e [lob6aBneH HoBbIM TMN 0b6bekTa TpaHchopmaTop — ABTOTpaHchopmaTop. PeannsoBaHbl BapmaHTbI
oTpucosKkun AtToTpaHchopmaTopa c 1, 2, 3 u 4 obMoTKamMK, B 4X HaNpaBAEHUAX OPUEHTALMUN.

o [lpy oTOBparKeEHUN MHEMOCXEMbI-MANOrA ynpaBaeHns gaa obbekToB rpynnbl KommyTaumoHHble
annapartbl go6aBneHa 3anuMcb Ha3BaHUA OOBEKTa YynpaBAeHUs B T[N06a/NbHYIO MNepPeMEHHYHo
HasBaHue o6beKTa sapa Moayna BM3yanusauMm ANA NOC/AeAyloWero MCnonb3oBaHWUA NpU
dbopMmnpoBaHMM COOBLLEHMIA U3 KHOMOK YNPaBAeHMA (3anncy 3HaUYeHWi).

e 061bekT KHOnNKa AUCKpeTHOro ynpasBaeHua — 3an1cb B 6asy cobbiTnii Tenepb NpoM3BoANTCA BCeraa.
HacTtpoitka 3anucb B B[, cobbitnit nepenmeHosaHa B CO6GCTBEHHble HACTPOMKM 3anucu B B
cobbiTMi. Tanoyka MNoarTeBepKAeHUA Ternepb BKAKOYEHA A/1A HOBbIX OOBLEKTOB WM 3aMOJIHEH TEKCT
cobbITMA NO ymon4yaHuio. PeanmsoBaHa noAcTaHoBKa WabnoHa %k B TekcTe noATBEp:KAEHUA U B
TeKcTe cobbITMA Ha 3HavyeHue r1obasibHoM nepemeHHo HasBaHue 0b6beKTa.

e [1na ob6bekTa CNUCoK cobbiTnii fobasneHa 3aknagKka MapameTpbl B HACTPOMKax 06beKTa M B NaHen
dunbTpauum — gnsa GuAbTPaLMM B AepeBe N0Ab30BaTENbCKOrO NpeAcTaBieHNs napameTpoBs. KHOMKa
®dunbTp yaaneHa ns BepxHel NnaHenu.

3) Mpoyee
e Anapmbl — B WabaoH popmMmmnpyembix coobLieHunit Aob6aBeHbl HOBblE NOACTAHOBKM:
i. %r— nepeBoj CTPOKK (414 OTCbINKM 3NEKTPOHHOMK noyTbl 1 CMC)
ii. %d — pata v Bpema (4NA WMCNOAb30BaHUA AaTbl-BpeMeHW B TeKcTe $GopmMUpyemoro
coobueHuns).

2024.01.16

1) Cepsep cbopa AaHHbIX

o CepBepHble CKpUNTbl Lua - No/sb30BaTeNIbCKME CKPUNTLI A1 06paboTKM NapameTpoB Ha CTOPOHE
cepsepa cbopa faHHbIX, pa3pabaTbiBaeMble Ha A3blKe NPOrpammupoBaHma Lua.

o [lobasneHa o¢yHKUMA TY (ynpaBneHua) ans oOBbEKTOB C TMNOM KaHafa CBA3WM Yepe3 MexaHW3m
Konnektop M3K.

2) Bwusyanusauma

o [ina o6bektoB KommyTauMOHHble annapaTtbl B HacTPOlMKM pOobaBsieHa MpuBA3Ka K ABYM
AONOJIHUTENbHbIM MapameTpaM A4S  peanusaumMmM  OUHAMUYecKoin OKpacku (HanpsaskeHue w
3azemneHo).

e B okHe Hactpoiikm npoekrta (F12) pgobaBneHa 3aknaaka OwMOKM Ans BM3yaNbHOM HACTPOMKM
OTOOparKaemoro TEKCTa B C/1lydae oWMOBOK 3HaYEHMIA NapameTPOB.

o [Ina obbekTa Tabnauua napameTpoB yaaneHa HacTpPoMKa Ansa Tekcta npu OLU43 (HepgocToBepHoe
3HayeHue). 3HayeHus Tenepb BbIBOAATCA Oenbim WpPUPTOM NpU HEJOCTOBEPHOM 3HAYEHUU
napameTpa, 1 ronybbiMm LLBETOM NPW BbICTaBJeHHOM ¢are pyyHoro pexuma (¢nar SB B npoTokone
M3K-104).

e OO6beKT 3HaueHMe nNapameTpa Ternepb BbIBOAUT 3HauyeHWe HenbiMm WpPUPTOM NpU HEefOCTOBEPHOM
3HAaYeHMM NapameTpa, 1 ronybbIM LLBETOM NPW BbICTaBAEHHOM dare py4yHoro pexunma.

e Ha TpeHaax He oTObparkanncb AaHHble M3 KpaTKocpodHoi B npoctoro ¢popmata ¢ Tabanuamm Ha
Kakabl AeHb.

o [na obbekta KHonKka <¢opmupoBaHua panopta pgobasneHa HacTpoika 3aKpbiBaTb Bce
BNJibiBaloLMe mHemocxemMbl. CBOMCTBO MO YMONYAHMIO BKOYEHO.

e PeannsoBaH MexaHW3M MepeKodYeHMA Ha pesepBHyto b, napameTpos.



3)

4)

ENLOGIC

e ENLOGIC IDE — B pexume oTnafakn gobasneHa BO3MOMKHOCTb 3aMMCM 3HAYEHWUIM ABYXNO3ULMOHHbIX
CUTHANOB (B KOHTpOANEpPax AnA 3Toro Tpebyerca o6HOBAEHME BEPCMU UCNONHUTENIbHOMN CUCTEMBI).

e (CBobogHoe (pyuHoe) dopmupoBaHMe pgepeBa TEroB W rpynn BHyTpM moayns (CBOMCTBO
AllowCustomConfig B dalinax |0) Tenepb aBTOMaTUYECKM BKAKOYEHO AN BCEX MOAY/IEN, Y KOTOPbIX
OHO B ABHOM BuAe He byaeT 3anpeweHo B ¢paine 10 (3agaHo AllowCustomConfig = false).

e B cBolictBax M3K-104 KoHTponnepa npusHak BbictaBnatb BL npu Hannumm SB pasgenéH Ha aga —
otaenbHo gna TCu gna TU.

e HoBadA peanusaums gnsa UCNOJHUTENbHOM cUcTeMbl GPYHKLIMN COXPAaHEHUA 3HAYEeHUII NapameTpoB B
3HeproHe3aBUCMMOW namaATu (Retain), CMHXPOHM3aLMA Retain-nepemeHHbIX  mexay
pe3epBUPOBaHHBIMW KOHTPOI1IEPAMM.

e [lepegaya OT MWCMNONHUTENIbHOM CUCTEMbl BO BpemeHHoW MeTKe M3IK-104 npwusHaka |V
(HepoOCTOBEPHOCTb BPEMEHU) B C/ly4ae HanuuMa B KOHPUrypauuu KOHTpPO//Iepa 3a4auyu KIMEeHTa
SNTP u otcyTtctBua csasn ¢ NTP-cepsepom MAM NONYYEHUA MPU3HAKA HEeLOCTOBEPHOCTU BpemeHu
NTP (Leap Indicator = 3 — clock not synchronized).

CnpaBoOYHUKMH

e [lobaBneHa ¢yHKUMA MHTerpaumm c cuctemoi NextGIS Web — KHonka npsamoro nepexoga Ha
HYXHbI 06beKT Ha KapTe (dopmuposaHue 1 Bbi3oB URL Hy»KHOro dopmara).

e B REST-cepBepe gobaBneHbl 3anpocbl Ana nonayyeHus Beb-cTpaHuu, Ha ocHoBe AaHHbIX u3 b/l
CnpaBOYHUKMK, U GYHKUUA CUHXPOHM3aumMKM 3anuceit b, CnpaBoyHnKK u ob6bekTos MNC.

e PaspabotaH Moay/b npeobpa3oBaHMA TPEKMHra MONOXEHMA OOBLEKTOB Ha KapTe M3 cepsepa
CMCTEMbl MOHUTOPUHIa aBTOTpaHcnopTa Buanon B TNMC NextGIS Web.

2023.08.08

1)

4)

5)

CepBep cbopa AaHHbIX — HOBasA peasM3auusa B BMAE KOHCO/IbHOTO MPWIOMKEHUA Tenepb MNOJHOCTbIO
3aMeHuNa cTapyto peanusaumio B euge GUI-npunoxkeHua. Ona onepaumoHHoin cuctembl Windows cbopka
cepsepa nponssoanTtcs Komnunatopom GCC sepcumn 13 ana 32-6UTHOM apxMTeKTypbl, ans Linux — Bepcnamm
KomnunatTopoB GCC cOOTBETCTBYOLWMMMN KarKAoOMYy ANCTpMOYTMBY Linux gnsa 64-6UTHOM apXMUTEKTYpPBI.

B HoBOM cepBepe cbopa AaHHbIX NpeKpalLeHa noaaep KKa y3na ycrapesiiero tuna WKLOGIC. Ecaum Takol
y3€e/1 UCMONb3YyeTCca B NPOEKTE, TO NPU Nepexose Ha HOBYHO BEPCUIO €ro Hy»XHO npeobpasosatb B TMN None-
target, HacTpouTb nepesayy NapameTpoB MO W3MEHEHMUIO, U 3arpy3uTb B BUPTYasbHbI KOHTPOAED,
3anyLLEHHbIN KaK OTAEeNbHbIN npovecc (rak NpuUAOXKeHne unu cnyxba, dann
Bin\EnLogicSoftPLC\EnLogicSoftPLC.exe). [lanee nepepaya AaHHbIX C 3TOr0 BUPTYaNbHOrO KOHTpPO/NEpa
6yaet nponcxoantb B SCADA cTaHgapTHbIM 06pasom no npotokony M3K 60870-5-104.

CepBep SCADA pgna Linux n HoBaa Bepcua cepsepa gna Windows no3BosAKOT yKasblBaTb B COCTaBe
CepBEpPHOM NMLEH3NMU HEOBXOANMMOE KOJIMYECTBO KNIMEHTCKUX KOHKYPEHTHbIX nueH3suin ans APM SCADA. B
CBA3W C 3TOM AopaboTKOM Tenepb Npu NpuobpeTeHUU auueHsnin Ha APM He TpebyeTca npuobpeTeHue
annapaTHbIX Kato4yeln 3awmtbl aaa camux APM. MNpu 3ToM COXpaHeHa COBMECTMMOCTb C CYLLECTBYHOLLUMMU
nueHsnammn ana APM — ecnm y APMa ecTb CBOWM MHAMBUAYANbHbIA KoY 3aWmTbl, TO cepBep SCADA 6yaet
0TAaBaTb AaHHble TakoMy APMy BHe 3aBUCMMOCTM OT Ko/IMYecTBa nLeH3uin ana APM Ha aTom cepsepe.
NcnonHutenbHaa cuctema ENLOGIC:

e HoBaA peanusauma BUPTYaNbHOIo KOHTPOEpa B BUAE KOHCONbHOIO NpUIoXKeHusa. PacnonaraeTca 8
KaTtanore Bin\EnLogicSoftPLC (8 Windows). Tenepb UCNOAb3yeT eANHYI0 NOJUTUKY NNLEH3UPOBAHUSA
coBmecTHO ¢ cepsepom SCADA B 4acTu KOJI-Ba KaHaNoB BBOAA-BbIBOAA.

e [lobaBneHa dpyHKLUMOHaNbLHOCTL KaneHTa OPC UA.

e [lob6aBneH HOBbIM BUA Tabaumubl peTpaHcaaumm M3K ¢ BO3MOXKHOCTbIO 3aaHUA UHAMBUAYA/IbHOMO
3Ha4YeHUA anepTypbl ANA KAXA0ro napamerpa.

Busyanusauua:
e [lo6aBnieH HOBbI BM3YasibHbI 0OBEKT 3aABUKKA C yNpaBaeHUeM.



e Pas3inyHble A0PabOTKM MmexaHM3Ma LWabBAOHHbIX MHEMOCXEM MO BbIABAEHHbIM 3aMe4yaHUsaAM U
npeaoKeHUAM.

e KHomMKka ¢opmmpoBaHMA OTYeTa nepeBedeHa Ha TEXHO/OTUI0 3anycka MOAyNs OTYETOB vepes
KOMaHZAHYIO CTPOKY (paHee ucnonb3oBanacb TexHosorma COM) — Tenepb 3Ta ¢pyHKUMA ycnewHo
pabortaert B Linux.

6) Noacuctema ACKY2:

e [lobaBsieHa BO3MOMKHOCTb 3a/laHMA Pa3IMYHbIX UcnoaHuTenen 3agaHuii ACKY3 (cbopuiukos), B Buae
BHELLUHUX UcnonHAaemMblx ¢ainos, B 3aBMcMmocty oT Tuna YCIMA namn Tuna cyeTymKa.

o [logaepkaHo YCINA SM160.

7) Nopacuctema ayTeHTUOMKaLMM — nogaepKaHo ncrnosb3oaHune LDAP.

8) HoBbili AeMoHCTpaUMOHHbIV NpoekT SCADADemo. CTapbll NPOEKT A40BO/IbHO CU/IbHO MOPabHO ycTapen, us
HEro MCKAYMAM CTapble HeaKTyasibHble MHEMOCXeMbl, 400aBWMAM MHOFO HOBbIX M3 APYrMX TECTOBbLIX,
OEMOHCTPALMOHHDBIX, U AaXKE HEKOTOPbIX PeasibHbIX NMPOEKTOB.

2022.12.12

1) MpowussBeaeH nepesos Bcex moaynenn SCADA-cucTeMbl Ha CTPYKTYPY aZipecauuun napameTpos c 2 6alitamu
ONA agpeca KOHTpossiepa. BHMMaHuMe: 3To 03HayaeT, YTO NPOEKTLI, CO34aBaemble B HOBOM Bepcuu, He 6yayT
NONHOCTbID COBMECTMMbI C npeabiaywmmm Bepcuamn SCADA-cuctembl. ObpaTHas COBMECTMMOCTb —
MCNONb30BaHME NPOEKTOB OT NPeablAyLLMX BEPCUIA B HOBOIM BEPCUN — COXPAHAETCA.

2) Bce moaynm SCADA-cuctemsl, paboTatowme ¢ 6a3amm AaHHbIX, TeNepb KOPPEKTHO 0b6pabaTtbiBaloT NyTH K
6a3am, 3anncaHHble B dopmaTe NyTen A4aa onepauMoHHON cuctembl Linux.

3) Bwusyanusauus:

e [lobaBneHa HoBasA ¢yHKUMOHanbHOCTL LLUabnoHHble mHemocxembl. Ha ocHoBe wWabaoHHOM
MHEMOCXEMbI CO34,aeTCA NPOU3BOJIBHOE YNCO YHACEA0BAHHbIX MHEMOCXEM, COAEPKALLMX MNOJHbIN
OM3aiH  WabnoHHOW MHemocxembl. [na  wabnoHHOW MHEeMOCXeMbl HacTpauBaeTcs CBOM
COBCTBEHHbIN  BUPTYasibHbI  CMIMCOK MNEPEMEHHbIX, K KOTOPbIM NPMBA3LIBAOTCA OODBEKTHI
BM3yanm3aumm WabNoHHOW MHeMocXemMbl. B yHacnegoBaHHbIX MHEMOCXeMax MNPOUCXOAUT
HACTPOMKa accoumaumii BUPTYasbHbIX MEPEMEHHbIX Ha peasibHble napameTpbl npoekta SCADA.
JaHHaa ¢yHKUMA npegHasHayeHa B MepBYyH oyepenb ANA peannsaumm pasHOO6pasHbIX TUMOBbIX
BCM/1bIBAIOLIMX OKOH YNpaB/ieHNA KOMMYTaUMOHHbIMM annapaTamu, CUCTEMAaMM aBTOMATUKMU, OKOH
OVNArHOCTUKKU U T.N.

e [lobaBneHa HoBas ¢yHKUMOHanbHOCTb MHemocxema HaBuraumu. MHemocxema, BblbpaHHan B
KayecTBe HaBUTaLUMOHHOM, aBTOMATUYECKM CO34aEeTCA KaK BCTPOEHHAA NaHe b Ha KaXKao0M OCHOBHOM
MHemocxeme (He BcnabiBalowmx). JaHHas ¢yHKUMA npefHasHayeHa B MepByl0 o4vepedb AN
peanusaunmn rnobanbHbIX MEHK HaBUrauMm W MHAMKaAUMK. BblbOp MHEMOCXeMbl HaBUrauuu
OCYLLLECTB/IIETCSA B OKHE HACTPOEK NapameTpoB NpoekKTa (ropadyasn Knasuwa F12).

e HacTpoiika Bbibopa CTapTOBO MHEMOCXeMbl NepeHeceHa B OKHO HACTPOEK NapamMeTpoB MPOEKTa
(ropsyas knasuwa F12), U3 cBoOMCTB MHEMOCXeM onuma CTapToBas yaaneHa.

e BbI30B BCN/bIBAIOWMX MHEMOCXEM MepeBefleH B PEXUM MOJaNbHOrO OKHa (33 WUCKAYEeHUEMm
BCM/1bIBAIOLLMX MHEMOCXEM C BK/AOYEHHOM OnuMel 3anpeTta 3aKkpbIiTvA).

4) CepBsep cbopa AaHHbIX:

e BcrpoeHHbit HTML/REST APl nepeBedeH Ha ucnonb3osaHue 6mbanotekn CivetWeb, 3asncumoctb
oT 6ubnmnotekun Indy nonHocTbio ybpaHa.

e CpenaHa nocnegosartesibHaa nocblika Gl no pasHbim ASDU pgna Konnektopa. PaHee nocbinanacb
ofiHa KomaHaa Gl no wunpokoBelwaTensHoMy agpecy 65535 (ceiuac ToxKe nocbinaerca).

5) ENLOGIC IDE:

o /3meHeHbl 3Ha4YeHUA no YMO4YaHNIO AnAa BCeX BHOBb LI,O6aBJ'IFIEMbIX TEeros 4nAa nonew aBapVIVIHbIX n
ﬂpeAaBapMﬁHbIX YCTaBOK —Tenepb npn Co3gaHnNM OHN OCTAaOTCA NYCTbIMW.



Mpn yTeHUn KoHPUrypauumn, ecian Bce BepxXHMe TpaHuuUbl PaBHbl, Aenaem rpaHuubl BAY u BMY
NycTbiMn. ECn BCe HUMKHME TpaHULLbl paBHbl, genaem rpaHuubl HAY n HIY nyctoimu. CaenaHo ana
aBTOMATMYECKOrO WCKAIOYEHUA CUTyalMKM, Korga ObliM  COXpaHeHbl BCE TPaHULbl C OAHUM
3Ha4yeHuem.

PeannsoBaH MexaHU3M [006aBNEHUA OTAENbHbIX OMNUMIA  NULEH3UPOBAHUA  UCMONHUTENbHOM
cmuctembl ENLOGIC.

[obaBneHbl TpM BapmaHTa HacTporkn IP-agpecoB macTepoB ana petpaHcaaumm B MIK-104 — oamH
agpec, AnanasoH agpecos, CMUCOK agpecos.

[JobaBneHa ¢yHKUMA aBTOMATUYECKOTO NMOMCKA OOHOBAEHHbIX BEPCUA UCMOJIHUTENbHOM CUCTEMDbI
ENLOGIC ans KOHTpOANNepoB Ha nopTasie paspaboTymka.

Bce ¢yHKUMM, ucnonb3oBaBlumne paHee OLE Excel ans napcuHra m cospaHua ¢ainnos XLSX,
nepeseseHbl Ha 6ubanoTeKy, paboTatowyto ¢ painamm HanpaMyro, NO3TOMY AAA 3TUX GYHKUMIA
6o/blue He TpebyeTca yCTaHOBAEHHOTO NpUnoXKeHns Excel. B cBA3KM € 3TUM TaKXKe yaanéH mexaHusm
co34aHuA io-dainnos 1 3aTem CpaBHEHMA MX MO gaTe nNpu napcunre Excel-dpainos. Kaxabiii pas npu
nobasneHnn/ypaneHmm kaHanos Excel-dain napcuTcs 3aHOBO — Tenepb 3TO NPOUCXOAMT BbICTPO.

B Tabnvue cnncka KoHTponnepos (KHomka F3) gobaBneHa BOSMOXKHOCTb A/1A FPYMNNOBOro 3afaHus
obuiero agpeca ASDU.



2022.02.02

1) Bwusyanusaums:

[obaBneH HOBbIN 06bEKT PeaKTop B rpynne dneKTpuyeckue cetu.

Y obbekta TpaHcpopmaTop (HanpsxKeHusA/ToKa) NoABMAaCb BO3MOMKHOCTb MCMO/b30BaHUA TOJIbKO
0 HOM 0OMOTKMN.

O6bekT MynbTn-n3obpaxkeHne — paclwmpeHa noaaeprkka rpaduyecknx GopmatoB n3obparkeHUi
(PNG n ap.), paHee 06beKT paboTan TonbKo ¢ popmaTom GIF.

2) Cepsep cbopa AaHHbIX:

dopmmMpoBaHME CMMCKa NOTOKOB BHYTPW CepBepa, BbIBOA CMMCKa Ha cTtpaHuuy HTML, BBeaeHue
bYHKUMM CTOPOXKEBOrO TalMepa AN KOHTPOS 3aBMCAaHMA NOTOKOB.

CKOppeKTMpOoBaHO BpemMa OoTcyeTa TalimayTa T2, 4Tobbl I0rMKa COOTBETCTBOBAIA MEXKAYHAapPOAHOMY
CTaHZapTy (HOBasA NOrMKa He NPOTUBOPEUYUT POCCUICKOMY CTaHAAPTY).

JobaBneHa onuus NocbiAKKM no npoTokony M3K-104 KomaHAbl OMpoca CYETYMKOB — BMECTE C
KomaHaol obuwero onpoca INTERROGATION <100> Take nocbinate KomaHay onpoca COUNTER
INTERROGATION <101>.

MapameTpbl C BPEMEHHON METKOM M3 MPOLLIOro Tenepb HepyTca Bceraa, KpoOmMe napameTpoB C
MEeTKOM rnybrKe TeKkywero BpemeHn Ha 5000000 mnHyT (okono 9.5 net). NMapameTpbl C BpeMeHHOoM
MeTKOMN M3 Byayliero, ecan NpUXoaaT ¢ BpemeHeM, 60/blIMM BpeMeHU cepsepa Ha 1 vac, To ux
BpeMeHHaa MeTKa 3aMeHAETCA Ha TEKYLLEee Bpems cepeepa.

YBennyeHo makc ymcao KoHHekTos no HTTP go 50. Mpu goctuxkeHum 3HavyeHuna 50 u ero yaepKaHum
6onee 5 MMH MHULMUPYETCA PECTApPT cepBepa.

®aiinbl nora DAServer.log Tenepb coxpaHaloTca Bce, He yaanstoTtca. MNpu ctapTe npeabliaywmii damn
nora nepemmeHoBbiBaeTtca B daikin  Buaa DAServer.log 2022-01-19 16-50-13 (maTa-Bpems
nepeumMeHOBaHUS).

3) ENLOGIC IDE:

PacwupeH BbINagaloWmMin CNUCOK ANA CTAaHUWUIM, K UMEHAM CTaHLUMIA B 3TOM cnuncke aobasneHbl Mx
naeHTndmKaTopbI.

Pagom c anemeHTOM pefakTMpoBaHus IP-agpeca nobaBneHa KHOMKa ANA 3aMyCcKa KOMaHAbl ping no
yKasaHHomy IP-aapecy.

M3 HacTpoeK cBA3M C KOHTPO/IIEPOM yaaneHa rpynna Hactpoek RS-232 n GSM-mogema. Hactpolika
nepuoga onpoca 1 NoTepu onpoca nepeHeceHbl B ANanor HacTponkn M3K-104.

Pafom ¢ cMCTEMHbIM agpecom KOHTpOJiepa BbiBegeH obwmin agpec ASDU B pexkume To/bKO A
yTeHMA — aNa BbICTPOro KOHTPOA AAHHOrO NapameTpa.

JobasneHa GyHKUMA NPOBEPKN KOPPEKTHOCTU BBEAEHHbIX IP-afpecoB KOHTpoAnepa (NponssoguTca
npu NOCTPOEHUU KOHOUrypaLumm). MpoBepKa NPOU3BOAUTCA TONIBKO A1 KOHTPONEPOB C PEKUMOM
cBA3M OAMHOYHbLIA uan Pe3epBMpoBaHHbIA. Ecam npu noctpoeHun KoHdurypauum obHapyKeHbl
OLWMOKM, BbIBOAUTCA COObLLLEHME 06 OWIMOKAX, N KOHOUTYPALUS KOHTPOIIEPA HE CTPOUTCS.

Mpn owmnbkax B KOHOUIypauuM KOHTpPOA/JEepa He COXpPaHseTcA Tenepb He TosbKo bin-daiin
KOHOUrypauum, Ho n xml-bain ana BepxHero ypoBHA TOXKe.

B ananor HacTpolikm cesasu no MIK-104 nobasneHa ranoyka MNocbinatb KOMaHAy ONpoca CYETYMKOB.
[Job6aBneHo OKHO C paclmMpeHHon MHGopmauma No YAANEHHBIM Teram NPy CUHXPOHM3ALUKN B OKHe
HACTPOMKM peTpaHCaALMM.

Job6asneHa ¢yHKLUMA SKCNOPTA KapTbl agpecoB KoHTponnepa B JSON B popmate gns OwenCloud.

4) Noacucrema agMUHNCTPUPOBAHMUA:

Ecnv B KavectBe cepsepa B[ nosnb3oBaTenelt yKasaHa CTaHUMA M3 MPOEKTa, TO MOAK/IYeHue
npoucxoaut no IP-aapecy ana KNMeHTa, a He 4NA cepsepa.

5) CnpaBoYHMKU:

Ecnn B KayecTBe cepBepa B/l yKasaHa CTaHUMA M3 NPOEKTa, TO CHa4Yana npobyem NoAKAHYMTLCA NO
eé ocHoBHOMY IP, n ecnn He nony4vaeTca — 7o No pesepsHomy IP.



6)

Moacncrtema ACKY3:

o Topaaep:KaHa ¢yHKLMA Maponb B ASCIl gns cuétunkos MepKypuid.

2021.10.07

1) [Hob6aBneHa GYHKLUMA KOHTPOAA MPOXOMKAEHUA KOMaHA, TefneynpaB/iieHNa Ha OCHOBE HACTPOMKM MapHOro

M3K-agpeca AMCKpeTHOro napametpa. 1A AMCKPETHbIX CMrHanoB AobaBjeHa HAacTPOMKa AN KOHTPOAA
NPOXOXKAEHUA KOMaHAbl 3anucK. MpU3HaAK KHEMPOXOXKAEHMA» KOMaHAbl YNpaBaeHua GopmMUPYeTCs, ecan B
OTBET Ha MOBTOPHYIO KOMaHAY He MPOMCXOAUT NOMYYEHUA U3MEHEHUA COCTOAHMA NO 3a4aHHOMY NapHOMYy
M3K-agpecy. TpU3HAK «HEMNPOXOMKAEHMA» KOMaHAbl AOCTyNeH Mpu 3anpoce COCTOAHMA 0b6bekTa
(koHTponnepa) vepes REST-3anpoc Buaa http://127.0.0.1:25927/daserver/state/ID y cepsepa cbopa

OaHHbIX.

2) B coctaB Aauctpubytuea BKAoYeH Mmoaynb REST-cepBepa RESTapi32.exe, npeaHasHauYeHHbIn Aans
opraHusaumnn REST API K 6a3e aaHHbix uctopun SCADA. B coctaB AncTpmbyTMBa BKIOYEHA BEPCUA MOAYNA,
ucnonb3yowan He 3awuuieHHoe TCP-coeauHeHue (He TLS), n npeaHasHavyeHHas ANs PaboTbl B 3aKPbITOM
NOKaNbHOW ceTeBoM MHOPACTPYKTYpe.

2021.09.09

1) PeanusosaHa noaaepskka SQL-cepsepa Firebird 3. Ucnonb3osaHne 6ubanotekn rtp_udf.dll cBegeHo K
MWHMMYMY — OHa HY}KHa TO/IbKO NMPWU ncnonb3oBaHun b nctopum ¢ nonamu tuna BLOB, gaHHaa pyHKUmMA
AOCTyMHa To/AbKo Npu paboTe ¢ SQL-cepsepom Firebird 2.5. Mpu ncnonbsosaHum SQL-cepsepa Firebird 3 Tnn
B4 c nonamu BLOB He noapeprkmBaeTcsa, HET HeobxoaMMOCTM Ucnosib3oBaTb 6ubanoteky rtp_udf.dll ann
pacwunpeHuns dyHkumii SQL-cepsepa Firebird.

2) Noacuctema ACKY3:

e PeanusoBaHa BO3MOXKHOCTb NpAMoro onpoca (6e3 YCMNA) cuetunkos no npotokony CNOA3C.

e [lpM nonyyeHMn p[aHHbIX OT cYétumkoB no MQTT (npoTokon MepKypumii LPWAN) nacnopTta
CYETYMKOB Tenepb coxpaHatoTca B parnbl. Ecam ectb cywecTsyowmin dann, To NacnopT CYNTbIBAETCA
M3 HEero, YTo YCKopAeT npoueaypy npuema AaHHbIX OT CH4EeTYMKOB U M36aBAAeT oT He0H6XoAMMOCTH
NOBTOPHOTrO 3anpoca NacnopTa cyeTynKa. Ecnm nacnopTa AnA cyeTYMKa HET, TO OTNPABAAETCA 3anpocC
Ha noay4yeHue nacnopTa.

e Mob6bunbHblii APM ACKYI — nobasneHa Bknaaka Uctopua ansa BbIUUTKU NOBbIX apXUBHbIX AAHHbIX
Nno To4YKam ydeTa, ANA BO3MOXKHOCTM 3anpoca u3 YCMNA, aaHHbIX 1060 NepuoanyHoCTU (He TONbKO
30-T1 MUHYTHbIE).

3) ENLOGIC IDE:

e Peann3oBaHbl MexaHM3Mbl A1A HACTPOMKM NPOM3BOJIBHON KapTbl MIK-agpecoB npu peTpaHCcAALUK
AaHHbIX OT KoHTpoAanepa ¢ MC ENLOGIC no npoTtokonam M3K 60870-5-101/104.

o [lo6aBneH MexaHW3M 3arpysKku B KOHTPOJIEP NPOM3BObHbIX Tabnuw B popmate CSV ans pelueHus
pas/INYHbIX 334,24 BHYTPU KOHTPOIIEPA HA OCHOBE Tab/IMYHbIX AAHHbIX.

e YpaneHa BO3MOXHOCTb 33a4aBaTb MW/IMCEKYHAbI W CeKyHAbl AA MEepuoANYecKoro onpoca
KOHTpO/iNepa (MMHMMaNbHO BO3MOMKHOE 3HayeHWe 1 MuHyTa). B Tabnuue KoHTponnepos (F3)
nepuog Tenepb oTobparkaeTca B MUHYTAX.

e B Tabnnuy KoHTponnepos (F3) gobasneH ctonbeu MopTt ana MIK-104.

4) CepBsep cbopa AaHHbIX:

e [lonHOCTbIO NepesenaH MexaHM3M B3aMMOAENCTBUA MEXKAY OCHOBHbIM U pe3epBHbIM CEPBEPOM MPK
pes3epBUpPOBaHMM CeEpPBEPOB. Tenepb pe3epBHbIN cepBep MNePMOAMYECKM MOCbINAET 3anpocbl K
OCHOBHOMY cepBepy no npotokony UDP, peanusauma caenaHa Hanpamyto Ha 6ase coketos. Mpwu
AOCTUMKEHUM MAKCMMaNbHOTO KOAMYecTBa OWMOOK pesepBHbI cepBep MPUHUMAET pelleHne 4To
OCHOBHOI He Ha CBSi3W, M 3amnycKaeT B paboTy npoLieccbl cbopa AaHHbIX.

e [lobaBneHa HacTtpoiika (B ENLOGIC IDE) u peanusoBaH anroputm BO3BpalleHUA K OCHOBHOMY
KoHTponnepy (IP-agpecy) npu HacTpoWKax pPe3epBUPOBaAHMA KOHTPOA/IEpa (MNM KaHana cBA3M —


http://127.0.0.1:25927/daserver/state/ID

5)

6)

OCHOBHOro M pesepBHoro IP-agpeca). [ns BO3BpalleHMA Ha OCHOBHOM IP-agpec npoucxogauT
nepuoamnyecKan NpoBepKa AOCTYMHOCTU COeAMHEHMA C KOHTPOIEPOM MO 3TOMY agpecy.
Moayab BU3yannsaumu:

e [lobasneHa HoBas rpynna o6bekToB Tpybbl U eMKOCTM A48 yAo6HOro Co3gaHMsA MHEMOCXeM B
NpoeKTax aBToMaTU3aL MM CUCTEM BOAOCHabXeHUA, rasocHabXxeHua 1 ap.

e [lnna obbekTa Purypa npovsseneHa 3amMeHa OTPUCOBKM OCHOBHbIX MUCMO/b3YeMbIX TUMNOB GUryp Ha
TexHonoruto GDI+. bnarogaps sToMy 06beKTbl PUCYHOTCA CrIaXKEHHbIMU IMHUAMMU.

e [Ina obbeKkta Tabnuua MOHUTOPUHra Aob6aB/ieHa BO3MOMKHOCTb BbiBOAa BchabliBalowero [depesa
napameTpoB B OTAE/NbHOM OKHe ANA BblAe/fIeHHON CTPOKU Tabaunubl MoHUTOpUHra. OTobparkaercs
bparmeHT AepeBO NapamMeTpoB, Ha KOTOPbIM MpoOM3BeAeHa NPUBA3KA 3TON CTPOKWU, Hampumep —
[lepeBo napamMeTpoB AaHHOro KOHTpoepa.

MoAcmucTema CUrHaAN3aLUuK:

e B mogyne HacTpolikm anapmoB pobasneHa ¢yHKUMA YNPaBAATb CUCTEMHbIM MApameTpom C
BbIBOPOM CUCTEMHOIO MapamMeTpa KOHTposiepa (MOKa B HEM TONbKO OAMH anemeHT - "Hanunune
Hanps)keHus"). @DyHKUMA npegHasHayeHa A1 BO3MOXKHOCTM BO3AEWCTBMS Ha COCTOAHUE
BHYTPEHHUX (CUCTEMHbIX) NepemeHHble cepBepa cbopa AaHHbIX C MCMNO/b30BAaHUEM MEXAHW3MA
curHanusaumm. CoctosiHMe CUCTEMHbIX NePEMEHHbIX MCMONb3YETCA NPU 3anpoce COCTOAHUA 0ObeKTA
yepes REST-api.

e B cepBepe cbopa AaHHbIX A0baBAeH cnyKebHbi Ter "Hannume HanpsxkeHus".

e 3HauyeHMe cucTeMHoro napametpa "Hanmume HanpaxeHus" Bblgaétca B coctaBe JSON npwu 3anpoce
COCTOAAHUA KOHTPOAEPa.

2020.12.03

1)

2)

ENLOGIC IDE — pa3nuyHbie 4o0paboTKn 3n1eMeHTOB BU3yaibHOrO MHTepdelica Nosib3oBaTenn No 3amevyaHusam
B pe3y/ibTaTe aKCnyaTauum.

ENLOGIC — ana 3agaum KN M3K gobasneH moaynb Tabnuua petpaHcaauun. Moaynb npegHasHayeH ans
dopmMmunpoBaHUA BbIXOAHOM KapTbl M3IK-agpecoB KoHTpoanepa € ucnonHutenbHou cuctemon ENLOGIC,
He3aBUCUMOWM OT BHYTPeHHel agpecaumm nepemeHHbix B8 ENLOGIC. Ucnonb3oBaHum Tabanubl peTpaHcaaumm
nossonAeT chopmupoBaTb OTAeNbHble KapTbl M3K-agpecoB ana nepefauvm AaHHbIX No npoTokony M3IK
60870-5-104 nHAMBUAYaANbHO AR KaXKA0ro HanpaBieHua (pasHbiM KamMeHTam). Ha yposHe ENLOGIC IDE gns
dopmupoBaHma Tabauubl peTpaHcnaumm ucnonb3yetca ¢ann Excel. Jna noanep:km B KOHTpoanepe c
ncnosHuTenobHoh cuctemor ENLOGIC Heob6xoaMmo 06HOBUTL UCMNOSHUTENIbHYIO CUCTEMY, BKIOYAIOLLYO B
cebna peanunsaumto anroputma Tabamubl peTpaHCAaLMM.

B Cepsepe cbopa AaHHbIX CKOPPEKTUPOBAHbI NpaBuaa 06paboTKM AaHHbIX, MPUHMMAEMbIX MO NPOTOKOAY
M>3K 60870-5-104:

e Ecnun B ENLOGIC IDE TMn KoHTpoanepa 3aaaH Kak KM M3K 60870-5-104, To npn npueme gaHHbIX OT
3TOro 06beKTA NPUHMMAIOTCA TOJIbKO NaKeTbl ¢ agpecom ASDU, paBHbIM 334aHHbIM B KOHOUIypauum
aToro y3na B ENLOGIC IDE (ocTanbHble nakeTbl UrHOpUpPYOTCA). TakKe agpec MoXeT bbiTb 3agaH
paBHbIM 65535 — Torga cepeep 6yaeT NPUHUMATbL OT KOHTPOJIIepa NaKkeTbl ¢ tobbim agpecom ASDU,
He NpoBepsA ero Ha paBeHCTBO agpecy B KoHdurypaumm ENLOGIC IDE.

e Ecnm B ENLOGIC IDE T1n KoHTpoAnepa 3agaH Kak nboit apyroii Tun, Kpome KM M3IK 60870-5-104,
TO cepBep He nposepsieT agpec ASDU B MpMHMMAeMbiX MakeTax AaHHbIX, U 6epeT AaHHble oOT
nakeToB c ftobbim agpecom ASDU.

2020.11.11

4)

5)
6)

Moacuctema ACKYD — peanusoBaH onpoc cyetumkos LI92726A / LD32727A ¢ moaemamu LoRaWAN
cobcTBEHHOIO NPOM3BOACTBA (He Bera-AbcontoT).

Moacnctema ACKY3 — nogaepaHbl cHeTiynku PuM 384.

bonblue 255 KOHTPOANIEPOB B paMKax O4HOM CTaHUMW — OCHOBHaA A0paboTKa Ana AaHHOW Bepcuun. Tenepb
BO3MOXHO B rpaHuuax oaHoi craHumm SCADA cosaaBaTb 6onee 255 y3nos ENLOGIC. Ana peweHus aaHHoOM



3aflauM B cucTeme 6blla NPOM3BEeLEHA TOTA/lbHAA MOAEPHU3ALMA BHYTPEHHEW apXUTEKTYPbI, CBA3AHHAA C
YBE/IMYEHMEM PaA3MEpPHOCTU BHYTPEHHero nonsa ana maeHtuoumkatopa ysna ENLOGIC pgo asyx 6aiT. 3710
Nno3BO/IAET B MepCrnekTMBe co3aaBaTb B OAHOM cTaHuuu Ao 65535 y3nos ENLOGIC (B HacTosiuee Bpems
BBEAEHO MPUHYyAUTesIbHOe orpaHuyeHne Ha 10000 y3nos). [lopaboTKa 3aTpoHyna Bce moayan SCADA, u
nepes BblIMYCKOM PeM3HON BEpPCUMM NPOM3BOAMNOCL TECTUPOBAHWE B PeasibHbIX YCNOBUAX B TEYEHWUU
HECKO/IbKMX MecCALEB.

7) PacwwupeHune nons pns unaeHtudukatopa ysna ENLOGIC pgo ayx 6alT npuBeno K HeobxogmMmocTu
MOAEPHM3aLMN NpOoTOKoNa obmeHa mexay Cepsepom cbopa AaHHbiXx SCADA U KAMEHTCKMM MoAynem
BM3yanu3aunn. Bemay atoro B HOBOM BepcuMM He obecneunmBaeTci COBMECTMMOCTb Ha YPOBHE NPOTOKoNa
obmeHa mexay cepsepom SCADA u knneHtom SCADA c npeaplayliei Bepcuein — KAWeHTbl npeablayLen
BEPCMM HE CMOTYT NOAIY4aTb AaHHbIE OT cepBepa HOBOWM BEPCUM, KIMEHTbI HOBOM BEPCUMM HE CMOTYT NOYYaTb
[AaHHble OT cepBepa npeablayLLein Bepcum.

8) [Ona paboTtbl ¢ 6onbwmm KonmyectBom y3noB ENLOGIC pobaBneHa BO3MOMHOCTb MPOW3BOJIBHOMO
rpynnuUpoBaHUA KOHTPOIEPOB B APEBOBUAHYIO CTPYKTYpPY. BO3MOKHO co3aaHMe aepeBa C MPOU3BOJbHbIM
ypoBHem rpynn. [peBoBUAHAA CTPYKTypa, CO34aHHAA Npu HacTporke B mopyne KoHTposnnepsbl, ganee
ncnonb3yetca Bo Bcex moaynax SCADA.

9) ENLOGIC IDE — mogudukaums pexkuma FnobanbHbI onNpoc. ITOT PeXuUM UCMOb3yeTca AN TeCTUPOBAHUA
onpoca KoHTpoaiepa no npotokony M3K-104. PaHee 3ta GyHKUMA UCNONb30BaNa ycTapesLyto 6ubnmoreky
DLL, B npouecce moaepHusaumm bblna npousBeseHa 3ameHa GYHKUMM Ha 3amnycKk BHELWHeW Nporpammbl
EnLogicTest — npunoxeHue 3anyckaerca C napameTpamm KOMaHAHOW CTPOKM, codeprKallien nyTb K xml-
danny KoHPUrypauum KOHTPOAEepa, CYMTbIBAET CMMCOK MapameTpoB U3 3Toro ¢anna m cpasy 3anyckaet
onpoc. [MpunoxkeHne EnlLogicTest npeacTasnser cobo MOLEPHUIMPOBAHHYID BEPCUIO TECTOBOrO
npunoxeHus IEC60870Master (MIK-TecTep), BXOAUT B COCTaB AUCTPUOYTUBA, U MOKET TaK¥Ke UCMO0/1b30BaTb
CaMOCTOATENIbHO 414 TeCTUPOBAHMA onpoca No npotokoay M3K-104.

10) ENLOGIC IDE — B okHe Hactpoitka M3K Ha cepBepe npu aBToMaTM4yeckom HasHayeHun M3IK-agpecos
napameTpoB Tenepb MNOABMAACb BO3MOMHOCTb OTAE/bHO 334aBaTb HadvanbHble M3K-agpeca ana
napameTpos c pasgeneHnem no tunam —TC, TN, TY.

11) ENLOGIC IDE — pobaBneH nyHKT rnaBHoro meHto daiin->MposepKa->IP-agpeca KOHTPONNEPOB BCEX CTaHLMIA
A9 NOUCKa coBnagatowmx IP-aapecoB No BCEM KOHTPOI1ePamM BCEX CTAHLMN.

12) Auanor Bbibopa napameTpa — Ao6aBNeH BbINAAAOLWMIA CMIMCOK CTAHLMIA.

13) Auanor Bbibopa napameTpa — Ao6aBNEH NOUCK KOHTPO1IEPOB MO Ha3BaHMIO.

14) Onanor Bbibopa NapameTpa/KOHTPONEPA — 3HAUMTE/IbHO YCKOPEH MOMCK NapameTpa/KoHTposnepa.

15) Busyanusauma — gns obbekta [lepeBo nmapameTpoB Tenepb MOXKHO 334aTb (MM OTPesaKkTMpOoBaATb) MMSA
rpynnbl BpyyHyto (ybpaHo ceoicteo ReadOnly y afiemeHTa peakTMpPOBaHUA AN UMeHU rpynnbl). PaHee 310
6b1710 AOCTYNHO TO/IbKO Yepes auanor Bblbopa rpynnbl, U1 B HOBOM BEpCMM Mponana BO3MOXKHOCTb Bblbopa
LEe/IMKOM CTaHLMM, NOTOMY YTO 37iemeHTa CTaHLMA B AManore Bblbopa NnapameTtpa Tenepb H60blue HET.

2020.08.12

1) Mopcucrema ACKYD — KoppeKTMpOBKa anropntmoB cbopa AaHHbIX M 0TPaboTKa 3ameyaHnin No pesyabTaTam
ONbITHOM 3KcnayaTauumn GpyHKLUMIA B3aMMOLENCTBMA CO CYETYMKAMM C MCMOb30BaHMEM 061a4YHOro cepBumca
Naprex n texHonornm NB-loT UHKoTekc LPWAN.

2020.06.29

1) Mopcuctema ACKYD — peanus3oBaH npuem [JaHHbIX W yNpaB/AeHWe Harpyskon Ana UundppoBsbix
aneKkTpoaHeprnn MepKypuit no TexHosormm LoRaWAN c mcnonb3oBaHMem 0613a4HOro cepBMca KOMMaHWUK
Naprex.

2) Nogcuctema ACKY3 — moaepHU3aLmMa U paclumpeHme GyHKUMIA MexaHU3Ma npuema AaHHbIX U yNpaBaeHus
HarpysKoi gns CYeTYNMKOB 3/1eKTPo3Heprnn MepKypuia no npotokony LPWAN.



7)

Moacuctema ACKY3 — mogepHM3aumsa U paclumpeHme GyHKUMM mexaHW3ma NpuMema AaHHbIX U ynpaBaeHus
Harpysko ana undpoBbIX CYETYMKOB INEKTPO3Heprum no TexHonormn LoRaWAN c ucnonb3oBaHuem
0bopyaoBaHuA KomnaHuu Bera-A6contor.

ENLOGIC IDE — pobaBneHa GpyHKUMSA NOUCKA M 3aMeHbl NOACTPOK B Ha3BaHUAX (Wndpax) napameTpos.
ENLOGIC IDE — npousBeaeHa MogepHu3aums OKHa Hactpoiikmu M3IK Ha cepBepe (peTpaHcaaumm),
A06aBneHbl HoBble CTONOLbI, CKOPPEKTUPOBAH 3KcNopT B CSV, oTpaboTKa 3amedaHuii.

ENLOGIC IDE - npowusBegeHa MOAEPHM3ALMA OKHa HAaCTPOMKM KapTbl MIK-aapecoB KoHTponsepa,
noABUIacb BO3MOXHOCTb 4717 0TO6paxKeHUa/CKpbITUA CBOBOAHbIX aApecos.

ENLOGIC IDE — pobaBneH HOBbIM Ananor Ans TabAMYHOro OTOBparKeHMA CrnMcKa KOHTPoAsiepoB (ropsyas
knasuwa F3), B Hem peannsoBaHbl GYHKUMM COPTUPOBKM KOHTPOAIEpOB No awobomy cTonbuy, NOMCK
KOHTPO/I/IEPOB, 3KCMNOPT CNMcKa KoHTposnepos B CSV, rpynnoBoro 3agaHua nepuoga obuiero onpoca u
nepuoga CUMHXPOHU3aLUUM BPEMEHN.

ENLOGIC IDE — B OKHe TabanyHOro oTobpa’KeHus CrnMcKa KOHTPOANepoB AobaBneHa BO3IMOXKHOCTb A
NPOBEPKU HaNM4uMA 3anucem C MNPUBA3SKOM K KOHTPO/ANepam B XKypHane o06bekToB B 6ase [aHHbIX
CnpaBOYHUKM, a TaKKe BO3MOXKHOCTb A006aBUTb HegocCTatowme 3anmcun B 6asy AaHHbIX.

ENLOGIC IDE — npu mmnopTe KOHTpoa/epa U3 nacnopTa onucaHua B daiine Excel nosasmaacb BO3MOXKHOCTb
aBTOMaTM4Yeckn [o06aBnATb ero B 6a3y gaHHbix CnpaBOYHWMKM (Ha OCHOBE MMelOLLeroca AN KypHana
O6beKTbl WabnoHa, onnucaHHoro B ini-daine).

10) CnpaBoyHMKKM — none Tmna "lpynna napameTpoB" Tenepb onepupyeT C 3aKOAMPOBaAHHbLIM MYTEM K rpynne

napametpos (BuMaa St5\Cn22\...), 4Tobbl NepeMmeHoOBaHWE CTaHUMU WU KOHTPOJIIEpa He MPUBOAMIO K
noTtepe NpPmUBA3KM.

11) HacTpoiika cTaHUMIi — NpU COXpPaHeHMM aBToOMaTMyecku cosgaétca ¢ain Configurator\Stations.html co

CMMCKOM BCEX CTaHLMI U CCbISIKaMM Bbi30Ba Be6-cTpaHuL, AMarHOCTUKN OCHOBHOIO U pe3epBHOTo cepsepa.

12) KymynatueHoe 06HOB/IEHWE MO pe3y/ibTaTam UCNPaBAEHUI, 3aMedaHnii U 6ONbLIOTO YUCAA HE3HAYUTE IbHbIX

nopaboTok.
2020.03.20
1) Nopcuctema ACKYD — peannsoBaH MpuMeM AaHHbIX W yNpaBaeHWe HarpyskoW aaa UMEpoBbIX CYETYMKOB
3N1eKTpo3Heprnmn no TexHonornn LoRaWAN c ncnonb3oBaHnem ob6opyaoBaHUA KomnaHuu Bera-A6conior.
2019.12.20
1) [dobaeneHa ¢yHKUMSA NpuMema AaHHbIX U ynpaB/ieHMA cyeTyMkamu Mepkypuii no texHonorum NB-loT ¢
MCNOJ/Ib30BAaHNEM KOMMYHUKALMOHHOrO wato3a MHKkoTtekc LPWAN.
2) [obasneHa ¢yHKUMA Mpuema AaHHbIX U yNpaBaeHUs cyeTymKamu Mepkypuii no TexHonorum LoRaWAN
yepes KOMMYHUKALNOHHbBIN CeEPBUC KOMMaHMKM JlapTex.
3) W3 coctaBa nonHoro AUCTpUBYTUBA WMCKAOYEH MoAy/Nb ANA OKa3aHWA BbICTPOW yAaneHHOW TeXHUYECKoW
noaaeprkn TeamViewer. BmecTo Hero Tenepb byget ncnosb3osatbca RMS AreHr.
2019.07.25
1) B coctaB auctpmbytmuea BkatoveH KomnnekT MQTT-6pokepa Mosquitto for Windows, pacnonaraerca B
KaTtanore Bin\mosquitto. Bpokep Mosquitto ncnonb3syertca gns pasNnUUHbIX LLenen, B YaCTHOCTU — ana paboTbl
MeXaHM3Ma U3MEHEHWA aBapUIMHbIX U NPeAaBapUNHbIX TPAHNUL, MapaMEeTPOB B PEKMME «pPaHTarim».
2) B mopyne Bumsyanusauuu gns obbvekta "Tabanua MoOHUTOpPUHra" pobaBfeHa BO3MOMKHOCTb AJ1A KaKaoM
CTPOKM HACTPOMKM Nepexona Ha MHAMBUAYANbHYIO MHEMOCXEMY ObbeKTa.
3) B moayne BU3yanusaumnun ana o6bekToB oTobpaxkeHns cobbiTin AobaBneHa BOSMOXKHOCTb Bbibopa BpemeH#u

Hayasla-KOHLUA MHTepBana npu oTobpaxkeHuu cobbiTMi 3a nepuog, (paHee Oblia BO3MOMKHOCTb BblOMpaThb
TO/NbKO AaTbl). TaKKe Tenepb NPOUCXOAUT aBTOMATUUYECKOE OTKOUYEHME CAefAlero pexunma npu sbibope
pexunma otobpaxkeHua "3a nepuog". Mpu M3MEHEHUM AaTbi-BPEMEHM Hadyana M KoHua nepuoaa 3anpoc
COBbITUI OCYLLECTBNAETCA HE CPA3y aBTOMATMUYECKM, @ TO/IbKO NMPU HaXKaTumM Ha KHonKy "OB6HoBUTL".


https://rmansys.ru/remote-access/

4) [Ana cepsepa cbopa AaHHbIX fo06aBneHbl HOBble MapameTpbl 3anycka B KOMAHZHOM CTpoKe Ansa uenew

5)

6)

oTnagku: LogParamChangedRead — BKntoyaeT BbIBOA, BCEX MPUXOAALLMX B CepBEpP AAHHbIX B for-¢ann B
yntabenoHom Buae; LogParamChangedCSV— BkntovaeT BbIBOA, BCEX MPUXOAALLUX B CEPBEP AAHHbIX B JIOr-
dain B popmate CSV.

CKoppeKTMpoBaHa /OorMMKa ucnosb3oBaHusa 6utoB |V (HepocToBepHocTb) M NT (HeakTyanbHOCTb) B
ncnonHutenbHoi cucteme ENLOGIC u cepsepe SCADA-cuctemsl:

e KoHTponnep ¢ ucnoaHutenbHon cuctemoint ENLOGIC nocne 3anycKka, Ao Tex Mop MoKa peasibHO He
NONYYUT OAHHbIX OT YCTPOMCTB HUMKHEro ypoBHA, nepegaeT AaHHble no npoTtokony M3K-104 ¢
ycTaHoBNEHHbIMW 6uTa IV 1 NT, 4TO 0O3HaYaeT — HeLOCTOBEPHbIE, HEAKTYa/IbHblE AAHHbIE.

o Koraa KOHTponnep TepsAeT CBA3b C UCTOYHMKOM AaHHbIX — MOAy/b ¢ npoTokonom Modbus, M3K
60870, M3K 61850 1 T.4. — OH AO/KEH BbICTaBUTb BCE 3HAYeHUA NO rpynne napameTpoB AAHHOrO
moayna B npusHakm IV u NT — HegocToBepHble, HeaKTyasibHble AaHHble.

o OtpmenbHo 6uT IV ucnonbsyetca TONMbKO B CUTyaUMW, KOrAa WMCTOMHUMK AaHHbIX Cam  BblAan
HeobxoAMMOe 3HaUYEeHUI yKe ¢ NpU3HaKom IV — KOHTpoAnep ocywecTBAsAET peTpaHcasaumio 6uta IV
Ha BbILWECTOALLNIN YPOBEHD.

e CepBep SCADA-cucTemMbl He UCMOAb3yeT 3HAYEHUA C YCTAHOBAEHHbiMmu 6Gutamu IV u NT pgna
$dopmupoBaHua aBapUitHbIX cO6bITUIA U 3anncKu B 6a3y AaHHbIX UCTOPUN.

MNoacuctema ACKYD — ansa cyeTtymkoB mMmnynbcoB [lynbcap, MCNOAb3yemMblX ANA ydYeTa INEKTPOIHepruu,
Tenepb cyutaeTtcA, 4yto lynbcap BblAaeT AaHHble — HAKOMJIEHHbIE MOKAa3aHMA MO KaHafam — B eAMHULAX
nsmepeHua BatT*yac, M nepes, coxpaHeHMeM 3HaYyeHW B 6a3y AaHHbIX NPOUCXOAUT nepeBod, B KBT*y —
AeneHne Noayy4yeHHoro 3HavyeHua Ha 1000.

Bepcua 2019.03.11

1)

BHeApeH mMexaHM3M M3MEHEHUA aBapUMHbIX U NpeaaBapuitHbIX rPaHuL, NapameTPoB B PeXnUme «paHTalim» —
6e3 HeobxoaMmMoOCTM nepe3arpy3kn cepsepa cbopa AaHHbIX. OnA noadep:KKM AaHHOro ¢yHKUMOHaNa
ucnosib3yetcs eamHas 6asa gaHHbIX MapameTpoB cuctembl, popmupyemana moaynem «KoHdurypatop
cepsepay.

KymynatueHoe o6HOB/EHUME NO pe3yabTaTam UCMPaBAEHUIA, 3aMeYaHNt 1 BONbLIOTO YMCa HE3HAUYNUTEbHbIX
nopaboTok.

Bepcua 2018.11.29

1)

3)

4)

B Habop wucnonHsembix ¢alinoB fobaBfeH HOBbIM MoAyAb Mof pabouMm HassaHuMem «KoHdurypatop
cepBepa», wucnonHaemblin aiin  ServerCfg.exe. Moagynb npegHasHayeH paas  GopmUpoBaHMA M
pefakTMpoBaHMA efuHoi 6asbl MapaMeTpPoB MPOEKTA, BO3SMOXHOCTW BBeAEHWA MPOM3BONAbHOrO Habopa
No/sib30BaTeNIbCKMX aTPUMOYTOB NapaMeTPoOB W MO/b30BATE/NIbCKOrO NpPeACcTaBAeHUA AepeBa NapameTpoB
NpPoeKTa Ha OCHOBE MeXaHM3Ma GUAbTPALMK Mo aTpubyTam. Moaynb NoKa He ByAeT BbIBOAUTLCA B 0OLLYIO
naHesb 3anycka NPW/IOXKEHWIM, HO ero MOXKHO MCMOJIb30BaTb, €CAM 3aMNyCTUTb CTAHAAPTHbIM CMOCOOOM,
nepeaas B NeEPBOM NapamMeTpe KOMaHAHOM CTPOKM NOMHbIN NYTb K ¢painy npoekTa. MNepBuYHbIA GYHKUMOHAN
3TOr0 MOAYAA — BO3MOXHOCTb MCMO/b30BAHUA 3HAYEHWUIN NONb30BATENIbCKMX aTpMbyTOB U PUABTPOB — yKe
BO3MO)HO MCNO/Mb30BaTb B OObEKTe MOAYyNs BU3yannsauuu, npeaHasHayeHHOM A/a OoTobparkeHus
YKYPHaNoB cObObITUIA.

PeTpaHcnaums gaHHbIX OT cepBepa no npoTtokony M3K 6070-5-104 — gobasneHa BO3MOXKHOCTb 3a4aHMS
AByxb6aritoBoro obuiero agpeca ASDU gis MHAMBUAYANbHbIX TPYMNN TETOB.

B moayne anapmoB Ans pasHbiX TUMOB afapmMoB (Ha BKIOYEHWE, Ha OTK/OYEHME M Mp.) peasM3oBaHa
BO3MOHOCTb 334aBaTb CBOM HACTPOMKM AR KaXAOro TUNa. 3TO MO3BOASAET pasHble TUMbl aflapMoB Mo
OoZHOMY MapameTpy 06pabaTbiBaTb C Pa3HbIMU MPUOPUTETOM, UCKIHOYATL HEHYKHbIE TUMbI M3 06PabOTKM.

B moagyne npocmoTpa cobbiTnin AobaBneHa HoBasA BKAAAKA ANA GUAbTpaLmMmM cobblTnin no ob6bektam ACKY3.
B moayne Bu3syanusaumm pobasneHa pabota c pesepsHoit B[ 3HakoB 6e3onacHocTu (cekums DBR B
Signs.xml). YTeHWe 3HAKOB W COCTOSHMI NPOM3BOAWUTCA M3 AOCTynHoW B[, 3anucb ocylwiecTBaseTca B
OCHOBHYIO 1 B pe3epBHyto B/.



6)

7)

8)

B moayne Bu3yanusauuu gns anemeHTa «BbikatoyaTtenb» gobasneHa BOSMOMKHOCTb Nepexona Ha 3aZaHHyto
MHEMOCXEMY MO K/MKY Ha 0bbekTe.

B coctaB AeMOHCTpauMoHHOro npoekta  SmartGridRES  BKaloyeH  npumep  UCNOAb30BaHMA
MHOTrodyHKLMOHaNbHOrO 06beKTa BM3yanunsaumm «Tabamua MOHUTOPMHIa» (onnucaHMe B HOBOCTU K Bepcumn
2018.04.20).

KymynatnsHoe o6HOBAEHME NO pe3ynbTaTam UCMPABAEHUIA U 3aMEYAHUA.

Bepcus 2018.07.25

1)

2)

8)

B ucnonHutenbHyto cuctemy gobasnieHa noagep:kka npoTokona SNMP Kak KnveHTa — A1a NoJyYyeHus
AaHHbIX oT areHToB SNMP.

B MCNONHUTENBHOW CUCTEME ec/iM B CBOWCTBO «J[BYXMO3UUMOHHbLIA TC» AMCKPETHOro Tera 3anucaHo
3HayeHne 65535, TO OH WM3Ha4yanbHO nNOC/Ae CTapTa KOHTpPOA/epa cpasy nepenaétca HaBepx Kak
ABYXNO3MUMOHHbBIN TC. PyHKUMA npeaHasHayeHa ANA c/yyYaeBs, Korga ABYXMNo3uuUMoHHble TC noctynatoT oT
BHELHEero UCTOYHUKA AaHHbIX No npoTokonam M3K 60870-5 n M3K 61850.

B moayne Busyanmsaumm ana obbekta "KHonka" gobasneH HoBbIM TUN aelcTeua — "lMNepexoq K BbiIbpaHHOMY
06beKTy MHEMOCXeMb!".

B moayne Busyanusaumm B Tabauuy anapmoB gobasneHa HacTpoiika ugeta GpoHa ANsA aNapmMoB pPasHOro
npuopuTeTa.

Ona moaynsa Busyanmsaumm pobasneHa HaCcTpPoOMKa gNA paspelleHMs aBTOMATUYECKOro Pa3BopayMBaHus
OKHa npw anapme.

B moayne BM3yanusaumm B Tabanue oTobparkeHuns }KypHana cobbiTUiA B KOHTEKCTHOE MEHIO A06aBNEH MYHKT
nepexoaa Ha MHEMOCXeMY 418 3a4aHHOM 30Hbl.

B moayne anapmoB gobasneH HoBbIM WabAoH Ana TekcTa coobueHnn (%gl - %g9 - rpynna) ansa BbiBo4a B
TEKCT a/1lapMOB MMEH POoaMTENBCKUX FPYNN U3 AepeBa aflapMoB.

KymynatnesHoe o6HOBAEHME NO pe3ynbTaTam UCMPABAEHUA U 3aMEYAHUA.

Bepcusa 2018.06.06

1)

5)

6)

Mpotokon MY M3K 60870-5-104 B cocTaBe MCNONHUTENbHOM cucTembl EnlLogic — gobaBneHa HacTpoWka
CMELLEHUA BPEMEHMU Y NPUXOSALLMX BPEMEHHbIX METOK. AHANOMMYHbIN GyHKUMOHaN fobasneH n gns ysna
EnLogic Tvna KN M3K 60870-5-104.

B mexaHM3Me BegeHWa 6a3 [aHHbIX UCTOPUW BHeApPeHa BO3MOMHOCTb BeAEHWs KPaTKOCPOYHbIX BJ,
npegHasHayeHHbIX 418 COXPAHEHUA UCTOPUU C HeboNbloWn rAybuHOM M Manbim nepuogom 3anucu. MNpu
YTEHWM JaHHbIX B C/lydae, ecNM KpaTKocpodHasa B[l nokpbiBaeT MHTepBan 3anpoca, AaHHbIe BblYUTbIBAOTCA
13 Heé, MHaye 13 0bblYHOM (aonrocpoyHoi) BA.

[na 06beKTOB BU3yann3aumMmn 3N1eKTpUYecKux cetein fobaBaeHa BO3MOXKHOCTb PYYHOrO 3aZlaHUA COCTOAHMA
O06DBEKTOB, HE MPUBA3AHHbLIX K MapameTpam, a TaKXKe BO3MOXKHOCTb MEPEeKNoYeHUE Ha PYYHOMN pexum U
06paTHO A/19 0OBEKTOB, NPUBA3AHHBIX K NapameTpam.

Ona anekTpuuecknx obvektos LUnMHA/MIMHMA fobaBneHa BO3MOMKHOCTb PYYHOrO YMpaBJAeHUA COCTOSHUEM
Moga, HanpsaxxeHnem, OTKAOYEHO, 3a3€MNEHO, C BblAeNIEHMEM COOTBETCTBYOLWMM LIBETOM.

MpousseseHa ONTMMM3aALMA COCTAaBa HACTPOEK AN OODBLEKTOB 3NEKTPUUECKMX CeTel, 3HaAuYUTEsIbHO
COKPALLEHO HEMUCNO/Ib3yeMOE UHAMBUAYAIbHOE KOIMYECTBO HACTPOEK.

KymynatmsHoe o6HOB/IEHWE NO pe3y/ibTaTaM UCNPABIEHUIN U 3aMeYaHWIA.

Bepcusa 2018.04.20

1)

HoBblli MHOrodyHKUMOHaNbHbIN 06BEKT B moayne Buayanusaumm "Tabnuua moHuTopuHra". Mossonser
co34aBaTb TabAULbI HA MHEMOCXEMAX C NMPOM3BOJIbHbIM HabopoM CTONBLOB. B KauecTBe MCXOAHbIX SAHHbIX
Ana  ctonbuoB BbICTYNalOT 3anuMcu u3  moayna CnpaBoOYHUKKM, [AaHHble pPeanbHOro BpPEMEHU U3
TUNU3MPOBAHHbIX TPYNN NepemeHHbIX (TpexdpasHble U3MepUTeNbHbI NPUBopPbI, 610KKU peneinHo 3aLmThl,
peKknoysepsbl), BbluMCAfemble CTONOLbl. MmetloTcA  QYHKUMKM  COPTUMPOBKKM, GUABTPALUK, YCIOBHOMO
dbopmaTnpoBaHMA (NOACBEUMBAHMSA) AYEEK.



5)

JopaboTKn B mexaHM3Me YCTAHOBKM MJIaKaTOB M 3HAKOB Ha MHEMOCXEMAX B YacTW YyYLIEeHUS 103abuamtn u
AN aBTOMaTMYECKOro OBHOBNEHUS COCTOAHMA MPU UCMNOJb30BAaHUM HECKONBKUX KAWMEHTOB UAW Moaynemn
BU3yanm3auum.

Ons obbekTa BU3yanmsauMm OTOOparKeHMa cnmucka cobbiTuin gobaBieHa BO3MOMKHOCTb GuAbTpauMuM no
roynnam m3 Aepesa anapmoB, TaKKe MNpousBedeHbl pas3iMyHblie yaydlleHUs B (YHKLUMOHANbHOCTU ero
paboTbl.

B cepBep cbopa AaHHbIX A06ABAEH MEXAHM3M KOHTPO/S 3aBMCAHUA OTAENbHbIX BHYTPEHHUX KPUTUYECKMX
npoueayp, YTo MOF/I0 B HEKOTOPbIX Cneuuduyecknx cutyaumax NpuMBoAMTL K 3aBMCaHWIO cepBepa. lNpwu
OBHapYKEeHUN TaKoM CUTyauuu cepBep aBTOMATUYECKM NepesanyCcKaeTcs CaMoCToATe/IbHO (ec/u 3anyueH
KaK NPUIOXKEHUE), UM ONepaLlMOHHOM CUCTeMOWM (eC/IM 3anyLLEH Kak cnyxKba).

OnTumusauma MoAayns HaCTPOMKM anapmMoB M MOAYANS HACTPOMKM 6a3 UCTOPUKN: 3HAYMUTE/IbHOE YCKOPEHUe
3anycka A8 NpPOeKToB € 6O/bLIMM KO/IMYECTBOM TErOB; nepegenaHa peanusaums auanora GunbTpaumm
napameTpoB, KOTOPbIM BbIBOAMTCA MPM MepeTackMBaHUW MapaMeTpoB B AepeBo (b6osblie HEeT A0Aroro
OXMAaaHua nNpu aobasaeHUN B ciydae 60bLIOrO YNC/Ia MapamMeTpPoB B MPOEKTe).

B cpeay KoHdurypuposaHua EnLogic pobaBneHa pyHKLMA IKCNOPTa CNUCKA KOHTPO/I/1IEPOB C HAacTPOMKaMmu B
Buge CSV-daina M peannsoBaHO KOppeKTHoe oTobparxkeHue 3HayeHUn DP-cMrHanoB B pasHbIX perkunmax
onpoca KOHTPOINEPOB.

Bepcua 2018.02.02

1)

2)

7)

B mopyne Busyanusaumm gobaBneHa BO3MOXHOCTb AN1A OOBEKTOB M3 Fpynnbl «INEKTPUYECKUE CETUY
YyCTaHaBAMBATb NNAKaTbl M 3HAKM HA MHEMOCXeMe B pabodem pexnme Moayns BU3yaan3aLmu.

B moayne Bu3yanusaumm UCNPaBIEHO NO3ULMOHUPOBAHNE MOAANbHbLIX OKOH MPU UCNOAb30BaHUN Ha APM
HECKOJIbKMX MOHUTOPOB.

B moayne cbopa gaHHbix ACKYD cobbiTva no onpocy obbektoB no COM-nopTam 3anucbiBatoTCcA, Kak M
paHblUe, B OTAENbHbIE FpYnMbl.

Ona nogcuctembl ACKYI pobaBneHa noafepyka MHAMBMAYANbHbIX YAaCOBbIX MOACOB A1 OOBLEKTOB A/1A
KOPPEKTHOM CUHXPOHU3ALUN BPEMEHM B CUTyauUMM, Korga cepsep cbopa M 06beKTbl HAaXOAATCA B Pa3HbIX
4acoBbIX NOACAX.

Ons ob6bekToB Moayna Buayanusaumm "PasbeamHutens" u "3asemnaowmii HOXK'" NONOXKEHWEe Kakuya no
YMOJI4aHMIO OTPUCOBBLIBAETCA TENEPb U B PEKMME HACTPOMKMU.

Mopaynb Busyanusaumm — peanmsoBaHO MPUHYAUTE/IbHOE pPa3BOPaAYMBaHME CKPbLITOFO MPUIOXKEHUSA Npu
BO3HMKHOBEHMM CUTHaNM3aumm (anapma).

KymynsatnesHoe o6HOBAEHME NO pe3ybTaTam UCMPABAEHUIA U 3aMEYaHUA.

Bepcusa 2017.11.15

1)

2)

3)

Ana moayna Busyanusauma paspaboTaHbl HOBble 06BEKTbI U3 TPynMbl INeKTpruYeckne cetu (bbiBluas rpynna
dneKkTpoobopyaoBaHue): 3azemnstowmii HoxK (3H), orpaHuumTens nepeHanpsxenusa (OMH), paspagHuk,
TpaHcdopmaTopHasa noactaHumsa (TM, HecKo/NbKO BMAOB OTOOpaskeHws). [pou3BegeHa KOMMIEKCHas
KOPPEKTMPOBKA OBBEKTOB U3 rpynnbl INEKTPUUYECKME ceTh (OTKas OT CriakmMBaHWa rae 3To He Tpebyertcs,
yHMbMKaumA Habopa CBOMCTB 06BHEKTOB, HE3HAUUTEIbHbIE KOPPEKTUPOBKM Pasmepa HEKOTOPbIX 06bEKTOB).
MogepHusauus aapa moayna Busyannsaumm — sHauMTelbHOE YMEHbLUEHUE BPEMEHW MEepexosa B pPexunm
HaCTPOWMKM M BPEMEHW BCTAaBKM HOBbIX 06bEKTOB NPy 60/1bLIOM KO-Be 06bEKTOB Ha MHEMOCXEME.
KymynatusHoe 06HOB/EHME NO pe3ynbTaTaM UCMPaBAEHUIA U 3aMeYaHuUi.

Bepcusa 2017.08.01

1)
2)

3)

B SHeproaHanuns nobasneH HOBbIV BUA oT4eTa - HOpmupoBaHHbIe 06beMbI pecypcos.

KoppeKkTnpoBKn B HeKoTopsbix daiinax |10, nobasneHue daina iec-none-vendor.io — onMcaHne 0606LLeHHOrO
KOHTpOA/Nepa TenemexaHuUKn ansa adeiikm KPY 6/10/20 kB, npoTtokon obmeHa M3K 60870-5-101, 6e3
NPUBA3KM K KOHKPETHOMY NMPOU3BOAMUTENIO.

KymynatueHoe o6HOBAEHME NO pe3y/bTaTam UCNPABAEHUA U 3aMeYaHUA.



Bepcusa 2017.07.05

1)

CepBep cbopa paHHbix noacuctembl ACKYD — peannsoBaH mMexaHM3M MHOrosagadyHoro cbopa AaHHbIX.
PaHee pgna napannenbHoro onpoca 06bEKTOB HeobxoAMMO 6bin0 3anMycKaTb HECKObKO 3K3eMMiApoB
cepsepa cbopa AaHHbIX — MO KOAIMYECTBY Kenaemblx napannefbHblix onpocos. Ceivyac oauH 3anyLLeHHbIM
cepsep ACKYI BbINOAHAET OAHOBPEMEHHO MHOro 3adaHui. Ko/imMyecTtBO OAHOBPEMEHHbIX 3a4aHui
HacTpauaetca B onumax ACKYD moayna CnpaBoyYHMKM.

[JobaBneHa noaaeprkka pacxoAomMepa-cyeTymKa rasa ynbtpassykosoro Turbo Flow UFG-F.

MNoaaeprKka cbopa gaHHbIX ¢ ycTponcTea YM-31 RTU.

YTunuTta nmnopta gaHHbix ACKY3 n3 BHewHux ¢aiinos — gobaBseHa BO3MOXKHOCTb NosyyeHus ¢aiiios c
AaHHbIMM HAaNPSAMYHO U3 3/IEKTPOHHbIX MOYTOBbIX COOBLLEHWNI U3 MOYTOBOIO ALLMKA.

Bepcua 2017.04.10

1)
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B moayne «CnpaBoYyHWMKM» MOABMAACL BO3MOXKHOCTb paccbiikM e-mail u  SMS-yBegomneHuit o
no6aBneHnn/M3MmeHeHNN 3anmcen B ypHanax.

BBeaeHbl TOUKKM pacyeTa NoTepb I3 € UCMOb30BAHMEM NPOrPaMMHOro Komniekca «PTM3».,

JobaBneH HOBbIN 0O6BbEKT BM3yanmsaummn «banaHc 39».

dopaboTtaH moaynb « WEB-KabuHeT»: oTobparKatoTcs NoOKa3aHUA CYETYMKOB BOAbl M Tenna.

JopaboTaHbl opmMbl OTYETOB A1 SHEPrOCOBLITOBbLIX KOMMNAaHMN, A0baBaeH OTYET «KapTa cbopay.
MNopaepaHbl CHETYMKM aneKTpoaHeprun HEBA-124 n HEBA-323.

UcnpasneHbl owmnbkn KoHBepTaumn b4 ns MS SQL B Firebird.
KymynaTueHoe 06HOB/IEHWE MO pe3ynbTaTaM UCMPaBAEHUIA U 3aMeYaHU.

Bepcusa 2017.01.27

1)

2)
3)

JobasneHa nopaepkka koppektopa JIOTUKA CMNI761, npegHasHaAYeHHOro A8 U3MEPEHUsA NnapameTpoB
NPUPOAHOro rasa u NocaeayoLLero BbluMCAEHUA pacxoda n obbema rasa. JopaboTtaHa noacucrema ACKY —
[obaBneH HOBbIA BMA 3HepropecypcoB A3, npeaycMoTpeHbl oTyeTHble ¢opmbl ana GopmupoBaHUA
OTYETOB.

PasnunyHble opaboTkm B mogyiv IHeproAHanm3 B Yactu GopMMPOBAHMA OTYETHOM AOKYMEHTALMMN.
KymynsatneHoe o6HOBAEHME NO pe3yabTaTam UCNPABAEHUIA 3aMeYaHNi.

Bepcus 2016.11.22

1)

2)
3)

7)

B cocTaB cucTemMbl BKAOYEH HOBbIM Moaynb - WEB-KabuHeT, npegoctaBasatowmii 4OCTYN K AaHHbIM yyeTa
3NeKTpoaHeprum yepes Web-6paysep.

B AMUC nossmnacb BO3MOXKHOCTb BBOAUTb TOYKM IMYALMU NOTPEDNEHNA S1EKTPOSHEPTUN.

PaspabotaH moaynb WebGlIS, nossonsawwmii Ha 6ase Web T'MC «NextGIS» opraHu3oBaTb oTobpaxkeHue
CNpaBOYHOM M OnepaTUMBHON MHPOPMALMKM O COCTOAHNN 06beKTOB yuéTa 33 B Web-6paysepe ¢ npusasKol K
KaprTe.

MopfeprkaH OMNpPOC Pas/INYHbIX BMAOB CYETYMKOB 3S/IEKTPUYECKOM 3Hepruu, yctponcts P3A u ppyroro
obopyaoBaHus.

BBesieHa BO3MOXKHOCTb BbIYUTKM U3 CHETYMKOB I MMKOB MOLLLHOCTU M IHEPTMIA HA Havyana MecALEes.

B noacucteme ayTeHTMOMKauMM  NoONb30OBaTesnell  BBeAEHA MPOBEPKA  CAOXHOCTM  napons W
NPOTOKO/IMPOBaHME BCEX NOMbITOK BXOAA NONb30BaTeNA B CUCTEMY.

BHeceHbl pa3finyHble HE3HAYUTEIbHbIE U3MEHEHWA U AONOJHEHWA, UCNPaBAeHbl OOHapPYKeHHbIE OLINOKM.

Bepcusa 2015.02.16

1)

KymynaTusHoe 06HOB/IEHWE MO Pe3y/ibTaTam UCNPABAEHWUNA.

2) [ononHeHus B CNPaBOYHOM CUCTEME W PYKOBOACTBE NO/b30BaTens — pasgensl KoHTponnepbl (onvcaHue

npotokonos KM M3K) n dHeproaHanus.



Bepcus 2014.09.15

1)

2)

B mexaHu3m ayTeHTMdPUKaLMK nonb3oBaTeneit gobaBaeHa BO3MOXKHOCTb MCNO/1b30BaHMA NOJib30BaTeNen us
AomeHa Active Directory.
N3meHeHMA B NnogcucTeme reHepaLmMm u o6paboTkn anapmos 1 COObLLEHUI:

e [lobaBsieHa BO3MOXKHOCTb A/1A TPynMbl aHA/I0r0BbIX aNapMOB PYYHOro 3a4aHWUs 3HAYEHUI KOHTPONA
BEPXHUX U HUMNKHMX aBAPUMHbIX WU NpegaBapuiHbIX rpaHuL. PaHee mmenacb BO3MOXKHOCTb BpaTb
AaHHbIe TPaHuULbl TONbKO MHAMBUAYANbHO NO Ka*KAOMY NAapameTpy U3 ero CKOHOMrypmpoBaHHbIX
CBOWCTB.

e Peructpauma anapmoB U COODOLLEHUI Tenepb OCYLLECTBAAETCA B OTAe/IbHble TPynnbl CObbITUI B
COOTBETCTBMM C UX NpUOpUTETOM. PaHee Bce asiapMbl PErMcTpupoBasnCb B OAHY Tpynnbl, BCE
coobLeHNs - B ApYyryto rpynny.

e MogepHuM3MpoBaH mexaHM3m 06paboTKM anapmoB B moayne BU3yaansaumu C y4eTomM npuopuTteTta
anapmoB U AOMNOJAHUTENbHBIMW HAaCTPOMKAMM NEPUOSUYHOCTM MOBTOPEHMA. BHMMaHMe - dyHKUUA
reHepauum 3BYKOBOTO OMOBELLEHMA OCTaB/AeHA TO/MbKO AAA MaHEeAM paclMpPeHua anapmos, ANA
06bEKTA KHOMKa UK CMUCOK aflapMoB Ha MHEMOCXeME 3Ta GYHKUUA OTK/oYEHa.

Bepcus 2014.07.04

1)
2)

3)
4)

KymynatnesHoe o6HOBNAEHME NO pe3ybTaTamM UCNPaBAEHUN.

MoaneprkaH onpoc CYETYMKOB 3neKTpuyeckon sHeprim KACKAL-200MT u KACKAA-310MT (4yepes wnto3
M2M MWUPT).

PeannsoBaHo ynpaBieHMe HArpy3Koi 1 3arpy3ka TapMdHOro pacnmucaHma aasa HEKOTOPbIX TUMOB CYETYMKOB.
PaspaboTaHa yTuauTa AN8 YCTAaHOBKW TPAH3UTHOrO COEAMHEHUA C YCTPOMCTBAMM, MOAKAOHAOWMMUCA K
KOMMYHMKaLMoHHoMY cepBepy (EnTransit).

Bepcusa 2013.12.04

1)
2)
3)
4)

5)

KymynaTnesHoe o6HOBNAEHME NO pe3yibTaTamM UCNPaBAEHUN.

HoBble popmbl OTYETHOCTM B MOAy1e DHEPrOAHaANN3 A1 KOHTPOA NONHOTbI cbopa HPOPMALUN.
CoxpaHeHue cobbITnin dopmmpoBaHns oT4eToB IHeproAHanmsa B 6asy cobbITuii.

B mogyne 3SHeproAHanus nosAsunace ¢GyHKLUMA ObICTPOrO BbI3OBA paHeEe COXPaHeHHbIX ¢annos
npesBapuTeNbHO HACTPOEHHbIX OTYETOB.

Mogaynb «Onpoc YCMNA u cyetunkoB» AOMOAHEH (YHKLMOHANbHOCTbIO «MobunbHblil APM». ®yHKLMA
CBfA3aHa C BO3MOMHOCTbIO OMPOCa [AaHHbIX MO TOYKaM y4yeTa M MNOC/AeAyHoLero 3Kcnopra cobpaHHOM
nHbopmauum (Tekywme gaHHble, NPOGUAM, apPXMUBbI USMEPEHU, cobbiTUA) B dhainbl. [lanee sTn dalinbl mory
6bITb NepeHeceHbl Ha cepBep, U AaHHble U3 HUX MMMNOPTUPOBaHbI B 6a3y ACKY3. OyHKLMA npegHasHavyaeTcs
ANA Tex cnyyaes, Korga y cepsepa ACKYD HeT BO3MOMKHOCTM ONpaluMBaTb [faHHble CaMOCTOATESIbHO
(oTcyTcTBME CBA3M C 06BEKTOM, BbIXoA M3 cTpoa YCMA u HeobXxoAMMOCTb MPAMOro OnNpoca CYETYMKOB).
IKCNOPT-UMMNOPT AAHHbIX NPOUCXOANUT HA OCHOBE MAEHTUDUKALMM NO 3aBOACKOMY HOMEPY CYETUYMKA.

Bepcua 2013.09.01

1)
2)

KymynatueHoe obHOB/IEHWE NO pe3ybTaTaM UCNPABAEHWUNA.

B noacuctreme ACKY3 (CnpaBouHWKM, DHeproAHanus, moaynb cbopa Ans cepsepa) peanvsoBaH HOBbIM
MeXxaHM3M nNNaHoB onpoca. Ternepb BO3MOXHO C€O34aBaTb MHOrO MNAAHOB ONpoca C PasINYHbIMU
HacTpolikamu (nepuoa WaM Bpems onpoca, Habop 3anpalmBaemMblX OAHHbIX U Mp.), U 3aTeM HasHa4yaTb
WMHAMBUAYA/IbHbBIE NAaHbl ONpoca ANA 06BEKTOB (He A1a KaxKAoli ToUKM yyeTa). CTapble HACTPOMKM onpoca
ACKY3 (CnpaBo4YHMKK->ACKYI->Hactpoitkn ACKY3J) paccmaTpuBaloTcs Tenepb KakK naaH onpoca no
YMOMYAHUIO, UCMOJIb3YEMbIN A1 0OBEKTOB B C/ly4ae, eCv A5 HUX He HasHayeHbl MHAMBUAYANbHbIE M/1aHbl.

Bepcus 2013.06.30

1)
2)

KymynatusHoe obHOBAEHWE NO pe3ybTaTaM UCNPABAEHWUA.
B moayne CnpaBo4yHUKM AobaBneHa BO3MOXKHOCTb HacTpamBaTb «TUXMil Yac» npu onpoce. PaHee oH 6bin
6e3ycnoBHbIM ¢ 23:45 no 00:45.



3)

B moayne KoHTponnepbl pobaBneHa <¢yHKUMA 3arpyskM B KOHTpoasiep peaaktupyemoint (XML)
KOHOUIypaumm, M BO3MOXKHOCTb MOC/IEeAYIOWEro MMNOPTA paHee 3arpy*KeHHOM KoHoUrypaumu. Pexunm
noaAepKMBaeTCA TONbKO A8 HOBbIX BEPCUIM NporpammHoro obecneyenuns YCIA.

B pasgen foKkymeHTaunmn aobasneHbl onucaTesibHble CTaTbM NPO CO34aHUE KIMEHTCKMX Paboumx MecT 1 npo
HaCTPOMKY NpoeKTa Ana cbopa Moay4yacoBbIX Npoduaeinn MOLWHOCTM U 3KcnopTa AaHHbix B dopmaT XML
80020.

Bepcusa 2013.01.02

1)

BHeapeHa cucTeMa IMLLEH3UPOBAHMA NPOrPaMMHOro obecrnevyeHuns ¢ UCNONb30BAHUEM anmnapaTHbIX KArYein
3awWwmThbl. B coctaB nosHOro ANCTpMbYTUBA BKAKOUYEHDbI APANBEpPbI KAOYE.

Bepcusa 2012.10.27

1)
2)
3)

4)

5)

B cocTaB ancTpnbyTMBa BKAKOYEH KOMMYHUKALMOHHDBIN cepsep AnA Bxoaawmx TCP-coeguHeHNUN.

HoBsble popmbl OTYUETHOWN AOKYMEHTaLMM B Moaysie IHeproAHanus, skcnopt 8 XML 80020.

Bce moaynu (Kpome noacucTembl MpaB MNosb3oBaTenen) nepeBedeHbl Ha WMCMNONb30BaHWE 6MBAMOTEK
poctyna AnyDAC (paHee 6bina IBX), B CBSI3M C YeM MMeeTCs BO3MOXKHOCTb MCNob30oBaTh cepBep MS SQL ann
BeAeHua 6a3 nctopmm, cobbITUIN U CNPaBOYHUKOB.

PacwupeHa ¢yHKUMOHaNbHOCTL moayna ACKY3-nant B yactu yaobctea paboTbl C NOy4acoBbIMKU Cpe3amu,
nobasneH akcnopT B8 XML 80020.

PeannsoBaHa BO3MOXHOCTb 334aHUA MHANBUAYANbHOM FNYyOUHbI XpaHEeHUA cOBbITUI MO rpynnam.

Bepcusa 2012.04.19

1)

AKTUBMPOBaHA OMUMA NONYYeHUA MOKasaHui B pexume PLC+ (paHee nakeTbl € JAaHHbimu PLC+
BblUUTbIBAIMCb M oOTOOpakanucb B /lore OMpoca, HO peanbHO MOKa3aHWsAs W3 3TUX MNAKeTOB He
MCNONb30BaNUCh K BblAauye). B HacTpolikax o6beKTa BBeAeHa crnelmanbHas onums PLC+: npu ee BKAOYEHUN
OaHHble bepyTca u3 naketoB Tuna PLC+, gaHHble 13 naketoB PLC urHopupytotca. Mpu oTKAOYEHHOM onumum
PLC+ paHHble 6epyTca TonbKo u3 naketos PLC, u3 PLC+ nrHopupytotcs (HO BbiIBOAATCA B /JIOr onpoca Ans
nHpopmauun).

Bepcusa 2012.04.03

1)

JobaBneHa BO3MOMHOCTb UYTEHMS W 3aNUCU KOHPUIypauuu CYETUMKOB B YacCTU YHKLMIA ynpasBaeHun
(TERyLee cOoCTOAHNE, 3HAYEHUA IMMUTOB), U HEMNOCPEACTBEHHO NOAaYa KOMAHZ, yNpaBaeHUA — BKIOYEHUA U
OTKNtOYEHMA. B gaHHON Bepcumn GYHKLMM NPOTECTUPOBAHDLI NMPU UCMO/b30BAHUN CYETYMKOB CO BCTPOEHHBIM
pene Mepkypuii 233 npu npamom coeamHeHUn (KaHanbl cBasu TCP, COM, GSM), 1 ana Tex e CYETYMKOB
npu ux onpoce vyepes KoHueHTpaTop PLC-II.

BeeseH mexaHW3M MHAMBUAYAZIbHOFO MO TOYKaM ydyeTa GOPMMPOBAHMA 3aNpPOCOB Ha YTEHWUS AaHHbIX, B
OT/IMYME OT paHee NPUMEHAIOLLEro cnocoba ynpasaeHus LeJIMKOM No 06beKTaMm.

B mogyne OSHeproaHanus pobasneHa ¢JyHKUMS yAaneHUs [aHHbIX. Y[aneHue OcCylLecTBAAeTcA U3
TabnnMyHOro npepacraBneHMAa BbIDOPKM AaHHbIX. YJaneHWe BO3MOMKHO TOJ/IbKO B C/lyYae MCNO/b30BaHMA
XpaHunuwa aaHHbix ACKYD (B[ uctopuun) B HOBOM «naockom» popmaTte. KoHBepTauma B, moxKeT 6biTb
OCYLLECTB/IEHA M3 MOAYNA HAacTPOMKKM Bl Yepe3 KOHTEKCTHOE MeHI0 6a3bl AaHHbIX.

YHuomumpoaHa popma HacTpoiikm csoncts ACKYD obbeKkTa. Tenepb HacTpoiKa YEeTKO pasgensercs Ha
YKa3aHne TMna KOMMYHMKATOpa — npAmana cBAsb, waw3 M-228, YCIA SHTEK u np., n Ha yKasaHue Tuna
KaHana ceasm — COM, GSM, IP n gp.

JobaBneH HOBbIN TMN KaHana CBA3M — KOMMYHMKaLMOHHbIA cepBep. MpumeHaeTca npu peannsaunmn cuctem
cbopa pdaHHbIX C€ Nyb6AMYHbIMM  KaHanamu GPRS ¢ «cepoii» IP-agpecaumeir Ha obbekTax.
KoMMyHUKaLMOHHBI cepBep obecneunBaeT npuem TCP-coeaMHEHN OT 06BEKTOB M ynpaBieHWe NoToKamu
OaHHbIX ANs gocTyna K obbekTam co CTOPOHbI MpPUKNagHoro cepsepa cbopa AaHHbix DHTEK. Cam
KOMMYHMKaLMOHHbIN CepBEpP NOKa B ANCTPUOYTUB HE BK/IKOYEH, MOXKET ObITb MPeaoCcTaB/eH Mo 3anpocy.



