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MACRO TRENDS FOR ENERGY MANAGEMENT BY 2040

_ o . o Peaks of coal consumption by country at 1970-2040
= The planet's population will increase by 2 billion and exceed 9 billion

people. To ensure the safety of such a number of energy technologies,
all energy sectors will undergo a transformation and transition to new
technological structures - Industry 4.0.

= Reducing the energy intensity of GDP of all countries will lead to
competition in the field of energy.

= The working-age population in Europe will decrease by 8%.

= Coal will continue to be the dominant form of energy production (38%
of output), but environmental concerns will lead to a rethink of wise

energy use and lead to government regulations.
Passed at 1970 — 2000

Passed at 2000 — 2014
The peak is forecasted for 2014 — 2040
The peak is forecasted after 2040

= After 2035, the sale of vehicles with internal combustion engines will be
banned in the European Union..

Source: Energy Research Institute of the Russian Academy of Sciences

| www.entels.ru
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ABOUT COMPANY @ BENTELS

e
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ENTELS Engineering Center specializes in providing a full range of services for the development and implementation of
commercial and technical energy metering systems, telemechanics, dispatch and automated process control systems
in housing and communal services distribution networks and large enterprises.

KEY PRODUCTS OF ENTELS
Digital platform ENTEK

=  SOFTWARE - SCADA-system ENTEK, SoftLogic ENLOGIC platform and additional software extension modules

SCADA-system ENTEK

Universal software product for creating of automated control systems, telemechanics, automated process control systems, energy metering, energy
monitoring, dispatching and other tasks in the energy sector.

SoftLogic ENLOGIC platform

Communication solutions based on controllers of the EnLogic software platform for creating protocol converters, telemetry and SCADA systems,
monitoring systems for digital relay protection systems, etc.

EQUIPMENT -> controllers, servers and complete cabinets for energy metering and control, various measuring sensors, metering devices, special
equipment (relay protection terminals, short circuit identifier modules, etc.)

Model solutions

. Comprehensive automation of distribution network facilities

. Automation of power supply to an industrial enterprise

= Automation of transformer substations

= Integrated dispatch and automation of boiler houses

= Automation of electricity storage media and charging stations for electric vehicles, etc.

| www.entels.ru



DEVELOPMENT OF SOFTWARE AND HARDWARE SYSTEMS

The system of software and hardware complexes of Entels LLC is built on

the basis of smart metering devices, sensors and various actuators that
provide automated online control of the distribution and consumption of

resources.

Lower level (periphery)

primary meters (smart meters), sensors, actuators
and peripherals

Intermediate level (data collection)

multifunctional controllers (can be virtual) that

accumulate information from metering devices and
transmit it to the upper level

ENTELS

Information from metering devices is transmitted to the upper level, to the

data collection server. The system is built on the SCADA platform and has a
hierarchical structure consisting of three levels.

Upper level (servers and software)

monitoring and control servers and digital workstations

provide solutions to the tasks of the energy dispatcher,

planning department, analyst, chief power engineer,

technologist, and enterprise director

www.entels.ru




ECONOMIC GOALS OF SYSTEMS IMPLEMENTATION

O 1

Eliminating the human factor
as a source of abnormal and
emergency situations and
increasing safety

1= 6

Improved production planning
taking into account energy
consumption opportunities

a4 2

Minimizing energy consumption
by switching to more favorable
tariffs and identifying leaks,
malfunctioning equipment, and
theft

(2] 7

Monitoring the work of
personnel and equipment
in optimal schedules and
modes

ZE

Analysis of telemetric data
and creation of specialist
work profiles (digital
assistant)

OR:

Reliable information, online, about
the progress of the technological
process, the condition of equipment
and technological controls

2| 4

Reduce operating costs by
automating operating cost
control

BY

Retrospective information for
analysis, optimization and
planning of equipment
operation for its repair and
maintenance

PENTELS -

—

Remote diagnostics of
equipment condition

® 10

Cost reduction due to automated
control of energy consumption
and detection of violations of
technological discipline and theft

www.entels.ru



LICENSES, DIPLOMAS AND CERTIFICATES

The company independently develops all software products, has licenses, certificates and other documents confirming
ownership for all developments
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SoftLogic platform "EnLogic"

Certificate of registration of a software Certificate of registration of a
software No. 2009614875 dated

No. 2020615565 dated May 18, 2020
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CUCTEMA AOEPOBOSILHON CEPTUDUKALIMK
«TEXHOMPOIPECC»
3APErMCTPUPOBAHA ®E[EPAJIbHLIM ATEHTCTBOM
NO TEXHUHECKOMY PEMY/IMPOBAHUIO U METPONOIUKA
PEMCTPALIMOHHbBIM HOMEP POCC RU.3293,04TX00

CEPTHOHKAT COOTBETCTBHSA
Ne CACTILOM.18812-23
M cepragmumpontn v |

TR

r.Mocksa, Biiep.r.
mocee (nMockonekui),

HACTOAUIA CEPTHONKAT Y 10CTOBEPAET
Cucrema Ixoaormueckoro Mene kventa

AN

&

COOTBETCTBYET TPEBOBAHMAM

N

Services for the implementation of
automation systems, development,

production and supply of automation

cabinets
Certificate of conformity to ISO
14001-2016

CUCTEMA NOEPOBO/TIEHOW CEPTU®UKALMK
«TEXHOMPOrPECC»
3APEMMCTPUPOBAHA ®ELEPASIbHLIM ATEHTCTBOM
MO TEXHWYECKOMY PEMYNIUPOBAHUIO U METPONOMMK
PEFUCTPALIMOHHbIN F 3293.04TX00

o

CEPTHOHKAT COOTBETCTBHS
N CACTILOM.19046-23

HHH
HACTOAUINN CEPTHOHRAT Y I0CTOBEPAET

COOTBETCTBYET TPEBOBAHNSIM
FOCT P HCO 9001-2015 (150 9001:2015)

Services for the implementation of
automation systems, development,
production and supply of
automation cabinets

Certificate of conformity to I1SO
9001-2015

MUECKON JALINTE
| MHOOPMALIHH

Licenses of the Federal Service for
Technical and Export Control for
“Activities for the development and
production of means of protecting
confidential information” and for
“Activities for the technical
protection of confidential
information”

www.entels.ru
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%ﬂ MODEL SOLUTIONS

AUTOMATION OF ELECTRIC NETWORKS FOR ROSSETI PJSC
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MODEL SOLUTIONS FOR ELECTRICITY SUPPLY NETWORKS

Energy consumption
accounting

Automation of
disconnectors

Automation of
Automatic Charging
Stations, Reclosers

Automation of
° - transformer points

10-0,4 kV

Substation automation
10-35 kV

Substation automation
110-220 kV

Transmission
network

L Core networks
substation
110 kv

e Industrial o 3l Small
l"m ui
:’Q/’ consumer :\‘:/' consumer

E"j Group consumer

Household
consumer

Main substation
35/10 kv

Qg

0 o Recloser

Distribution Network
Control Center (DNC)

—

Distribution

substation 10 kV

10 kV

automatic circuit breaker 10 kV

disconnecting switch 10 kV

10/ 0,4 kV

Transformer
substation

o Controller and modules for automation of
transformer substation, recloser, disconnector

o Automation Controller at Distribution Transformer
Substation 10 kV & substations on 35 /110 /220 kV

from power grid objects

systems of substations

Central transceiver station for collecting data

SCADA system for automated process control

e SCADA for enterprise automation

www.entels.ru



AUTOMATION OF OBJECTS BASED ON THE ENTEK CONTROLLER

Electricity metering Data exchange with the upper level

Water consumption metering Heat consumption metering

Transfer to

IEC 104 IEC 61850 Pyramida
Network *

Depending on the task, the use of controllers of varying power and technical characteristics

I
f

%/ Gas sensors

Temperature sensors

P Water leakage sensors Control, access management, video recording, photo Security, safety: motion
recording sensors, etc.

* Innovative Russian software for organizing electricity metering, developed for the needs and in accordance with the requirements and specifics of power grid companies of the Russian Federation
based on the Pyramid 2.0 software.

www.entels.ru




AUTOMATION FOR NETWORK COMPANIES E NTELS

Electric

Automatic Storage SOLUTIONS HAVE BEEN IMPLEMENTED
Solutions based Filiing station media  Epvironment _ o N _ AT MORE THAN 50 000 AUTOMATION
on multifunction = = object Consumers of information in the digital power grid FACILITIES OF ROSSETI COMPANY
[ ] L] [ ]
controller ENTEK | , | [ __°° Z * Supply of power quality controllers and
NilE=E i ° ° ° monitoring of measuring instruments
+ Implementation of a unified distribution

Automat!c system for Dispatcher Exploitation network management system for 20
accounting of power

consumption branches

* Supply of a unified network distributor
management system

L

I

: a {EC-61850 Con:}r:tti\r/\;crz;\(tlon * Implementation of a unified network
E ] 1 X . ‘ ..“ i i
: ﬁﬂé 3G/LTE/NBIOT E distributor management system
: . radio
Disconnector
IEC-5-104 :
IEC-61850 : Kaliningrad Moscow
|IEC-5-104 Transfer to Automatic Central : . region
IEC-61850 system for commercial ! transceiver region
accounting of power ! station )
consumption : ;g_ ‘%)
T A A PP TTTIIIIII I I . D) :

v g cabinet unit ‘E = =k @\
: - '“IHIB——I opening I Y Center 4 (“
. B : i Relay Protection Communication Supervisory Exploltatlon

O Do | Substation door: i : region Center &
: IR3.485 . : :andAutomation  workstation control workstation E ROSSETI \ Volga

OPENINE : : Device Workstation system : COMPANY
RS-485 ’{ P workstation : l region

gateway| T i sra s s EE s EEE RN EEEEsEEEEsEEEEEEEEEEEEEEEEEEEEsEEEs .

Transfer of telemetry and readings

r
1 :
from subscriber metering devices i E MOdEl cablnet of hlgh avallablllty
1 -
1

via LPWAN, PLC, ZigBee channels voltage South

___________________ availability

v’ readiness for implementation
v’ fast delivery time
v’ ready to use

— = — : Transformer substation
E - E - H

1 Telemechanics+ Automated Electricity Metering System = TM AEMS
2 Relay Protection and Automation Devices = RPAD

www.entels.ru
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IMPLEMENTATION EXAMPLE — AUTOMATION OF A GYMNASIUM

Transfer of information about power supply modes and
emergencies to resource companies

Electricity distribution network

v' control of unauthorized opening of the electricity meter
v electricity consumption

v’ no voltage

Heat distribution network

v’ flowing pressure

v’ temperature deviation

v heat consumption

Water and wastewater treatment plant

v’ pressure

v’ water consumption

MBOY "I'mvuasun” n.r.r. Borarsie Cadm 08.06.2016 15:07:48
LR R v Ee

| Ofbext - S | NIT. Boratble Cabbl, KX, MBOY ¢TUMHA3HA»
| @] Vurennan snewtposn..cua lummasusxisx ™ X | [ |

A B [ c ole] F Je] w T T 1T « ]

1 Tun gokymenTa: Y4YeT aNeKTPO3HEpriM No rpynne Ha 0CHOBE NOKa3aHUiA CYeTYMKOB

2
§| [pynna Touyek yyeta: |nrT. Boratbie Cabbl, KX, MEOY «MimHasna» |

: . . .

5 Whrepean: 20.05.2016 - 08.06.2016 3HEpruaA. aKTMBHaA Sendlng SMS In cases:

6 Tapud: cyumaprieii SICENL Ly - occurrence of accidents

7 . . .

8 Omyck - deviations of energy consumption from planned T

9  Ne HaUMEeHOBaH1e 3a8. Ne MOKA3aHNA CYETUMKA KO3(MMUIMEHT | yyTeHHaA s o PR, o
10 nn NpMCOENHEHMA cyeTunka | 2 Japemn ' 08.06.2016 [apemn 20.052016] TH | TT |an. aHeprua . — I

MEBOQY «T »: 04429234 op o . . - e

| T cronosas 420204\ oo TSI 1745050 1| 40 | 215602 Notifying the dispatcher in cases:
1 2 | T ooy 59%09% 5300035 5 an  sagp40feen Sas332 1| 80 | 312641 - fire, flooding, deviation from normal conditions

1 3 [0y e 2122004 1oz 1046,11 (== 100363 1 | 30 | 127440 - access to equipment and metering devices

14 Beero:  6556,83

www.entels.ru



IMPLEMENTATION EXAMPLE — KINDERGARTEN AUTOMATION
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Displaying the state of the object on GIS, online.
Monitoring communications, accidents and energy
efficiency of the kindergarten

M 1 11’1"‘514,1111‘

Transfer of information about energy supply

modes and accidents to resource supply

companies according to the protocol IEC-104

Electricity distribution network

v' control of unauthorized opening of the
electricity meter

v’ electricity consumption

v’ no voltage

Heat distribution network

v’ flowing pressure

v’ temperature deviation

v’ heat consumption

Water and wastewater treatment plant

v’ pressure

v water consumption

Sending SMS in cases:
- occurrence of accidents
- deviations of energy consumption from planned

Notifying the dispatcher in cases:
- fire, flooding, deviation from normal conditions
- access to equipment and metering devices

KoTenkHasn Rerckui can

KoHTpone 3atonnenun:  HOPMA

Cpeassn *ta nowemenuax: 22,1 °C

—— ]
e O]
Duslpse  Tm Craws [r==3 =

LT T

fwe| W@ " isewm .|

o e | @, HeslnProdas 55 | G
E22 - I
f!_l Mpoextbi 23.05.2016.xls * * | & [flaHHbie NO 6... (2)xlsx *
Tun gokymeHTa: CTaTMCTUKA onpolleHHbIX Toyek yyeta YCI[ ¢ noKasaHUuamu
CYETYUKOB
Hara: 24.05.2016

O6bekT yyeta: MBAOY CabuHckuin aet_cap Ned«Llokonaa»

* @ ycnA crar..mmnlxdsx * *

BCEro Tovek yyeta: 3
nogknwodeHo: 3

¢ naeHTucpukatopom: 0
6e3 ngeHTudmkatopa: 3

Ne TOYKa y4yeTa cyeTumnk Ne HﬂeHTMq)HKaTOp NOKASEHNHINS LIRS "
Tapuch Ne1 | tapud Ne2 | tapucp Ne3 | cymmapHslid
Kor-go: 3 & 0 & 0 0 3
OM NOGKMOYEHHBIX: 0,0% 100,0% 0,0% 0,0% 100,0%
1 | KoTtenbHas 18770949 29303,83 43551,61
2 Beog-1 19439005 1395,23 1617,50
3 |Beog-2 19438998 686,92 770,24

www.entels.ru



IMPLEMENTATION EXAMPLE — SPORTS COMPLEX AUTOMATION
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Transfer of information about power supply

modes and emergencies to resource N4 ==

companies ”

Electricity distribution network =N

v’ control of unauthorized opening of the
electricity meter

v’ electricity consumption

v’ no voltage

Heat distribution network

v’ flowing pressure

v’ temperature deviation

v’ heat consumption

Water and wastewater treatment plant

v’ pressure

v water consumption

D

Sending SMS in cases:
- occurrence of accidents
- deviations of energy consumption from planned

vess B g dB Uy NAF)

| €] Yerennan snexrposn..nopreommnexcadsx* X | [ |
A B [c o[e] F JTe[ w [0 T 1T « ]
Tun goKkymeHTa: YHET 3NeKTPOIHePri Mo FPYTNe Ha OCHOBE MOKA3aHMI CHETHUKOB

pynna Touek yueTa: [XKKX, CnopTkomnnekc, CnopT_komnnekc Ne3 (komnnekc) |

~No oW e

Wrrepsan: 20.05.2016 - 08.06.2016 SHEprUA. aKTMBHaRs
Tapud: cymMMapHbIi enum: kBTY
H H H H . 8 OTnyck
Notifying the dispatcher in cases: > [ e e T e
. . . . . 10 |n/n npUcoenHeRna cyeTumka | 2 |spemn " 08.06.2016 [spewn 20.05.2016] TH | TT an. oHeprus
- fire, flooding, deviation from normal conditions CropT_roumrexc No3
. A . 1 |(komnnekc): 05364580 5364580|—|==== 103864,88|>==» 10354485 1 30 9607,03
- access to equipment and metering devices LL g;gg:«;mﬂ;gma
12| 2 |(xommnexc) 7749701 - xBG | 1749701| = |mee 1244 T
13 Bcero.  9607,03
14
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LIGHTING WITH DIMMING AND ZONE SCENARIOS

Lighting for urban infrastructure of parks, gas stations, industrial areas, railway platforms. Ability to
work with LED lamps - work with plans and schedules, built-in additional features and functions.
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Monitoring the energy efficiency of equipment operation
P TeKkywmin pemxmm Texrywee Y A A Terywana ycTaska yeraea | 4o g | up, B
paborbl COCTOAHUE ynpasneHmne TEKYLaA KoMmaHaa CcenyroLLan KomaHaa MOLYHOCTE MO MOLWH. TEKYLWas | no mowH. nonHas
Jivna Nel I:E] K1 OTkn K1 Bkn 17.0 kBT 18.5 kBT 18.5 kBT 220 220
CumynaTop 17.09.2014 6:27:00 17.09.2014 20:28:00
Jiumma Ne2 m K2 Otkn K2 Bkn 6.3 kBT 7.0 kBT 7.0 kBT 220 218
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Sivema Nel ' K2 OTkn i 6.8% KBT 7.0 kBT 7.0 KBT

www.entels.ru



LIGHTING FOR ENTERPRISES

@& Automated lighting control system
e of city of Omsk stations -TSK11

TR

SRRRRRRRIE
SEERYERNALE

12.92.2013
15:17:41

Tasks

v continuous monitoring of parameters and condition of lighting line
equipment, prompt detection of damage

remote and automatic, scheduled, control of lighting modes
automated multi-tariff metering of consumed electricity
identification of losses and ineffective operating modes

| www.entels.ru
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MANAGEMENT OF WATER UTILITY FACILITIES 4 ENTE LS =

<\

Continuous monitoring of equipment parameters and condition,
prompt detection of damage

Remote and automatic mode control

Automated multi-tariff metering of electricity and water

Access control and video recording

Identification of losses and ineffective operating modes

ANENENEN

| www.entels.ru



HEATING NETWORK FACILITIES MANAGEMENT ENTE LS =

g . Mruemocxema komeannoit bomcead
m Mremocxema xomeavroi BI'Y 1t Crel =
: &
= 16:34:48
7832011 2
x - :
| % [__Jodly

Miemocxema KOmeALHoU 203 MK

ks
16:35:23 S e 20).
o

e B e = Continuous monitoring of equipment parameters and condition, prompt
e [ gL detection of damage
o o o Remote and automatic mode control
I . . . 7 Automated multi-tariff metering of electricity and water
L [ ‘ [ [ o Access control and video recording
Identification of losses and ineffective operating modes

www.entels.ru
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PENTELS

A unified distribution network management system, including city and regional
branches. Implemented using client-server architecture.
More than 400 city substations

More than 30,000 electricity meters

Tasks

v Dispatcher control of the electrical network

v’ Electric power control for consumers with limitation modes
v' Technical and commercial electricity metering

| www.entels.ru



ELECTROCHEMICAL PROTECTION MANAGEMENT

Electrochemical protection control

Bpans nonyseses nocheak Aaseiwx: 13.08.2013 60758 S —
, | system «MOSGAZ»
EE — =

YnpanResse ToKoM peryReponanes CE3 NYT96 [ x]

v There are more than 5000 objects in the system;

v’ The system provides continuous monitoring of
[ 3amuTa . equipment parameters and condition, prompt detection
of damage;

v" Remote and automatic mode control;

v' Emergency control;
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MANAGEMENT OF GAS FILLING STATIONS
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AUTOMATION OF INDUSTRIAL ENTERPRISES AND
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AUTOMATED DISPATCH CONTROL SYSTEM

Management of the Syktyvkar timber
industry complex "MONDI"
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parameters and condition, prompt detection
of damage

v" remote and automatic control of operating
modes

v' monitoring of emergency modes,
subtraction of oscillograms of the digital
relay protection system

v identification of losses and ineffective
operating modes

| www.entels.ru

continuous monitoring of equipment




AUTOMATED PRODUCTION MANAGEMENT SYSTEM

=
een hERO

[LE- E G & oo

Tasks solved by the system

et i
Online operational control of resource consumption (electricity, water, o
v’ Supervisory control of the state of energy supply to an enterprise with e e - AT T
adaptive consumption control; o me | un s e
v' Comparison of planned resource consumption with actual consumption S — | rm—
across production lines with warning signals in case of deviation from the - : L Eopanma
reference consumption of a resource; m L e
v' Commercial and technical accounting of resources and reporting to a " —
resource-supplying organization; S -
v' Dispatch control with establishing a single dispatch panel to manage “" = -
energy supply to an enterprise. éz 3 —

G | o]

Mnemonic diagram of production load dynamics, provides information online
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v' Reducing energy costs, as part of production costs, by up to 5% -
depending on the consumption plan;

v' Planning resource costs depending on production load plans;

v" Reducing accident rates and equipment downtime is achieved through
operational monitoring of the equipment condition and modes of its use;

cootiuerin =1
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v’ Possibility to increase production volumes by planning and creating a e -
reference equ'pment |Oad; T el (Gopuogoi xne6) ménm 500 10 zasmp 2660, 10,00p
v Creating reference planning for resource Consumption depending on the s M”(:;,:um)‘ 3;33‘ = 3‘9‘2 |—EE\ \IENTEK\Bln\TEmp\atas\ﬂnnunbt:xXneﬁ ©BBECTONMOCTE MPAAYKULH HS
production plan; e e R :;;1:; — [”“”‘f—‘mwm[]\
v" Operational control of deviations from reference consumption; ; ) = 16l Comparrs | Vome | R s | .
e . : ] — : Temperature and light
v Identification of non-productive energy costs. I — = e : S

monitoring, used to
Report on the cost of production Alarm in case of deviation calculate energy
from the norm consumption costs

www.entels.ru




WINDOW OF OPPORTUNITIES

am
At
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Creating reference Operation of the energy

Detection of deviations from m Notification to the energy engineer in the
consumption monitoring system »

reference energy ‘ following cases:

consumption " - occurrence of accidents
- deviations of energy consumption from
the planned (reference)

v" Planning the energy consumption of an industrial enterprise based on production plans
will help identify and eliminate sources of resource loss

v Special tools make it possible to identify deviations from normal energy supply. These tools
are built into the SCADA-system ENTEK to implement operational management tasks and
control the consumption of resources.

v" The user can receive information via SMS, Email or an alarm signal on the control panel :
mnemonic diagram. M;JJJL

I'IJ'I
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Forming of a reference consumption plan to control
the balance of electricity
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Monitoring of energy consumption with assessment of the main factors
of deviation from the normal mode of energy supply

www.entels.ru




AR,
;,’=' T
HH ==’!ENTE Ls =
Wy | 774
.

INFORMATION SECURITY

Ensuring information protection for information control systems

www.entels.ru



INFORMATION SECURITY

Electrical network Dispatch control center Electrical
control center of a branch substation for
Automated O350 kY @ Receipt of a control command from the dispatcher The implementation is carried out jointly
dispatch Front-End of automated dispatch management system with the companies "AVATEK" and
management Processor Transferring a control command from the server of "Infotex" at "ROSSETI MR“ PJSC
system (FEP) @ IEC104 telecontrol device @ automated dispatch management system to the
Front-End Processor (FEP) of a branch
IEC-104/101 ‘
2 [ — @ Transfer of control commands from FEP of a
branch telecontrol device via IEC-104 protocol d nvqTEC
Q @ IEC-104 identifies the control command Joint developments in the field of information
security in energy networks and facilities

Energy objects IEC-104, using the protocol for interaction with the
security workstation, sends a request to the
Electricity storage dispatcher to confirm the command G

®
@ The dispatcher confirms or does not confirm the I n fo t e c s®

legitimacy of the received control command and
(b the safety workstation forwards this information to Joint developments in the field of
IEC-104 information security

o If the legitimacy of the control command is
: confirmed, IEC-104 adds an enabling rule for a
DMS workstation Security @ o . Y
workstation certain period of time ' ‘ P 0 c c ET M
MOCKOBCKWU PET1OH
a The dispatcher resends the control command . . . .
= via the automated dispatch management Joint developments in the field of automation of
system power networks, which are to be implemented
Dispatcher @ @ The control command without encumbrance is in branches of ROSSETI MR
sent to the telecontrol device at the substation

* Protocol IEC101/104. Where IEC101 is acronym for IEC 60870-5-101, which is a standard for power system monitoring, control & associated communications for telecontrol, teleprotection, and associated

telecommunications for electric power systems. And IEC104 is acronym for IEC 60870-5-104 protocol, which is an analogy to IEC 60870-5-101 protocol with the changes in transport, network, link & physical layer services to www.entels.ru
suit the complete network access: TCP/IP.




BUILT-IN INFORMATION SECURITY

Data Acquisition and Transmission Device "ENTEK" with overlaid encryption means - a joint development

of "ENTELS" LLC and "InfoTeKS" OJSC intended for building secure local and distributed systems for Conclusion on the compatibility of the E2R2 (G)

automatic control and management of technological processes of small automation objects via public controllerswitthipNet information security
. . . software systems
communication channels to protect them from computer attacks and unauthorized access to y
information.
Telemechanics system for dispatch control and resource record SPIHTENC
........................................... R W SAKTHOUEHVIE O COBMECTAMOCTA
- Accounting service Hacromuee. Jaxmoue .
workstation H ipahaca =
S - Workstation of the relay :
% protection and automation
Server of service :
operative- - Communication service
information workstation
complex - Operation workstation

Recording and management
Transformer point, recloser, water intake unit, heating system for distributed objects
unit, generator, telecom operator infrastructure
facility, electric charging station, electricity storage
device, etc.

Possibilities

For objects of the Substation type, a standard software and hardware complex based on ready-made

equipment is used. This allows to create a single information-protected network for all types of objects with
minimal costs

www.entels.ru
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W Automation of electric energy storage

www.entels.ru



ELECTRICITY STORAGE MEDIAS MANAGEMENT

Secure technological data transmission network based on
public networks of mobile telecom operators using
commercial metering protocols DLMS/COSEM and
telemechanics IEC-5-104, IEC-61850

Ry
B

o] [e] o [}
Network manager Service desk Unified regulations
Storage media
Manufacturer 1 Communication network B e '
IEC-5-104 ) :
IEC-61850 d_3G/ LTE/N B_lOTt_
DLMS/COSEM radiocommunication =

¢ Transceiver
: Station

: power-system cbmmunicatioﬁ supervisory exploitation safety
s, e e o, | protection control
Storage media : Electronic storage devices - workplace of competence center for D workstation system
; " " i . . - . -
Manufacturer 2 development of storage media at Management Company "RUSNANO Pl Engineering workplaces for electric grid enterprise specialists

T ‘®unuan MPCK Benropopn 10:52:25
CH3 Sosymm 11.01.2022

E A single gateway for the transmission of telemetry
¢ 3 E information,  statistics, mforma'Flon for operation
HH management, ensures the collection of data from all
branches, the transfer of information on equipment
performance statistics, the transfer of information to

Data Gateway

Messenger for managing the } : external systems, consumers i
operation of storage devices I iiiiiiin P
L A& A
. Server and workstations for monitoring the operation of storage media — generation of : (=3 D g \@
Storage media . . .. . : \& %
analytical data on operability, efficiency, accident rate H 9 3

Manufacturer N N s

* Protocol IEC101/104. Where IEC101 is acronym for IEC 60870-5-101, which is a standard for power system monitoring, control & associated communications for telecontrol, teleprotection, and associated

telecommunications for electric power systems. And IEC104 is acronym for IEC 60870-5-104 protocol, which is an analogy to IEC 60870-5-101 protocol with the changes in transport, network, link & physical layer services to www.entels.ru
suit the complete network access: TCP/IP.
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ELECTRICITY STORAGE MEDIAS MANAGEMENT 4 BENTELS

| |
N

CENTRALIZED CONTROL OF STORAGE MEDIA WORK

The inclusion of storage medias into centralized monitoring ensures the inclusion and monitoring of all storage medias as part of
a single automated dispatch management system network based on a unified set of telemetry data.

A centralized collection of information has been organized to monitor and analyze the status and operation of storage media with
output of information to the development center of storage media to evaluate the effectiveness of their use and the generation of
“big data” analytical data on the operation of storage media from different manufacturers and technologies.

' CONTROL OF THE STATE OF STORAGE MEDIA AS PART OF THE POWER NETWORK

<]

CONDITION MANAGEMENT OF STORAGE MEDIA THROUGH THE ENTIRE LIFE CYCLE
Remote maintenance, setting up monitoring scenarios and monitoring the operation of storage media throughout the entire life
cycle of storage media operation from a single center of competence.

T INCREASING INFORMATION SECURITY
- - The use of the solution allows to implement data protection when using public communication networks and blocking
— - unauthorized control commands, which ensures information protection of the control system for electrical grid infrastructure

TIT facilities

| www.entels.ru



ELECTRICITY STORAGE MEDIAS MANAGEMENT

electrical network
control center

automated dispatch
management
system

Ne)
Eﬁl@

Q@

r

branch control center

Front-End
Processor
(FEP)

* |[EC101

*1EC101/ 104 *EC101/ 104

Storage medias

®

d —
Automated
workstation for
distribution

Automated
workstation for

security

management system
(DMS)

&

Power grid manager

d % ‘vﬁ

Electricity storage medias

&

User messenger

©

®
© ® @ ® © O O © O

Arrival of a control command from the dispatcher of the Automated
Dispatch Control System

Transferring a control command from the Automated Dispatch Control
System server to the Front-End Processor (FEP) of a company branch

Transfer of a control command from the FEP of a company branch to
the telemechanics device via the IEC-104 protocol

IEC-104 protocol identifies control command

IEC-104, using the protocol for interaction with the security
workstation, sends a request to the dispatcher to confirm the
command

The dispatcher confirms or does not confirm the legitimacy of the
received control command and the security workstation forwards this
information to the IEC-104 protocol

If the legitimacy of the control command is confirmed, the IEC-104
protocol adds an permitting rule for a certain period of time

The dispatcher resends the control command via the Automated
Dispatch Control System

The control command is directly transmitted to automated dispatch
management system

* Protocol IEC101/104. Where IEC101 is acronym for IEC 60870-5-101, which is a standard for power system monitoring, control & associated communications for telecontrol, teleprotection, and associated

telecommunications for electric power systems. And IEC104 is acronym for IEC 60870-5-104 protocol, which is an analogy to IEC 60870-5-101 protocol with the changes in transport, network, link & physical layer services to

suit the complete network access: TCP/IP.

www.entels.ru



ELECTRICITY STORAGE MANAGEMENT

MESSENGER FOR WORK CONTROL

Data Gateway for central receiver/transmitter “ENTEK”

Setting tasks, analyzing the operation of storage media, creating tasks for
performing work, monitoring, planning and recording results to assess
the condition.

= A mobile application of the "Field Service Management
Software (FSM)" class is a part of and one of the
modules of the Central Receiver/Transmitter “ENTEK”
software. It provides interaction on all issues of storage
media operation.

= Users install the software on a tablet or smartphone.
When performing work and exploitation, they receive
the necessary information and register the work. The
software includes automatic identification of equipment
by QR codes, RFID and NFC tags.

= The messenger simplifies the monitoring and
exploitation of storage media . The software works in
off-line mode. The mode allows to use the software
without a communication channel at the site.

= The software is built into  the Central
Receiver/Transmitter “ENTEK”. It allows to create a
unified business process for managing electrical
distribution network facilities.

SPECIALIST SERVICING THE STORAGE MEDIA

| www.entels.ru



INPLEMENTATION FOR NETWORK CONTROL CENTERS

A standard solution (Hardware-Software Complex) has been developed for storage media
automation, ensuring the collection of technological data on a single server from 20
regions.

The solution was implemented as a unified control and management system in 20 branches
of ROSSETI Center PJSC , ROSSETI Center and Volga Region as part of the Unified Network
Management Center.

A local server has been developed for Group of Companies RUSNANO for centralized
monitoring of storage media from all manufacturers in real time with automatic generation
of statistics and efficiency diagnostics.

Reports for managers on the current state of equipment, deviations in the operation of
storage devices, as well as operating parameters and parameters of electricity, supplied to
the network, are generated automatically.

LNMNC 3HTEK 15:42:21

®unuan MPCK Benropop 15:39:11 —r— ®unuan MPCK Benropop 15:38:56
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Temneparypa BM3 AT1: 7.2°C
Temneparypa BM3 AT2: 19.0°C
Kop pexxuma paborer: 13

Temnepatypa BM3 AT1: 7.2°C
Temneparypa BM3 AT2: 19.0°C
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NEW SOLUTIONS
Automation as service of loT operator
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WINDOW OF OPPORTUNITIES

The potential demand is at the domestic energy and infrastructure markets.

Such objects include infrastructure facilities.

= Territorial electric distribution companies;

= Water and wastewater treatment plants, heating suppliers, lighting;

= Social infrastructure - educational institutions, hospitals, administrative buildings;
= Energy facilities of industrial enterprises.

Software and hardware system allow to implement telecontrol systems, metering systems, Computer-Aided
Process Control System for facilities of the electric grid company and utility infrastructure. Using of normal and

cyber-protected mode allows to apply solutions for critically important objects: power grids, water utilities,
infrastructure facilities, etc.

| www.entels.ru



TECHNICAL SUPPORT INCORPORATED IN SERVICES OF OPERATOR

M2M VALUE CHAIN VAS

Object Communication Automation — as a service

The role of the integrator Advantages

installation of equipment at facilities in accordance with standard technical solutions;
* use of ready-made standard technical solutions;
° equipment maintenance;
* setting up solutions for private technical tasks (improving solutions)

* You can work with the systems from anywhere in the world.

* Qutstanding reliability.

* Possibility to combine remote offices and branches in one place.
* There is no need to purchase expensive licensed software.

* Thereis no need for outsourcing of information technology and

programmers.
Th IS a pprOaCh d I |OWS the CUStomer to * There is no degradation and obsolescence of the equipment, it is
receive automation in conformity with the planned result; supplied as part of the service.
* get guaranteed technical support; * Itis possible to transfer all data from your server in office, to a
* shorten the implementation period; remote server or backward.
* simplify exploitation and further development; * 24/7 technical support.
* minimize investments in infrastructure and personnel; * Development and updating of software at all stages of the life cycle.
* have the opportunity for continuous development. * The performer is responsible for the final result of the work.

* Service Enablement Services (IT politics management, service activation/deactivation)

| www.entels.ru
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BUSINESS PARTNERS
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ISSUED MORE THAN 20 000 LICENSES € BENTELS =

1 000 000+ CONTROLLERS | 1 900 000+ ELECTRICITY METERbI | 30 000+ USERS | 15 COUNTRIES www.entels.ru
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CONTACT DETAILS ENTELS &

D +7 (499) 110-31-79

info@entels.ru

)

v
1@

108811, Moscow, Rumyantsevo subway station,
Business Park “Rumyantsevo",
building B, 5t entrance, 6" floor, office 608

www.entels.ru

|DH| Technical support service https://support.entels.ru/

| www.entels.ru
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